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AHHOTAIIUA

b1.B.IB.05.1 «KAnMuHUCTPpHUpPOBaHUE HHPOKOMMYHUKANMOHHBIX ceTei»

JlucuuimHa OTHOCUTCS K 9acTu, GOpMUPYEMOM ydacTHUKaMH 00pa30BaTEIbHBIX OTHOLICHUIH,

Kpartkoe conep:xaHue TUCHUIINHBI:

OcHoBBI THPOKOMMYHUKALIMOHHBIX ceTel. O0opynoBaHue.
Hauanbnas HacTpolika KOMMyTaTOpa
Buptyanbhbie nokansHbie ceTH (VLAN)

@DyHKIMY MOBBILIEHUS HAIEKHOCTU U IPOU3BOAUTEIBHOCTU
OyHKkMK obecriedeHrst 0€30MaCHOCTH M OTPaHUYEHUS JOCTYIA K CETU

OyHKIUY yIpaBIeHUsI KOMMYTaTOpaMH

brmoka 1. JlucrurumHbl (MOAYJHM) MpOTrpaMMbl OakamaBpuaTa U SIBISIETCS  AJICKTUBHOM
JUCLUTIIIMHOM,
yriyomstomei ocBoenue npoduis (Jucuumimael no BeIOOpY).
[lepeyeHr TUIAHUPYEMBIX pPE3yJbTaTOB OOYYCHHS 1O AUCIUIUIMHE, COOTHECEHHBIX C
TUTAHUPYEMBIMU Pe3yJIbTaTaMi OCBOCHHUSI 00pa30BaTEeIbHON MPOTrpamMMBbl
Kon u | Kon n nanmenoBanme | Ilnanupyemsie pesyabTaTnl 00yuenus no | Ocuosanue (IIC)
HanMMeHOBaHHeE HHAMKATOpa AVCHHUILIINHE * s
KOMIIeTeHIIUH AOCTHKEHUST npodeccroHanbH
KOMIIeTeHIIUH BIX KOMITETCHIHH
IIK-2. Cnocoben | UIIK-2.1. Hcnone3yer B | 3HaeT: coBpeMeHHbIC TexHHUYeckue pemeHus | 06.007 Mnxenep-
OCYILECTBIIATh npodeccroHaNbHOM co3laHus OOBEKTOB M CHCTEM CBSI3M | MPOCKTHPOBIINK B
MOATOTOBKY JESATEIBHOCTH 3HaHMA | (TENCKOMMYHHMKAI[MOHHBIX CHCTEM) U €€ | 00IacTH CBS3H
THITOBBIX COBPEMEHHBIX KOMITOHEHTOB, HOBEHIIEro 000pyIoBaHUs U | (TEIEKOMMYHHKAI]
TEXHUIECKUX TEXHUIECKUX pELICHUH | IPOrpaMMHOTO 0OECTICYEeHHS nif)
MPOEKTOB U | co3maHuss OOBEKTOB W | YMEET: UCIIOIb30BaTh B MPO(ECCHOHATIBHON
MepBUYHBIA CHCTEM CBSI3U | NIESATENLHOCTH 3HAHUSA COBPEMEHHBIX
KOHTPOJITb (TeneKOMMYHUKAIMOHHBIX | TEXHUYECKUX PEIICHUI CO3MaHus 00BEKTOB
COOTBETCTBHS CHCTEM) " ee | U CHCTeM CBA3H (TEIEKOMMYHUKAI[MOHHBIX
pa3pabaTbIBaeMbIX | KOMIIOHEHTOB, HOBEHIIEro | CHCTEM) U €€ KOMIIOHEHTOB, HOBEHUIIIEro
MIPOEKTOB U | 060pydOBaHUS 1 | 000pyJIOBaHUS u MIPOrpaMMHOIO
TEeXHUYECKOI MIPOTPaMMHOTO obecrieyeHus
JIOKYMEHTAIlil Ha | obecrieyeHust Bnaneer: HaBbIKaMM MCIOJB30BaHUSA B
pas3InYHbIE npodecCHOHANLHON JIESTEIbHOCTH 3HAHHN
MH()OKOMMYHHKAIT COBPEMEHHBIX  TEXHHYECKHX  PEHICHHH
WOHHBIE  OOBEKTHI CO3/aHUSI OOBEKTOB U CHCTEM CBS3H
HallMOHAIBHBIM U (TeNeKOMMYHUKAlMOHHBIX CHUCTEM) H €e
MEKIAyHAPOIHBIM KOMITOHEHTOB, HOBEHIIEro 000pyIOBaHUS U
CTaH/AapTaM u IPOTrPaMMHOT0 00eceYeHUS
TEXHUYCCKUM HUIIK-2.3. OcywecTBisieT 3HaeT: npaBuiia 0(OPMIICHUS 06.007 Hnxenep-
periaMeHTaM odopmiieHre TPOEKTHON MIPOEKTHOI TOKYMEHTAIIH B NPOEKTHUPOBLIKK B
JIOKYMEHTAIIH B COOTBETCTBHUH CO CTaHJIapTaMH U obJiacTu cBs3U
COOTBETCTBHUH CO TEXHUYECKUMU perjiaMeHTaM (TenmexoMMyHHKaIL
CTaHJapTaMu U Ymeet: 0hopMIIATE TPOESKTHYIO uif)
TEXHHYECKUMH JIOKYMEHTAIIHIO B COOTBETCTBHUHU CO
periaMeHTaMu CTaHJapTaMH U TEXHUYECKUMU
peryiiaMeHTaM
Brnaneer: HaBbIkamMu 0(hOpMIIEHUS
MPOEKTHOH JOKyMEHTAINN B
COOTBETCTBHUHM CO CTaHJapTaMH 1
TEXHUYECKUMH periiaMeHTam



1. HEPEYEHb IINIAHUPYEMBbIX PE3YJIBTATOB OBYYEHMUSA 1O JUCHUIIJIMHE,
COOTHECEHHBIX C IINTAHUPYEMbIMHM PE3YJIbTATAMUA OCBOEHMA
OBPA3OBATEJIbHOM ITPOT' PAMMBI

1.1. [leab ocBoeHMsT AUCHMIIJIUHBI
Llenpl0o OCBOGHMS MUCIMIUIMHBI SIBIISICTCS  YIIYOJCHHME YPOBHS OCBOCHUS — OOYUYArOIIUMUCS
Ppo(heCCHOHAILHBIX KOMITETCHIIMH, HEOOXOAMMBIX Ui PEHICHUS CISAYIONHMX 3a1a4 MpodhecCHOHAILHON

JACATCIIbHOCTH.
OoJactb Tunbl 3aaa4 | 3agauu npodeccHoOHAILHOM JeATeJbHOCTH
npodeccuoHAILHOM npodeccuoHaAILHOM
AesITeIbHOCTH (1Mo | AeATEILHOCTH
Peectpy MunTtpyna)
06 Cas3b, MIPOEKTHBII IIpennpoexTHass MOArOTOBKAa Mpa3paboTKa CUCTEMHOTO
nH(opMaMOHHbIE U IIPOEKTa00BEKTa (cucremsbr)
KOMMYHHUKaINOHHbIE CBSI3U,TEICKOMMYHHUKAIMOHHOW ~ cucteMbIPa3padoTka
TEXHOJIOTHH TEXHUYECKOTO M paboderomnpoexTa o0bekTa (CHCTEMBI)

CBSI3I/I,TeJIeKOMMyHPIKaHPIOHHOﬁ CHUCTCMBI.

IIpoexTupoBanue CHUCTEM CTaHUUIIOABYKHON
panuoCBs3H
[IpoekTupoBaHue  TPAaHCHOPTHOW  CETHUIIOABMXKHOM
panuocCBsI3H

PazButue cereit paguonocryna

K OCHOBHBIM 3aja4aM U3y4yeHHMs JUCHMIUIMHBI OTHOCHTCS TOATOTOBKA OOydarommxcs K
BBINTOJIHEHUIO CIEAYIOIUX TPYAOBBIX (PYHKINI B COOTBETCTBUU C MPO(ECCHOHATBHBIMU CTAaHAAPTAMHU:

HaumenoBanue | Koa, HaumeHoBanne u ypoBeHb | Kox u HamMeHoBaHMe TpPyaoBbIX (YHKUMI, Ha
npodeccHonan | KBaIuQUKAINA OTo, Ha | KOTOpble OPHEHTHPOBAHA JMCIMIIIMHA

bHBIX KOTOpBbIE OpHEeHTHPOBaHA

CTAHAAPTOB AUCUHUILINHA

((1(9)

06.007 Wmxenep-
MPOCKTHPOBIIUK B

B/01.6 IIpoexTupoBanue

OT®. B. [IpoexTipoBaHue . .
CHCTEM CTaHIUH MOIBIKHOM

CUCTEM HOI[BPI)KHOﬁ

0011aCTH CBA3U panuocBA3u
PaIMOCBSI3H, YPOBCHB
(TeneKoMMYHHKAIL
N KBanu(uKanuy - 6
Hif) B/02.6 [IpoektupoBaHue

TPaHCIOPTHOH CeTH
TTOJTBMOKHOM PaJTHOCBSI3H

1.2. IlepevyeHb MJIAHMPYEMBbIX Pe3yJbTAaTOB 00y4eHHS MO TUCHHUIINHE

Kon u | Kox u HaumenoBanue | [lnanupyembie pe3yiabrarsl 00yuenuss no | Ocuoanue (IIC)

HANMEHOBaHHe HHIUKATOPA AUCHHUILINHE * s

KOMIIETeHIIUH AOCTHKEHHUS podecCHOHANBH
KOMIIETEHIIUH bIX KOMIIETCHIUI

[IK-2. Cmocoben | UIIK-2.1. Hcmonp3yer B | 3HaeT: coBpeMeHHBIC TexHUUecKue pemeHus | 06.007 Hmxenep-

OCYIIECTBIISATh npodeccrnoHaNbHON co3maHusi OOBEKTOB M CHCTEM CBS3M | MPOCKTHPOBIINK B

MOJTOTOBKY JIeSITETIbHOCTH 3HaHUS | (TEIEKOMMYHHKAIlMOHHBIX CHCTEM) M €€ | 00JlacTH CBSI3U

THUIOBBIX COBPEMEHHBIX KOMIIOHEHTOB, HOBeHIIero o60pynoBaHuA U | (TEIEKOMMYHHKAI

TEXHUYECKHUX TEXHUYECKHUX pelIeHui | MPOrpaMMHOTO 00eCIeUeHHS uif)

IIPOEKTOB U | co3maHus  OOBEKTOB U | YMEeT: HCIOIb30BaTh B MPO(eCcCHOHATBHON

MePBUYHBIH CHUCTEM CBS3M | JESTEIbHOCTH 3HAHUA COBPEMEHHBIX

KOHTpPOJIb (TeneKOMMYHUKAIMOHHBIX | TEXHUYECKUX PEIIeHUi co3qaHusi 00bEeKTOB

COOTBETCTBHS CHUCTEM) u €€ | U CHCTEM CBA3M (TEIEKOMMYHUKAIIMOHHBIX

pa3pabaTbIBaeMbIX | KOMIIOHEHTOB, HOBEHIIEro | CHCTEM) W €€ KOMIIOHEHTOB, HOBEHIIIEro

MPOEKTOB u | obopynoBaHus u | obopynoBaHus u IPOrPaMMHOTO

TE€XHUYECKOH IPOrpaMMHOTO obecrieueHust

JOKyMEHTaIlul Ha | oOecredyeHus Bnaneer: HaBbIKaMM ~MCHOIB30BAaHUSA B

pas3yInYHbIE podeCCHOHANBHON eATEIFHOCTH 3HAHUU

MHPOKOMMYHHUKAI] COBPEMEHHBIX  TEXHHYECKHX  PEIICHHH

HWOHHBIE  OOBEKTHI co3maHusi OOBEKTOB M CHCTEM CBS3H

HAIlMOHANBHBIM U (TeTeKOMMYHUKAITMOHHBIX CHCTEM) U €€

MEXXTyHapOIHBIM KOMIIOHEHTOB, HOBEHIIETO 000PYIOBaHUS U

CTaHJapTaM u MPOTrPaMMHOT0 00ecreYeHUs!




Kon Kon wu HaumeHoBanue | [lnanupyemsble pe3yabtarbl o0ydyeHusi mo | OcuoBanue (IIC)
HaHMeHOBaHHe HHIUKATOPA AUCHMITHHE * st
KOMIIeTeHIIUH AOCTHKEHUS po¢eCCHOHAIBH
KOMIIeTeHIIUH BIX KOMITETCHINH
TEXHUYECKUM HIIK-2.3. OcymecTBisieT 3Haer: mpasBmwia odopmieHuspoekTHoH | 06.007 Hmxenep-
periaaMeHTaM odopmIICHHE TTIPOSKTHOM JTIOKYMEHTAIIH BCOOTBETCTBUU CO | MPOEKTUPOBIIUK B
JIOKYMEHTAIIH CTaHJApTAMH UTCXHUYSCKUMHU PeTIaMeHTaM | 00JacTH CBSI3U
BCOOTBETCTBUU YmMmeer: opopMIIATh | (TEIEKOMMYHHKAII
cocTaHIapTaMu MIPOEKTHYIOJJOKYMEHTAIIMIO B COOTBETCTBUH | Wil)
WTEXHUYECKUMUPETIAMEHT | COCTaHIapTaMu u
amu TeXHUYECKUMUPETIaMeHTaM
Brnageer: HABBIKAMU
0pOPMIICHHATIPOSKTHOH TIOKYMEHTAIIH
BCOOTBETCTBUH co CTaHJapTaMH

HUTEXHNYCCKUMU PETIIaMEHTaM




2. MECTO JUCIHUILIMHBI B CTPYKTYPE OBPA3OBATEJIbHOM ITPOI'PAMMBI

JlucuuiuinHa ~ OTHOCUTCA K 4acTH, (OpMHUPYEMOM  ydacTHHMKaMM  0Opa3oBaTelbHbIX
otHowmeHuid,biaoka 1. JlucuummuHsl (MOZynM) mporpamMmbl OakajlaBpuaTa M SIBJISIETCS AJIEKTHBHOM
JTUCITUTITUHOM, yTITyOJIstroIeit ocBoenue npodus (Jucuurumasl o BEIOOPY).

OcBocHHUE TUCHUILTIHBI OCYIIECTBIISICTCS B 7cemMecTpe (ouHast U 3a04Hasi popmbl)

JUCIMIUIMHBL, HA OCBOSHUH KOTOPBIX 0a3upyeTcs IaHHas AUCIHILINHA:
3amuTa nHpOpMauu

JMCIMINIMHEIL, U1 KOTOPBIX HCO6XOZ[I/IMBI 3HaHuA, YMCHHUA, HABbIKH, HDI/IO6DCTaeMBIe B PE3VYJIbTATC
M3YYCHUS JAaHHOW AUCITUIINHGI:
Cetum TCJIICKOMMYHUKAIIUH, BCTpOCHHOG IMporpaMmMHOC obecreyeHne

OCHOBHbBIE TOJOXKEHUS AUCUUIUIMHBI B JajbHEHIIEM OyAyT MCIOJIb30BaHbI NPHU IMPOXOXKIAECHUU
MPAKTUKH U BHIIIOJTHEHUH BBITYCKHOM KBAIM(UKAITMOHHON PaOOTHI.



3. CTPYKTYPA U COAEPKAHUE JUCIHUIIJINHbI

OO6mast TpyIOoEMKOCTh AUCIUIUIMHBI COCTaBisieT /2 yaca. MIX pacmpenenceHue 1mo BuUAaM padoT
MIPEJICTaBJICHO B TaOIHIIE:

. OouHas opMa 3a04Hast opMa

Bune! 3anaTui ¢op dop
o0OyueHus o0yueHus

Hroro yacos 72 4. 72 4.

3a4eTHBIX €IMHMI] 23.e. 2 3.e.

Jlexruu (gac) 10 4
IIpaxTHyeckue (ceMuHapcKue) 3aHATHS (dac) - -

JlabGopartopHsle paboThI (Yac) 16 4

CamocrositenbHas paboTa (4ac) 46 60
Kypcosoit poekr (padora) (+,-) - -
KonrponsHas padora (+,-) - B

DK3aMeH, ceMecTp /Jac. - -

3auer, cemecTp 7 714
KontposbHas paboTa, cemecTp - -

JlucummiuHa peanu3yercs IOCPEICTBOM IPOBEACHHUS KOHTAKTHOM pPabOThl ¢ OOy4yaroUMMUCs
(BKIJIIOUAs MPOBEJCHUE TEKYILEro KOHTPOJIS YCIEBAEMOCTH), CAMOCTOSATENIbHOM paboThl 00yJaromuxcs 1
IIPOMEKYTOUYHOM aTTECTALUU.

KonrakTtHas paGora MoOXeT OBITh ayIUTOPHOH, BHEAyAMTOPHOW, a TakKe IPOBOJUTHCS B
ANIEKTPOHHON HWH(POPMAIMOHHO-00pa3oBareabHOl cpene yHuBepcurera (maee - DUMOC). B ciygae
IIPOBE/ICHUS] YacTU KOHTaKkTHOM paboTsl mo aucuumuimHe B DMOC (B cOOTBETCTBUM C pPacHUCAHUEM
Y4eOHBIX 3aHATHI), TPYA0EMKOCTh KOHTaKTHOM padora B DMOC sKBHBaJeHTHA ayAUTOPHON padoTe.



3.1. Conep:xaHue TUCHMILINHBI, CTPYKTYPUPOBAHHOE MO TEMaM, /ISl CTYJA€HTOB 04HO# GopMbI 00yUeHUs
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e py Buabl yue6Hoii padoThI
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HHAUKATOPBI = Z e 2
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JIOCTHIKEHHS = = & s 2
KOMIIETeH M = = = o =
| 7 cemecTp
Tema 1. OcHOBBI HHPOKOMMYHHKALMOHHBIX ceTel. O0opy0BaHHE
1. Hens u comeprkanue Kypca.
2. OBOUTIOIHS JIOKATIBHBIX CETEH.
MK-2 3. ®yHKIIMOHUPOBAHNE KOMMYTAaTOPOB JIOKAJIbHOU CETH. MeTOIbl KOMMYTAIIHH.
4. KOHCTpYKTHBHOE UCITIOJIHEHHE KOMMYTAaTOPOB.
HIIK-2.1, Py Y P Koncmexr, 3ammra
5. @u3n4ecKoe CTEKUPOBAHUE KOMMYTAaTOPOB
HIIK-2.3 11 mabopaTOPHBIX
6. ApXUTEKTypa KOMMYTAaTOPOB. a6oT
7. XapaKTepUCTHKH, BIUSIONNE HA TIPON3BOIUTEIEHOCTh KOMMYTaTOPOB. p
8. YnpasiieHre MOTOKOM B HOJIYIyTUIEKCHOM U JTyTIIIEKCHOM pEeKHMaXx.
9. TexHonoruu KOMMyTauu u moaeiasb OSI.
10. TIporpammHOE 0becnieueHIEe KOMMYTAaTOPOB.
11. O6mue NpUHIUIEI ceTeBOro au3aiHa. TpexypoBHEBas MepapXudecKkast MOJIENb CETH.
Tema 2. HauanpHast HacTpolika KOMMyTaTopa
1. Knaccudukanmst KOMMYyTaTOpOB 110 BO3MOYKHOCTH YIPaBJICHHUS.
2. CpencTBa ympaBlieHUsI KOMMYTaTOPaMHU.
3. [MoakmroueHne K KOMMYTaTOpYy.
TIK-2 4. HauanpHas KOH(MUTYpaIHs KOMMYyTaTopa.
N Koncmexr, 3ammra
HIIK-2.1, 5. [Moakmouenue k Web-uaTepdeiicy ynpaBieHuss KOMMyTaTopa. 4 NN
UIIK-2.3 6. 3arpy3ka HOBOTO IPOIPAMMHOT0 00€CIIeYeH!sI HA KOMMYTaTOoP. a 60p p
T
7. 3arpyska 1 pe3epBHOE KOIIMPOBaHHE KOH(UTypallii KOMMYTAaTOpa. p
Jlabopatopnast padotal. «CereBoe o0opynoBanue. KommyTaTopsl.»
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Tema 3. Bupryanbasie nokanbHbie cetdd (VLAN)
1. Tunst VLAN.
2. VLAN Ha oCHOBE NOPTOB.
3. VLAN Hna ocHose crangapra IEEE 802.1Q.
4. Cratnueckue u quHamudyeckue VLAN.
5. TIpotokoa GVRP. Q-in-Q VLAN.
6. VLAN Ha ocHOBe nopToB U npoTokoyioB — cranaapt IEEE 802.1v.
7. Acmmmetpuanbsie VLAN.
[K-2
WIK-2.1, 8. Oyuxius Traffic Segmentation. g K°6H°HeKT’ satira
WIIK-2.3 JlabopatopHas paboTa2. «Buprtyansabie TokaidbHbIe ceTH (VLAN)» gzgggamp HbIX
Tema 4. @yHKINH MOBBILICHUS HAJIS)KHOCTH M IPOU3BOAUTEIBHOCTH
1. TIpoTokossr Spanning Tree.
[K-2 2. Spar_ming Tre_ze Protocol (STP).
WTTK-2.1 3. Raplq Spannlng_ Tree Protocol. Koncnekr, 3amuTa
o 4. Multiple Spanning Tree Protocol. 8 71a00paTOPHBIX
UIIK-2.3
5. JlononHuTenbHble QyHKIMK 3aUThI OT nerens. OyHkunu 6e3onacHoctn STP. pabor

6.

AI‘pCFI/IpOBaHI/IC KaHaJIOB CBA3H.
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JlabopatopHast paboraNe3 «@DyHKIMM TOBBIIIEHUS HAIECKHOCTH HPONU3BOJUTEIEHOCTH.
IIpotokon STP»
Tema 5. @ynkunn obecrieueHns: 6€30MaCHOCTH U OTPAHUYCHHUS JIOCTYIA K CETH
1. Crrucku ynpasierus nocrymnom (ACL).
2. dyHKIUH KOHTPOJISI HAJl TTOIKIFOUSHHUEM Y3JIOB K IIOPTaM KOMMYTaTopa.
3. Ayrentuduxanus nonb3osareineit 802.1X. 802.1X Guest VLAN.
— 4. ®ynkuuu 3amuTs! LITY xomMyTartopa.
N
WIIK-2.3 Jlaboparopras pabotad. «ArperupoBaHre KaHAIOB) pa6oIT) p
Tema 6. @yHKIMH yIIpaBIEHUsS] KOMMYTaTOpaMu
MK-2 1. YpaBieHre MHOKECTBOM KOMMYTATOPOB.
WMK-2.1, 2. Ilporokosn SNMP. Koncnekr, 3ammra
WIK-2 3 3. RMON (Remote Monitoring). 2 7 1abopaTOpHBIX
4. ®ynkmus Port Mirroring. pabor
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Tema 1. OcHOBBI HHOKOMMYHHUKAIIMOHHBIX ceTeil. O0opynoBaHue
1. ens u comepkanue Kypca.
2. DBOMIOLUS JIOKAIBHBIX CETEH.
3. OYHKIIMOHUPOBAHNE KOMMYTATOPOB JIOKATHHOU CETH. MEeTOIbl KOMMYTAIIHH.
[K-2 4. KoHCTpYKTUBHOE HCIIOJTHEHHE KOMMYTAaTOPOB.
Koncmexr, 3ammra
WIIK-2.1, 5. ®uznyeckoe CTEKMPOBAHUE KOMMYTaTOPOB
13 mabopaTOPHBIX
HIIK-2.3 6. ApXHTEKTypa KOMMYTaTOpPOB. AGoT
7. XapaKTepUCTHKH, BIUAIONINE Ha TIPOM3BOTUTEIHHOCTh KOMMYTAaTOPOB. p
8. YpaBneHre TOTOKOM B MOJTYIYTNICKCHOM H AYTUIEKCHOM PEXHMaX.
9. TexHonoruu KOMMyTauuu u Mmozens OSI.
10. [IporpammHOe 0OecTieueHHE KOMMYTaTOPOB.
11. O6ure NpUHIMITE CeTeBOro Au3aiiHa. TpexypoBHeBas HepapXudecKasi MOIeIb CETH.
Tema 2. HauanbHast HacTpolika KOMMYyTaTopa
1. Knaccugukarpst KOMMYTaTOpPOB IO BO3MOKHOCTH YIIPABIICHHS.
2. CpencTBa yrmpaBlieHUsI KOMMYTaTOPaMHU.
3. [MoaximroueHUe K KOMMYTATOPYy.
TIK-2 4. HavanpHas KoH(UTYpaLus KOMMyTaTopa.
N Koncmexr, 3ammra
HIIK-2.1, 5. lMoaxmouenue k Web-uHTEpdeicy ynpaBieHus KOMMyTaTopa.
1 6 71a00paTOPHBIX
WIIK-2.3 6. 3arpy3ka HOBOT'O IIPOTPAMMHOI'0 00CSCIIEYCHUSI HA KOMMYTATOpP. 6o
T
7. 3arpyska u pe3epBHOE KOIIMPOBaHWE KOH(UTypallud KOMMYTaTOpa. p
JlaboparopHas paboral. «CereBoe obopynoBanue. KommyraTopsl.»
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Tema 3. Bupryanpasie 1okanpabie ceT (VLAN)
1. Tunst VLAN.
2. VLAN Ha 0CHOBE MOPTOB.
3. VLAN Ha ocnose cranaapta IEEE 802.1Q.
4. Cratnueckue n guHamudeckue VLAN.
5. IIpotoxon GVRP. Q-in-Q VLAN.
6. VLAN Ha ocHOBe MOpTOB ¥ npoToKkoyioB — ctanaapT IEEE 802.1v.
7. Acummetpuansie VLAN.
[K-2
WIK-2.1, 8. dyuxius Traffic Segmentation. L 16 ES;JH;TI;T’H:;MHTE‘
WIIK-2.3 JlabopaTopnas pabota2. «BuprtyansHble TokanbHbIe ceTH (VLAN)» pa60§ P
Tema 4. @yHKIMYU MOBBIIICHUS HA/IC)KHOCTH U TPOU3BOAUTEIHHOCTH
1. TIporokossl Spanning Tree.
[K-2 2. Spanning Tree Protocol (STP).
WTTK-2.1 3. Rapid Spanning Tree Protocol. Koncnekr, 3amuTa
o 4. Multiple Spanning Tree Protocol. 0,5 14 71a00paTOPHBIX
UIIK-2.3
5. JlononHuTtenbHbIe PyHKUNY 3aUTH OT neress. @yHkimn 6ezonacnoct STP. pabor

6. ArperupoBaHue KaHAJIOB CBSI3H.
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Jlabopatoprast paboTtaNe3 «@DyHKIMM TOBBIIICHUS HAJSKHOCTH MPOU3BOAUTEIBHOCTH.
[Iporokon STP»
Tema 5. @ynkunu obecrieueHnss 6€30MaCHOCTH U OTPaHUYEHHMS TOCTYIa K CETH
1. Crmucku ynpasienus nocrymnom (ACL).
2. @yHKIUK KOHTPOJISI HaJl TIOAKIIOUEHHEM Y3JIOB K TIOpPTaM KOMMYTaTopa.
3. Ayrentuduxkarus nonas3zoBareneit 802.1X. 802.1X Guest VLAN.
— 4. ©ynkiun 3anwtsl HITY xoMmmyTaTopa.
HIITK 2.1, 05 |8 | scopsmopun
WIIK-2.3 JlaGopatopnas paboTtad. « ArperupoBaHHue KaHaJIOB» ' pa6oIT) p
Tema 6. @yHKIIUM yNIpaBlIeHHs] KOMMYTaTOpaMu
MK-2 1. YrpaBieHre MHOKECTBOM KOMMYTaTOPOB.
WMK-2.1, 2. ITporoxon SNMP. Koncnekr, 3ammra
WIK-2 3 3. RMON (Remote Monitoring). 1 3 1abopaTOpHBIX
4. ®ynkmus Port Mirroring. pabor
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IIIxanbl OeHKH YPOBHS

O NG chopMHpOBaHHOCTH pe3yabraroB | IlIkana oneHKH YPOBHS O0CBO€EHHUSI TUCIUTLTHHBI

NPOMEKYTOYHOM YcaoBus gomycka OO IE |

aTTecTAINH YpoBHeBas mKana 100 . 6ampHas | 100 OanpHas | 5-OayuTbHAs MIKala, HenuddepeHup
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AMETOJUYECKHE VYKA3ZAHUA I OBYYAIOIUXCA IO OCBOEHHUIO
JANCHUITINHBI

4.1. O0mme MeTOAMYECKHE PEKOMEHJAIMM MO OCBOEHHMIO JUCIHUIUIMHBI, 00pa3oBaTelbHbIE
TeXHOJIOTHH

JucuuminHa peann3yercs MOCPEICTBOM IPOBEAECHUS KOHTAKTHOW paboThl ¢ 0OydyaromMMUCs
(BKJIIOUAs IPOBEACHUE TEKYIIETO KOHTPOJISl YCIIEBAEMOCTH), CAMOCTOSTEIbHOW pabOThl 00YJaIOUINXCS U
IIPOMEXKYTOUHOM aTTECTALNH.

KonraktHass pabora MoOXeT OBITh ayIUTOPHOH, BHEAYAMTOPHOW, a TaKKe TIPOBOAUTHCS B
3JICKTPOHHOUM HWH(}pOpMaIMoHHO-00pa3oBaTenbHOM cpeae yHuBepcutera (manmee - DUOC). B cimydae
IPOBE/ICHUS] YacTU KOHTAkTHOH pabotel mo aucuuminHe B DMOC (B COOTBETCTBUU € pacnUCaHUEM
y4eOHBIX 3aHATHIA), TPYAO0EMKOCTh KOHTaKTHOW padoTta B DMMOC sKBHUBaJIeHTHA ayAUTOPHON paboTe.

[Tpu nmpoBeaeHNU y4eOHBIX 3aHATHH 110 MEXAUCLHUINIMHAPHOMY KypCy 00ecrieunBaeTcsi pa3BUTHE Y
00y4aromuxcsi HaBBIKOB KOMAaHIHON paboThl, MEXIUYHOCTHOM KOMMYHHKAIMH, TPUHATHS DPELICHUH,
JUJIEPCKUX KayecTB (BKJIIOYas MPOBEACHUE MHTEPAKTUBHBIX JIEKLMH, IPYNIOBBIX JUCKYCCHH, POJIEBBIX
UTp, TPEHUHIOB, aHAJU3 CUTYyallMii M UMHUTALMOHHBIX MOJEJEH, MpernojaBaHue MUCHUIUIMHBI B Gopme
Kypca, COCTaBJIEHHOTO Ha OCHOBE PE3YJIbTATOB HAyYHBIX UCCICJOBAHUM, IPOBOAUMBIX YHUBEPCUTETOM, B
TOM YHCJIE C YYETOM PETMOHAIBHBIX 0COOCHHOCTEH MpOo(hecCHOHANBHOMN NESTENTFHOCTH BBITYCKHUKOB U
noTpeOHOCTEl paboTomaresneii).

[IpenogaBaHue AUCUUILIMHBI BEIETCS C NMPUMEHEHHEM CIEAYIOIIUX BUIAOB 00pa30BaTEIbHBIX
TEXHOJIOTHUM:

- 0ANNLHO-PEUMUH206As MEXHONI02Us OYEHUBAHU,

- JIeKMpOHHOE 0OYUeHuUe.

JUis ONEeHKW 3HaHWH, YMEHHWH, HABBHIKOB W YPOBHA C(OPMHPOBAHHOCTH KOMIETECHIMH IO
JUCLUIUIMHE TpUMEHseTCsl OallIbHO-PEHTHHIOBas CHCTEMa KOHTPOJII M OLEHKH YCIIEBa€MOCTH
CTYIEHTOB. B 0CHOBY OayuIbHO-PEUTHHIOBON CHUCTEMBI IMOJOXKEHbl MPUHLUIBL, B COOTBETCTBUU C
KOTOPbIMM  (POPMHUPOBAaHUE pEHTHHra CTYJEHTa OCYLIECTBISETCS B XOJ€ TEKYILEro KOHTPOJIsS
ycrieBaeMocTH. MakcumanbHOe KoJmaecTBo 06amioB B cemectpe — 100.

[To wroram Tekylied ycleBaeMOCTH CTYJIEHTY MOXET ObITh BBICTAaBJI€HAa OLIEHKA 110
MIPOMEKYTOUYHOM aTTeCTallid B COOTBETCTBHM 3a HaOpaHHBIMH 3a cemecTp Oamramu.CTyaeHTaM,
HaOpaBIIUM B XOJ€ TEKYLIEro KOHTPOJIS YyCHeBaeMOCTH Mo aucuuiuiiHe ot 61 no 100 OamnoB u
BBIMIOJHUBIIMM BCE O0O0s3aTeNbHbIE BUIbl 3allJJAHUPOBAHHBIX YYEOHBIX 3aHATHHM, 1O pPELIECHUIO
npernojiaBarens 6e3 MPOXOXKACHUS MPOMEKYTOUHON aTTeCTallMM BBICTABISETCSA OLIEHKA B COOTBETCTBHM
CO LIKaJOW OLIEHKH Pe3yJIbTaTOB OCBOEHUS AUCLHUIUINHBI.

Pesynbrar o00y4eHusi cyuTaercsi C(POPMHPOBAHHBIM (NOBBIMICHHBIH YPOBEHb), €CIIU
TEOPETUYECKOE COJCpPKAHHE Kypca OCBOEHO IIOJIHOCTBbIO; IPU YCTHBIX COOECEOBAaHUSAX CTYACHT
UCUEpIIbIBAOIE, IOCIEI0BATENbHO, YETKO M JIOTMYECKM CTPOMHO WU3/araeT ydeOHbI Marepual;
CBOOO/HO CIIpaBiIseTCs € 3ajjauaMu, BOIIPOCaMU M IPYTMMU BUJAMH 3a/laHui, TPEOYIONX IPUMEHEHUs
3HaHUH, UCHOJB3YeT B OTBETE JONMOJHUTEIbHBIN MaTepua; Bce MpeayCMOTpeHHbIe pabouel yueOHOM
IpOrpaMMOM 3aZjaHMsl BBIOJIHEHBl B COOTBETCTBUU C YCTAHOBJICHHBIMH TpPEeOOBaHUSIMH, CTYAEHT
CHOCOOEH aHAJIM3UPOBATh IMOJIyUYEHHBIE PE3YyJIbTAThI, MPOSBISIET CAMOCTOSTENLHOCTh MPH BBINOJIHEHUH
3a/laHui, KaueCTBO MX BBIMOJIHEHUSI OIIEHEHO uuciaoM OamioB oT 86 no 100, 4TO COOTBETCTBYET
HOBBIIIEHHOMY YPOBHIO C(DOPMUPOBAHHOCTH PE3YJIbTaTOB OOyUEHHUS.

PesyiabraTr o0O0ydyeHusi cuuMTaercss CcGOpPMHMPOBAHHBIM (IIOPOTOBBI  YPOBEeHb), €CIU
TEOPETUYECKOE COJepKaHUE Kypca OCBOEHO IIOJHOCTBIO; MpPHU YCTHBIX COOECEOBAHUAX CTYAEHT
MOCJIEI0BATENbHO, YETKO U JIOTUYECKU CTPOMHO M3JaraeT yueOHbIM MaTepua; CIpaBiseTcs ¢ 3a/1adyaMH,
BONpPOCAaMH U JAPYrUMM BUIAMU 33JaHUM, TPeOYIOUIMX NPUMEHEHHUs 3HAHWW; BCE IMPEILyCMOTPEHHbIE
paboueil ydeOHONM mporpaMMoOil 3aJaHus BBIIOJHEHbl B COOTBETCTBUM C YCTAaHOBJIEHHBIMU
TpeOOBaHUSAMH, CTYJEHT CIIOCOOEH  aHAIM3UPOBAaTh  MOJYYEHHBIE  pE3yJbTaTbl,  MPOSBISAET
CaMOCTOSITENIbHOCTh NP BBIMOJIHEHUH 3a/1aHUM, KAYECTBO UX BBIMIOJHEHUS OLIEHEHO YMCJIOM OalljioB OT
61 1o 85,9, 4To COOTBETCTBYET MNOPOrOBOMY YPOBHIO C(HOPMHPOBAHHOCTHU PE3yJIbTATOB O0YUECHHUSI.

PesyabTaT 00yueHus cuuraercss HecOpMHPOBAHHBIM, €CIIU CTYJCHT MPHU BBINOJIHEHNH 3aJJaHUM
HE JIEMOHCTpUpPYET 3HAaHUK y4eOHOro MaTepHuala, JOMyCKaeT OIIMOKH, HEYBEPEHHO, C OOJBIINMHU
3aTpyJHEHUSIMU  BBINOJHSET 33JaHUsA, HE JIEMOHCTPUPYET HEOOXOJUMBIX yMEHUH, KayecTBO



BBINOJIHEHHBIX 33/1aHUIl HE COOTBETCTBYET YCTAHOBJIEHHBIM TPEOOBAHUSAM, Kad€CTBO MX BBIITOJHEHMS
OLIEHEHO YMCIIOM OalIoB HUXKE 61, YTO COOTBETCTBYET JOMIOPOTOBOMY YPOBHIO.

4.2. Meroanyeckue yKasaHusl AJs1 00y4arOIIUXCA MO0 OCBOCHHMIO JMCHMIIMHBI HA 3aHATHIX

JICKIIHOHHOI'0 THIIA
JIeKUMOHHBI KypCc IIpearoyiaraeéT CUCTEMATU3HMPOBAHHOE M3JI0KEHUE OCHOBHBIX BOIIPOCOB

TEMAaTU4YEeCKOro IUIaHa. B Xoje JEeKIMOHHBIX 3aHATHH pacKpbIBAlOTCS 0a30BbIE BONPOCHI B paMKax
KaXI0M TeMbl TUCHUIUIMHBL. O003HAYaIOTCS KIIFOUEBBIE acIEKThl TEM, a TaKXkKe JeJar0TCs aKIEeHTHl Ha
HauOoJiee CIOXKHBIE M Ba)KHbIE IOJIOKEHMsI M3ydaeMoro marepuana. MaTepuaibl JEKLUH SBIAIOTCSA
ONOPHOM OCHOBOH [yl MOATOTOBKM OOYHYAIOUIMXCS K HMPAKTUYECKUM 3aHATUSAMHU BBIIOJIHEHUS 3aJaHUM
CaMOCTOSITENIFHOW Pa0OThI, a TakKKe K MEPOIPHUATUSAM TEKYIIEro KOHTPOJsS YCIIEBAEMOCTH H
IIPOMEKYTOUHON aTTeCTallMU 110 AUCLUILINHE.

B Xone JeKIMOHHBIX 3aHATHI HEOOXOAMMO BECTH KOHCIIEKTUPOBAHHE YUEOHOTO Marepuaia.
Bo03M0HO BeieHne KOHCIIEKTa JIEKIMH B BUAE UHTEIUIEKT-KapT.

4.3. MerToanueckue YKa3aHUfl A O0y4YAaWIIMXCA 10 OCBOEHHMI0 JUCHMILIMHBI Ha
J1abopaToOpHBIX padoTax
[ToAroToBKY K Ka)KJ0i J1abopaTOpHOI paboTe CTYACHT JOJDKEH HayaTh C O3HAKOMIICHUS C TUIaHOM
3aHSTHSI, KOTOPBIM OTpa)kaeT CoAepXaHUE NpeIoKeHHON Tembl. Kaxaas BbllloJIHEHHas pabora ¢
O0(OPMIICHHBIM OTYETOM IO HEMl MOAJICKHT 3aIIUTE MPENOo1aBaTeNo.
[Tpu oueHnBaHMM Ta00PATOPHBIX PaOOT YUUTHIBACTCS CIEIYIOIIEE:
—Ka4eCTBO BBIMOJIHEHHS SKCIIEPUMEHTAIbHO-TIPAKTUYECKON YacTH paboThl U CTENEHb COOTBETCTBUSA
PE3YJIBTaTOB pa0OTHI 3a/IaHHBIM TPEOOBAHUSIM;
—KadyecTBO 0opOpMIIEHHUS OTUYETA 10 paboTe;
—Ka4eCcTBO YCTHBIX OTBETOB HAa KOHTPOJIbHBIE BOIIPOCHI MIPH 3aIIUTE PAOOTHI.

4.4. MeToanyeckne yKa3aHusi A 00y4aroIuXcs 0 OCBOCHMIO JMCUMILVIMHBI HA 3aHATHAX
CEeMHHAPCKOro THIIA
[IpakTuueckue (CeMHUHAPCKHUE) 3aHATHUS MPEACTABISAIOT CcOO0OM JeTanu3aluio JIEKIIMOHHOTO
TEOPETUYECKOr0 MaTepuasa, MPOBOJATCS B LENAX 3aKpEIUIEHUS Kypca M OXBaTbIBAIOT BCE OCHOBHBIC
pasznensl. OCHOBHOW (hOpMOM MPOBEIEHUS CEMHHAPOB M MPAKTUYCCKUX 3aHITHH SBIAECTCS OOCYKIICHUE
HanOoJsiee MPOOJIEMHBIX U CIIOKHBIX BOIPOCOB 10 OTJEJIBbHBIM TEMaM, a TaKXKe peleHue 3a1a4 u pa3zdoop
IPUMEPOB U CUTYallUl B ayTUTOPHBIX YCIOBUSIX.
[TpakTyeckue (ceMUHapCKUe) 3aHATUS 00yJaroIuXcs 00eCIeynBaroT:
- IPOBEPKY M YTOUYHEHUE 3HAHUI, TOJIyYEHHBIX Ha JIEKIIMSIX;
- MIOJTy4€HUE YMEHUI M HaBBIKOB COCTABJIEHUS JIOKJIAJ0B U COOOIIEHHH, 00CYKAEHUsI BOIIPOCOB T10
yu4eOHOMY MaTepually AUCHUIIINHBL;
- IOJBEJEHUE WTOTOB 3aHATHI IO PEHUTHMHIOBOW CHCTEME, COIVIACHO TEXHOJIOIMYECKOM KapTe
JUCIUIUINHBI.

4.5. Meroanuyeckue yKa3aHusi 0 CaMOCTOATEIbHON padoTe 00yuaroumuxcs

CamocrosTenbHas paboTa o0ecrieuuBaeT MOArOTOBKY OOydarollerocs K ayAMTOPHBIM 3aHATUSAM U
MEPONPUATHSIM TEKYIIET0 KOHTPOJS M MPOMEXKYTOUHOM arTecTallMM IO H3y4aeMOM JHUCLHUIUIMHE.
Pe3ynbTarhl 3TOM MOATOTOBKU MPOSBISIOTCS B AKTUBHOCTH OOYYAIOIIErocs Ha 3aHATHUAX U B Ka4eCTBE
BBIMOJTHEHHBIX MPAKTUYECKUX 3aJJaHUI U IpYTuX GOpM TEKYIIEro KOHTPOJIS.

[Ipy BHINONHEHUW 3aJaHUN MAJII CaMOCTOSITENIbHOM paboThl pEeKOMEHIyeTcs mpopaboTka
MaTepHAJIOB JIEKIMI MO KaXXI0M IPOWJIEHHOM TeMe, a TaKXKe M3y4YeHHE PEKOMEHIYEMOU JINTepaTyphl,
npeacrasiieHHON B Pa3nene 5.

B nporuiecce camocTosITenbHOM pabOThI IPH U3YyYEHUH TUCHUIUIMHBI CTYAEHTBI MOTYT UCIIOJIb30BATh
B CHEIUATM3UPOBAHHBIX ayIUTOPUAX TSI CAMOCTOSTETFHOU paboThl KOMIBIOTEPHI, 00ECIeUNBAIOIIEMY
JOCTYN K MPOTrpaMMHOMY OO€CIHeUeHHI0, HEOOXO0AUMOMY JUIsl M3YYEHHUS IUCUUIUIMHBI, a TaKXKe JAOCTYII
yepe3 WHGOPMAIMOHHO-TEIEKOMMYHUKAITMOHHYIO ceTh «VHTepHEeT» K AIEeKTpOHHOUW MH(POPMAIMOHHO-
obpasoBarenbHol cpene yHuBepcuteta (QMOC) u anextponHoi OubnmoreuHout cucreme (ObC), roe B
9JIEKTPOHHOM BHJI€ PacIoyiaraloTcsi yueOHble U yueOHO-METOIMUECKHEe MaTepHalibl, KOTOpbIe MOTYT OBITh



MCTIONIb30BAHBI JIJISI CAMOCTOSITEIbHON PaOOTHI TPU U3YYEHUH JUCIIUTIIHHBL.
Jns obydaronuxcsi o 3a04HOi (hopme 00ydeHHsI caMOCTOSITeNbHAsE paboTa SBISETCS OCHOBHBIM
BUJIOM y4eOHOH J1eSTeTbHOCTH.



5. YYEBHO-METOIUYECKOE 1 HWH®OPMAIMUOHHOE OBECIIEYEHUE
JANCHUITINHBI

5.1. IlepeyeHb OCHOBHOW W [ONMOJHUTEJbLHOIN Y4eOHOU JIMTepaTypbl, HEOOXOAUMOW sl
OCBOEHUS TUCHUILINHBI

OcHoBHas JuTepaTypa:

1. Aranbios, B. I1. ba3sl nanHbIx[ DeKTpOHHBINA pecypc] :yuel. A By30B 10 HANPaBICHUIO
09.03.01 "Mudopmartuka u Beuuci. Texuuka" Ku. 2 Pacnipenenennsie u ynaieHHnsle 6a3bl qanubix / B. I1.
AranbioB. - Jlokyment Bookread2. - M. : ®OPYM [u ap.], 2017. - 270 c. : un. - Pexxum nocryma:
http://znanium.com/bookread2.php?book=652917.

2. Opranu3anus CETEBOTO aJIMHHUCTPUPOBAHUS [DJEKTPOHHBIM pecypc] :y4debd. 1o
cnermansaocTr 09.02.02 "Kommbrotep. cetu" / A. W. bapanuukos [u np.]. - JokymenTt Bookread2. - M. :
Kypc [u np.], 2017. - 383 c. - Pexxum noctyna: http://znanium.com/bookread2.php?book=544697.

Cnncku 10M0JTHUTEIbHOM JIUTEPATYPhbl

3. AnrtonoBa, I'. M. Copemennbie cpeactBa OBM u tenexkommyHukanmii [Tekct] :y4eo.
nocoOwue JIIsl By30B [0 TYMaHHUTAP. M COIl.-3KOH. CIICIIUAIILHOCTSAM | HarnpasieHusM / [. M. AHTOHOBa, A.
IO. baiikos. - M. : Akagemus, 2010. - 142 c.

4. Baramaniok, A. U. Co3manue, oOcioyXKuBaHWuE W aAMUHHCTpUpoBaHue cereid Ha 100%
[Tekcrt] :y4e6. mocobue / A. Y. Baramantok. - CIIO. : ITurep, 2010. — 258 c.
S. Ky3un, A. B. Komnerorepubie ceTu [DIeKTpOHHBIM pecypc] :yued. mocobue uisi cpen.

npod. oOpa3oBaHHs MO CHEUHATBLHOCTU «ABTOMATU3HUpP. CHUCTEMBI 00paboTku uMHGOPM. U ymp.» (1o
orpacisim) u «lIporp. obecrieuenrne BbIUMCI. TeXHUKU U aBToMaTm3up. Cccrem» / A. B. Ky3un. — M. :
®OPYM [u ap.], 2011. — 192 c. — Pexxum poctymna: http://znanium.com/bookread.php?book=249563.

6. MakcumoB, H. B. Kommerorepusie cetu [Tekcr] :y4e6. mocobuwe st cpea. mpod.
00pa3zoBaHMs IO CIENHUATBLHOCTAM HHPOPMATUKHU U Bhruuci. TexHuku / H. B. Makcumos, U. W. ITonos. -
5-e u3n., nepepad. u goi. - M. : DOPYM, 2012. - 463 c.

7. Morunes, A. B. CpenctBa unpopmatuzauuu. TeleKOMMYHHKAIIMOHHBIE TEXHOJIOTHH
[Tekcr] :yueb. mocobue [mns ydamumxcs cr. ki.] / A. B. Morunes, JI. B. Jluctposa. — CIIb. : BXB-
[TetepOypr, 2009. — 256 c.

8. Omudep, B. I'. Bezonmacrocts xommbioTepHbIX ceteid [Texer] / B. I'. Ommdep, H. A.
Onudep. - M. : T'opsiuas nunus -Tenexom, 2016. - 644 c.
9. Onudep, B. I'. Komnbrotepusie cetu. IIpuHuumel, TeXHOI0THH, TPOTOKOIIBI [ Teker] :yued.

nocobue s By30B 1O HampapieHHto "HHpopmaTtuka M BBIYUCI. TEXHUKA" W MO CHEUATbHOCTH
"Bpruuci. MamvHbI, KOMIUIEKCHI, cuctembl u ceTu", "lIporpam. obecrnieueHHe BBIYUCI. TEXHUKH H
aBTroMaTtu3up. cucteM" / B. I'. Onudep, H. A. Onudep. - 4-e u3a. - M. : [Tutep, 2013. - 944 c.

10. OCHOBBI KOMITBIOTEPHBIX CETEH [DIEKTpOHHBIN pecypc] :y4ued. mocodue mis cpen. mpod.
oOpa3zoBanus no cneu. «MHpopmaruka u Beuuci. texuuka» / b. JI. Bucnagyn, C. A. Jlynun, C. B.
Cunopos [u ap.] ; mox pexn. JI. I'. Tarapunoit. — M. : ®OPYM [u ap.], 2012. — 272 ¢. — Pexxum gocrtyna:
http://znanium.com/bookread.php?book=364233.

11. [Tporpamma cereBoil akagemun Cisco CCNA 1 u 2. [Tekcr] :yue6. mocodbue. — M.
:Bunbsamce 2007. — 1168 c.

12. Tanen6aym, 3. C. Komnerotepusie cetu[ Tekct] / O. C. Tanenbaym, . Yazeponn ; [mep. ¢
anrn. A. I'pebenbkoB]. - 5-e u3a. - CII6. : [Tutep, 2014. - 955 c.

5.2. IIpogeccnonaibHbIe 0a3bl JAHHBIX, HHPOPMALNOHHO-CIIPABOYHbIE CHCTeMbl, HHTEPHET-
pecypcsl

1. eLIBRARY.RU : nayunas snektponHas OuOnmoreka : calt. — Mocksa, 2000 - . - URL:
https://elibrary.ru (nata o6pamenus: 20.05.2019 ). — Pexxum noctyna: uist 3aperucTpup. MOJIb30BaTEICH.
— TeKCT: 3EeKTPOHHBIM.

2. TAPAHT.RU :undopm. — npaBoBoii nopran : [caiit] / OO0 «HIIIT «'TAPAHT-CEPBUC». —
Mocksa, 1990 - . - URL: http://www.garant.ru (mata oopamenust 20.05.2019). - TekcT : 2JIeKTPOHHBII.

3. Koncynprantllmtoc : crnpaBounas mpaBoBas cucrema : cailT / 3AO «Koncynsrantllnrocy. —
MockBa, 1992 - . - URL: http://www.consultant.ru (mara o6pamenus 20.05.2019). - Tekcr :
3JIEKTPOHHBIN.


http://znanium.com/bookread2.php?book=652917
http://znanium.com/bookread.php?book=249563
http://znanium.com/bookread.php?book=364233
http://www.ozon.ru/brand/856490/

4. DOnextponHas 6ubmuoreunas cucrema [I0BOIKCKOTO ToCyIapCTBEHHOTO YHUBEPCUTETA CEPBHCA :
caiir / ®I'BOY BO «IBI'YC». — Tombartu, 2010 - . - URL. : http://elib.tolgas.ru (mara obpamenus
20.05.2019). - Pexxum gocTyma: Ijist aBTOPHU3. MOJIb30BaTelei. - TeKCT : 3JeKTPOHHBIA.

5. DnexkTpoHHO-OMOMMoTeuHas: cuctema Znanium.com : caiitr / OOO "3HAHUYM". — Mockaa,
2011 - . - URL: https://znanium.com/ (nara obpamenus 20.05.2019). - Pexxum moctyma: mjiss aBTOPH3.
II0JIB30BaTENEH. - TEKCT : AIEKTPOHHBIN.

6. DnexTpoHHO-OMOMMoTeuHas cucrteMa Jlanp : cait / OO0 "OBC JIAHbB". - Mocksa, 2011 - . -
URL: https://e.lanbook.com/ (mata oOpamenus 20.05.2019). - Pexum gocryma: JUisi aBTOPH3.
M0JIb30BaTeNe. - TEeKCT : AEeKTPOHHBIN.

5.3. [IporpammHoOe oGecnieyeHue

Nudopmannonnoe obecrneyeHreydeOHOTONponecca MO  JAUCHUIUIMHE — OCYIIECTBIAETCS ¢
UCIIOJIb30BaHUEMCIICIYFOIIET OIIPOTPAMMHOT000eCICYeHUST (JTUTICH3MOHHOTO " CBOOOTHO
pacmpocTpaHseMOro), B TOM YHCJIe 0TEYECTBEHHOTO IIPOU3BO/ICTBA:

Ne HanmeHnoBanue YcaoBus gocryna

n/n

1. MicrosoftWindows W3 BHYTPCHHEHN CETH YHUBEPCUTETA (JINIICH3MOHHBIH JIOTOBOD)

2. MicrosoftOffice W3 BHYTPEHHEW CeTH yHUBepCcHUTeTa (JUICH3UOHHBIN JOTOBOP)

3. CA0 MOODLE n3 1000 TOYKHM, B KOTOPOW WMEeTCs JOCTyn K ceTtd VIHTepHeT

(JINTICH3WOHHEIH JOTOBOP)

4. IMaker Microsoft Office W3 BHYTPEHHEW CeTH YHUBEPCHUTETA (CBOOOIHO PacpOCTpaHIeMOe)

5. [Tporpammatpaysep U3 BHYTPECHHEH CeTH YHUBEPCUTETA (CBOOOIHO PacIpOCTpaHsIeMoe)
Opera/Chrome/Firefox

6. IIporpamma HyperTerminal 13 BHYTPEHHEH ceTH YHHBEPCHUTETA (CBOOOIHO pacIpoCTpaHsIeMOe)

7. [Tporpamma Putty U3 BHYTPCHHEH ceTH YHUBEPCUTETa (CBOOOIHO PacIpOCTPaHAEMOe)




6. OMMMCAHUE MATEPUAJIbHO-TEXHUYECKOM BA3bl, HEOBXOJAUMOM IJ51
OCYUECTBJIEHUSA OBPA3OBATEJIBHOT' O MMPOLIECCA no
MEXIUCUUIIJIMHAPHOMY KYPCY

CriennanpHble MOMENICHUS MPEACTABISIIOT COOOH y4eOHbIE ayTUTOPHU JAJIsl IPOBEACHUS 3aHITUN
BCEX BHUJOB, MPEAYCMOTPEHHBIX O00pa30BaTEIbHOW NPOTPAMMOM, B TOM UYHCIIE TPYIIOBBIX H
WH/IMBUYAIbHBIX KOHCYJBTAIMi, TEKYIIEro KOHTPOJS M IPOMEXKYTOYHOW aTTeCTallMM, a TaKxke
MIOMEIICHUS IS CAMOCTOSITEIILHON paboThl, MaCTEPCKHE U JIAOOPATOPUH, OCHAIICHHBIE 000PYIOBAHUEM,
TEXHHUYECKUMHU CPEACTBAMH OOyUYEHUS W MaTepUaIaMH, YUYUTHIBAIOIIMME TPEOOBAHMS MEXIYHAPOIHBIX
CTaHJapTOB.

3aHATUSA JIEKHHOHHOTO THMA. Y4YcOHbIC ayIuTOPHM JUISI 3aHATHA JICKIMOHHOTO THIIA
YKOMIUIEKTOBAaHBl MEOENBI0 U TEXHHYECKUMH CPEICTBAMH OOYUYCHHS, CIYXKAIIUMH IS MPEICTaBICHUS
y4eOHO# nH(popMaryu (CTalIOHAPHBIC WM TEPSHOCHBIE HAO0OPHI JIEMOHCTPAIMOHHOTO 00OPYIOBaHUS
(IpoeKTOp, IKpaH, KOMIBIOTEP/HOYTOYK), YaeOHO-HATIISIHBIC TOCOOUS (TIPE3CHTAIIMHU TI0 TeMaM JICKIIH ),
o0ecIeYrBaroIIUe TEMATHUECKUE HILTIOCTPAIIUH, COOTBETCTBYIONIUE TAHHOH MPOrpaMMe TUCIIUILIHHEI.

3aHATUA CEeMUHAPCKOIO THNA (Npu Haluyuu 6 yueOHom niaxe). YdeOHbIE AayAUTOPUH IS
3aHSATHUH CEMHHApPCKOTO THIIA YKOMILICKTOBAaHBI MEOECNbI0 M TEXHHYECKHMMH CpPEACTBAMHU OOY4YeHUS,
CIIy)KalllUMHU JUIS TIPEICTaBJICHUST y4eOHOH WHpopManuu (CTalMOHAPHBIE WM TEPEHOCHBIE HaOOpHI
JEMOHCTPAIIMOHHOTO 000pYI0BaHUsl (TPOEKTOP, IKPaH, KOMIBIOTEP/HOYTOYK).

IIpakTuyeckass padoThl (npu Haruyuu 8 yueobnom niaue). [{ns npoBeaeHus 1a00paTOPHBIX padoT
UCTIONIB3YeTCs ydeOHasi ayJAuTOpHWs, OCHAIICHHAs CIEAYIOIUM O00OpyJOBaHUEM: TEPCOHATBHBIMH
KOMITHIOTEPAMU U JIOCTYTIOM K ceTu MHTepHeT.

IMpome:xkyTounasi arrecramusi. J[isi MpoBeneHUS MPOMEKYTOYHON ATTECTAMU MO TUCIMILIMHE
UCTIONB3YIOTCS KOMITBIOTEPHBIE KJIACCHhI, OCHANICHHBIE KOMIBIOTEPHOW TEXHHUKOH C BO3MOYKHOCTBHIO
HNOJKJIIOUYEHUST K ceTh VHTepHeT W o0OecleYeHHueM JOCTyla B AJICEKTPOHHYH HWH(POPMAIIMOHHO-
00pa30BaTEeIbHYIO CpPely YHUBEPCHTETA W/HIU y4eOHBIC ayJUTOPHH, YKOMILJICKTOBAHHBIC MEOCIBIO U
TEXHUYECKUMU CPEICTBAMH OOYUCHHUSI.

CamocrosiTeibHasi  padora. [lomemenus Ui CaMOCTOSATENBHOW  pabOTBl  OCHAIIEHBI
KOMITPIOTEPHON TEXHUKOW C BO3MOXKHOCTHIO MOJKIIOYECHUS K ceTn «MHTepeHeT» W JOCTYIOM K
AJIEKTPOHHOM  WH(OPMAIIMOHHO-00pa30BaTeIbHOW  cpene  yHuBepcutera. [ns  opranuszanuu
CaMOCTOSITEIILHOW PA0OThI 00YUYAIOIIMXCS HCIIOIB3YIOTCS:

KOMITHIOTEPHBIE KJIACCHl YHUBEPCUTETA;

Ooubnuoreka (Meauaszai), UMEIOIIas MecTa A O0OYyYaroIIMXCsi, OCHAIICHHbIE KOMITbIOTEpaMH C
JOCTYTIOM K 0a3aM JJaHHBIX U ceTH MHTepHeT.

DJIeKTPOHHASA HHPOPMALIMOHHO-00pa30BaTeIbHASA cpena YHHUBEpPCHUTETA
(QUOC).KaxapiiioOydaromuicsaBTe4eHUEBCETONepr01a00yueHU100eCTIeYeHMH IUBU Ty alIbHBIMHEOT PaHU
YEHHBIM JIOCTYIIOM K 3JIEKTPOHHOW HMH(pOpMaIoHHO-00pa3oBaTensHON cpene yHuBepcutera (QMOC)
http://sdo.tolgas.ru/ u3 000K TOYKM, B KOTOpPOH UMeeTcs JOCTyl K HH(pOpMalMOHHO-
TEJIeKOMMYHUKAIIMOHHOHN ceTH "MHTepHeT", Kak Ha TEpPUTOPUHN YHUBEPCUTETA, TaK U BHE €€.



7. OCOBEHHOCTH OPI'AHU3AIIMU OBYYEHUSA AJ1A JIML C OT'PAHUYEHHBIMUA
BO3MOXHOCTAMMU 310POBbA U UHBAJIN/1OB

[Ipu HeoOxomumocTu pabodas nOporpaMMa AMCLHUIUIMHBL MOXET OBITh aJanTHpPOBaHA MJIs
obecrieyeHnss 00pa30BATENBHOTO TPOIECCAa MHBAJIUAOB M JIML C OTPAHUYCHHBIMH BO3MOXKHOCTSIMH
3I0POBbs, B TOM YHCJI€ AJIS JUCTAaHIMOHHOIO 00ydeHus. [l aToro tpedyercs 3asBieHue CTyAeHTa (ero
3aKOHHOI'0 IIPEJCTaBUTENS) U 3aKI0UYEHHE IICUX0JI0ro-MeaAuKo-renarornueckoit komuccuu (IIMIIK).

B cinydae HeoOxonumocTH, oOydaroUMMCsA M3 4HClIa JIML C OrPaHMYEHHBIMM BO3MOKHOCTSAMH
310pOBbsI (IO 3asBJICHUIO0 O0YYArOIIErocs) a UIsi HHBAINIOB TaKKe B COOTBETCTBHM C WHIMBHYaTIbHON
IporpaMMoOil peaOMIMTAalMU HWHBAJIWAA, MOTYT Ipeararbcs CJeIyrollue BapUaHThl BOCIPUATHS
y4eOHOI MHPOPMALUU C YyUYETOM UX UHAMBUAYAIBHBIX NCUXO(PU3MUECKUX OCOOEHHOCTEN, B TOM YUCIIE C
IMPUMCHCHUCM 3JICKTPOHHOTI'O 06y‘I€HI/ISI U JUCTAaHIIMOHHBIX TEXHOJIOTHIA:

- s JMLl C HapyLIEHUSIMH 3pEHMs: B IeUaTHOM (opMme yBEIMYEHHBbIM HIpupTOM; B (opme
AJIGKTPOHHOTO JOKYMEHTa; B (hopme aynuodaiina (mepeBoa yueOHBIX MaTepHalioB B ayauodopmar); B
neyaTHoM ¢opme Ha s3blke bpaiinsd; UHAMBUAyalbHbIE KOHCYJIbTAllMM C  IIPHUBIICYEHUEM
TI/ICI)JIOCyp,HOHepeBOI[‘II/IKa; WHIUWBUIYAJIbHBIC 3aJaHW U KOHCYJIbTallhuU.

- JUId JIUI C HapylIeHUsMHU cllyxa: B IedyaTHOM ¢opme; B (GopMe 3JIEKTPOHHOTO JIOKYMEHTA;
BUACOMATCpHAJIBI C Cy6TI/ITpaMI/I; WHIAWBUAYAJIbHBIC KOHCYJIbTAllUHU C IPUBJICUCHUCM CYPAOINCPCBOAINKA,
VHAVBUAYAJIbHBIC 3a/1aHUS U KOHCYJIbTALUHU.

- JUIs JIAI ¢ HApyIIEHWsMH ONOPHO-JABHTaTeJIbHOTO ammapara: B TedaTHOH ¢opme; B (opme
3JIEKTPOHHOTO JOKYMEHTA; B (popme ayauodaiiia; MHIUBUAYaATbHBIE 33/1aHUS U KOHCYJIbTAIUH.



8. OEHOYHBIE MATEPHAJIBI (®POH/I OEHOYHBIX CPEACTB) JJIs1 TEKYILIEI'O
KOHTPO.IS1 YCIEBAEMOCTH U TIPOMEXYTOYHOM ATTECTAIIUA

8.1. TunoBble KOHTPOJIbHbIE 3aJaHUSI WJIM HHbIe MAaTepHaJIbl, He0O0OXOAUMbIe JJsl OLEHKH
3HAHUI{, YMeHUIi, HABLIKOB M (MJIH) ONBITA B X0/I€ TEKYIEro KOHTPOJIsl yCIeBaeMOCTH

8.1.1. TunoBble 3agaHus 1JI5 JA00PATOPHBIX PadoT

Jlaboparopnas padota Nel. «CereBoe obopynoBanue. KommyraTtopbi».

JlaGopaTtopHnas padora Ne2. «BuptyansHbie mokanbHbie ceTr (VLAN)».

Jlaboparopras padora Ne3. «DyHKIIUU MOBBIIICHUS HAJACKHOCTH TPON3BOAUTENbHOCTH. [IpoToKomn

STPy.

JlaGopaTtopHnas padota Ne4. «ArperupoBaHue KaHAJIOBY.

JlaboparopHnas padota Ne5. «CTekupoBaHHE KOMMYTAaTOPOB.

8.1.2. TunoBble 3a7a4M VISl pelIeHUs] HA MPAKTHYECKUX 3aHATUAX U KOHTPOJILHOM padore
8.1.3. TunoBble BONPOCHI JIsl YCTHOrO (MMCbMEHHOI'0) ONpoca

©CO~NOUTAWN
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. OcHOBHBIE OHATHS MHHOKOMMYHUKAIIMOHHBIX CETCH.

. OCHOBHBIE XapaKTEPUCTUKH NH(HOKOMMYHUKAIIMOHHBIX CETEH.

. Tommosorus ceTu.

[TpomyckHasi ClIOCOOHOCTH CETH.

Krnacc nHQOKOMMYHHKAITMOHHBIX CETEH KaK OTKPHIThIE HH(OPMAIMOHHBIE CUCTEMBI.
Mogenu u cTpyKTypbl HHOPOKOMMYHUKAIIMOHHBIX CETEH.

TormoJsorus ceTy THIIA 3BE€3/4.

. Konp1ieBast Tommosiorus ceTu.

IIInHHAA TOIOJOTHS CETH.

[[InHHO-3BE3/1000pa3Has TOMOJIOTHSI.
3Be3/1000pa3HO-KOJIbLIEBAsE TOMOJIOTHSL.

®duznyeckasi COTOBasi TONOJIOTUS.

HNHdopmaninoHHbIe pecypchl ceTe.

YrpaBiastomme y3ibl CETH.

@dopmaTsl IPEICTaBICHUS JaHHBIX.

Teoperuueckre OCHOBBI COBPEMEHHBIX HH(POKOMMYHUKAITMOHHBIX CETEH.
ba3oBas stanionHas Moaens MexayHapoAHON OpraHu3aliy CTaHIapTOB.
MexnyHapoaHas opranu3anus ctanaapruzanuu 1SO.
[TpaBuia B3auMoIeHCTBHSI OOBEKTOB CETH.
CeMuypoBHEBas MOJIETb OPTaHU3AIMH CETH.
KomnoHeHTbI nH(OpMAIIMOHHBIX CETEH.
MapuipyTu3aTopsl.

MocTbl 1 KOMMYTATOPBI.

KoMMyHUKaIIMOHHBIE [TO/ICETH.

MoHoKaHaIbHbIE TIOJCETH.

[{uknuyeckue noAceTH.

VY3510BbI€ TIOJICETH.

Macka noacern.

Tabnuua MapmpyTos.

[Ipsimast MappyTu3anus

KocBenHnas mapuipytusanusi.

MeToapl MapuIpyTu3auuy HHGOPMAIIMOHHBIX TOTOKOB.
OpnHomAaroBelii MOAX0 K MapIIPYTU3ALINH.
MapmpyTu3zanus 1o yMOoJI4aHUIO.

®uKCcUpOBaHHAs MapLIPYTU3aLUS.

[Ipocras mapmpyTusamusi.

AnanTuBHas MapUIpyTH3aLUs.

Mapmpytuzanus ¢ nomousto [P-agpecos.

MeTtoapl KOMMYTaIui UH(GOPMAIIH.

IToHsiTHE KOMMYTaIIHH.

Kommyranus kaHaaos.



42.
43.
44,
45.
46.
47.
48.
49.

KommyTanus cooOmieHunid.

KommyTranus nakeros.

KommyTanus nelitarpaMMHBIX TAKETOB.

KomMmmyTanus nakeToB B BUPTyaJIbHBIX KaHaaX.

MeTtopl orieHKH () (PEKTUBHOCTH HH(POKOMMYHUKAITMOHHBIX CETEH.

Tunel 1 9acTOTa BOSHUKHOBEHUS OIMHUOOK B padoTe MHPOKOMMYHUKAIIMOHHBIX CETEH.
KoHTpoib pyHKIIMOHHpPOBAaHUS HHPOKOMMYHHUKAITMOHHBIX CETEH.

CereBble MPOTpaMMHBIC U TEXHUYECKHE CPEICTBA MH(DOKOMMYHUKAIIMOHHBIX CETEH.

8.1.4. IIpuMepHbIi epeYyeHb TECTOBBIX 3aJaHU

1.

oo

oo

3.

VYKaxxure ypoBeHb, OTCYTCTBYIOIIUI B TPEXYPOBHEBOM HEPAPXUUECKON MOJEIH CETH:
YPOBEHBOCTYIIA;

ypOBEHbpacIpeleeHus1/arperalum;

YPOBEHBIIOATBEPKICHUS.

VYKakuTe HEBEpPHO YKa3aHHYIO KATErOPHI0 KOMMYTAaTOPOB (110 BO3MO>KHOCTH YIIPaBJIECHU):
HEYIPaBIsEMbIEKOMMYTaTOPbI;

yIpaBJIIEMbIEKOMMYTATOPBI;

YIpaBJIAIOIIUCKOMMYTATOPHI.

OYHKIMS MOAKIIOYEHHUsST pabodyux TPYNI K YPOBHIO pACHpEleNieHHs B TPEXYPOBHEBOI

Hepapanecxoﬁ MOZCIIN CCTU BBIITOJHACTCA HAa YPOBHEC!

a.
b.
C.

4.

JI0CTYTa;
pacrpezieneHus/arperaimy;
aqpa.

KOMMyTaTOpI)I, MOAACPIKUBAIOIIME OTOT IMPOTOKOJ, MAOJIKHBI XPAaHUTH Ta6J'II/IHy,

CBsI3bIBaOINYI0 HAeHTH(UKaTopsl mopToB PVID ¢ npentudukaropamu VID cetu:

a. Ha ocHoBe cranaapta IEEE 802.1ad (Q-in-Q VLAN));

b. Ha ocHOBE NopToB u npoTokoios IEEE 802.1v;

C. Ha ocHoBe crangaprta I[EEE 802.1Q);

S. Co3ath Y4eTHYIO 3aIMCh MOJIH30BATENSI MOKHO € TTOMOIIBIO cienyromiei koman sl CLI:

a. config account <usernamie> {encrypt [plain_text | sha_1] <password>}

b. create account [admin | operator | user] <username 15>

C. Enter a case-sensitive new password:

6. Bp63y.J'IBTaTeBLIHOHHeHI/I}IKOMaHI[LI:
DES-3528#save Command: save
Saving all settings to NV-RAM Done

HakommyTtaTope DES-3528 GynerocymiecTsieHo:

a.
b.
C.

NVRAM

[Tepesarpy3ka KOMMyTaTOpa ¢ COXpaHEHHEM YCTaHOBOK B maMsiTh NVRAM
Bo3sBpart Tekymux napameTpoB KOMMYTaTOpa K 3aBOJICKMM MapaMeTpaM Mo yMOTYAHHUIO
CoxpaHeHue TeKylel KoH(UTypanuu KOMMYyTaTopa B SHEPrOHE3aBUCHMYIO TIaMSTh



7. VKaxXuTe HECYIIECTBYIOLIYI0 TEXHOJOTHIO CO3[IaHUs PE3EPBHBIX CBSI3EU MEXKIY
KOMMYTaTOpaMH (/151 TOBBILLIEHUS HAJIEXKHOCTH U MPOU3BOIUTEIHLHOCTH )

a. pe3epBUPOBAHUE COSAMHEHMI ¢ TOMOINIbIO MPOTOKOJIOB ceMeiicTBa SpanningTree

b. OalaHCUpOBKAa Harpys3ku, oOecreuuBarolias MNapaliebHYI0 Ieperady AaHHBIX IO BCEM
aNbTEpHATUBHBIM COCTMHEHUSIM C IIOMOIIbI0O MEXaHU3Ma arperupoBaHus OPTOB

C. OalaHCUpOBKAa Harpys3kd, OOecleuuBarollas MapauielbHYI0 Iepeady JaHHBIX [0 BCEM

AJIBTCPHATUBHBIM COCANMHECHUAM C IIOMOIIIBIO MCXaHHU3Ma 6J'IOKI/Ip0BKI/I IIOpTOB

8. Yuactuuk ponu Serveradmin uMeeT ciaeayromue npasa Ha ypoBHe sk3emiuisipa SQL Server:

a. MOXET BBITIONHSATH JIF0OYI0 3a1ady B moOoit b SQL Server.

b. ycraHaBiuBaTh U M3MEHATH MapamMeTpbl KOH(DUIypalMu yAaleHHBIX U CBSI3aHHBIX CEPBUCOB M
napaMeTphl PEeILTUKALINH.

C. koHpurypupoarh SQL Server ¢ moMoIp0 CHCTEMHON XpaHUMOH mporeaypsl Sp_configure u
nepe3anyckarth ciyxos1 SQL Server

d. BBINOJIHATH BCE OMEPAIINH, CBA3AHHBIC C 3AlUTONW, KOHTPOJIb HAJl yIETHBIMH 3aITUCSIMHU CEPBEpa U
gyreHue xypHana ommbok SQL Server

9. Yuactauk posu ddladmin umMeer crienyrolue mpaBa Ha YpOBHE 0a3bl JaHHBIX:

a. MoxeT 100aBiATh B b/l 1 ynansaTs U3 Hee 1osib3oBareseit

b. MOXeT 100aBIATh, U3MEHATh M yIAISATh 00BEKTHI

C. MOXKET YIPABIIATH PA3PEUICHUSIMHE, POJISIMHU, 3aITUCSIMHU YIACTHUKOB POJICH

d. Moskert BeIIOAHATE KoMauabl DBCC, wuHMOHMupoBaTh mpouecchl (UKCAIMM TpaH3aKIUii,
CO3/1aBaTh PE3ePBHBIC KOITUU

10. Yyactauk posnu Db_securityadmin umeer creayromiye npaBa Ha ypoBHE 0a3bl JaHHBIX:

a. MoxeT 100aBiATh B b/l 1 ynansaTe U3 Hee 1osib3oBaTeseit

b. MOXeT 100aBNIATh, U3MEHATh M yIAISATh 00BEKTHI

C. MOXET YIPABIATH PA3PEHICHUSIMHE, POJISIMHU, 3aITUCSIMU YIACTHUKOB POJICH

d. Mosker BIIOAHATE KoMaHabl DBCC, wuHMOUMUpOBATH MPOLECCH (UKCAIMM TPaH3aKIHIA,
CO3/1aBaTh PE3epPBHBIC KOITUU

8.2. TunoBble KOHTPOJbHbIE 3aJaHUSI WJIH HHbIe MATepPHAJIbl, HeO0OXOAUMbIe JJIsl OLEHKH
3HAHUM, YMEHHH, HABBIKOB U (MJIM) ONbITA B X0/1€ IPOMEKYTOYHOM aTTecTaluun

®dopma TPOBEACHUS TPOMEKYTOUHOM aTTecTallMi 10 AUCIHUIUIMHE): 3a4eT(no pe3yibmamam
HaKONUMenbHO020 petimunead Uil 8 popme KOMNbIOmMepHO20 MeCmupoB8aHus).
Yemuo-nucomennas ¢popma no sk3ameHayuoHHvIM Oulemam npeononazaemcs, KaxK npasuno, O
coayu akademMuyeckoll 3a00aHCeHHOCMU.
IIpumepHBbIii NepevYeHb BONPOCOB U 3aJaHMI 1Jis1 MOATOTOBKHU K IK3aMeHY
OcHoBHBIE TOHATHSA WH(HOKOMMYHUKAIIMOHHBIX CETEH.
OCHOBHBIE XapaKTEPUCTUKU NTHHOKOMMYHUKAIIMOHHBIX CETEH.
Tomosnorus ceTu.
[IpomyckHasi CHOCOOHOCTH CETH.
Krnacc nHQOKOMMYHHKAITMOHHBIX CETEH KaK OTKPHIThIE HH(POPMAIMOHHBIE CUCTEMBI.
Mopenu 1 CTPYKTYphl HHPOKOMMYHHKAIIMOHHBIX CETEH.
Tomomorus ceTu THIa 3BE3/4a.
Komb1ieBast TOIMOJIOTHS CETH.
IInHHAas TONOJIOTHS CETH.
[[InaHO-3BE3/1000pa3HAS TOMIOIOTHSI.
3Be371000pa3HO-KOJIbIIEBAst TOTIOJIOTHSI.
dusnyeckas cOTOBas TOMOJIOTHS.
HudopmalinoHHbIE pecypchl ceTei.
Yrpapisitomme y3iabl CETH.
@®opmMatbl IPeICTABICHUS TaHHbBIX.
Teopernueckre OCHOBBI COBPEMEHHBIX WH()OKOMMYHUKAITMOHHBIX CETEH.

LCoNoOARWNE

e e S S e
SouhkhwdE O



17. bazoBas sTanonnas Moaenbs Mex1yHapoaHON OpraHu3aluy CTaHJapTOB.

18. MexnyHapoaHas opranu3zanus ctanaaprusanuu [SO.

19. [IpaBuna B3anMo1eCTBHUS OOBEKTOB CETH.

20. CeMuypoBHEBasi MOJI€Ib OPraHU3aLUU CETH.

21. KoMmoHneHTh HHGOPMAIIMOHHBIX CETEH.

22. MapuipyTu3atopsl.

23. MoCTBI 1 KOMMYTATOPHI.

24. KoMMyHHKaIIMOHHBIE TTO/ICETH.

25. MoHOKaHaJIbHBIE ITIOACETH.

26. [ukanyeckue moACeTH.

27. VY3110BBIE IOJICETH.

28. Macka noaceru.

29. Tabnuma MapuipyToB.

30. [IpsiMast MapmpyTu3amnus

31. KocBennas mapuipytusanusi.

32. MeToap1 MapuIpyTu3auuy HHGOPMAITMOHHBIX TOTOKOB.

33. OpHOIIATOBBIN OIXO0/ K MapIIPyTU3ALUH.

34. MapipyTu3zaius o yMoa4aHuIo.

35. OuKCHpOBaHHAS MAPIIPYTH3ALIHSL.

36. [Tpocras mapuipyTH3anus.

37. AJnanTuBHas MapUIpyTH3ALUS.

38. Mapupyrusanus ¢ nomousro IP-agpecos.

39. MeToapl KOMMYTaIui HH(GHOPMAITHH.

40. [ToHsiTHE KOMMYTAILIUH.

41. KoMmmyTanus kaHaJioB.

42. Kommyrarnus cooOmeHui.

43. Kommyranus nakeros.

44, Kommyranus gerarpaMMHBIX [TaKETOB.

45. KoMMmyTanus makeToB B BUPTYaIbHbBIX KaHajax.

46. MeTto/b1 o11eHKH 3P PEKTUBHOCTH HHHOKOMMYHUKAIIMOHHBIX CETEH.
47. Tunsl 1 4acTOTa BO3HUKHOBEHUS OMINOOK B padoTe NHPOKOMMYHUKALIMOHHBIX CETEH.
48. KonTtpons GpyHKIIMOHUpOBaHUS HHPOKOMMYHUKAITMOHHBIX CETEH.
49. CereBble MpOrpaMMHBIE M TEXHUYECKHE CPEACTBA HMHPOKOMMYHUKAITMOHHBIX CETEH.
50. VYKaxure ypoBeHb, OTCYTCTBYIOIIUI B TPEXYPOBHEBOI HepapXUUECKON MOAEITIH CETH:
d. YPOBEHB/IOCTYTIA,

e. YPOBEHBpACIIpeIeICHNUs/arperalim;

f.ypOBeHBHO,I[TBep)KI[eHI/ISI.

51. VYKaxuTe HeBEpHO YKa3aHHYIO KaTerOpHI0 KOMMYTAaTOPOB (TI0 BO3MOXHOCTH YIIPaBJICHUS ):
d. HEYTPaBIsEMbIEKOMMYTaTOPbI;
e. YIPaBIAEMBIEKOMMYTAaTOPBI;

f.ympaBisOIHEeKOMMYTaTOPHI.

52. OYHKIMS MOAKIIOYEHHUsT pabouyuXx TPYyNN K YPOBHIO pacHpelesieHHs B TPEXYpOBHEBOM
UEepapXUYECKON MOJIEIIN CETH BBITOJHAETCS HA YPOBHE:

d. JIOCTYTIA;

e. pacrpejieieHust/arperarum;

f.sampa.

53. KoMMyTaTtopsl, MOIEPKUBAIOIIME OSTOT IPOTOKOJ, JOJDKHBI XPaHUTh TaOJIHMILy,

CBSI3bIBAOIYIO UaeHTU(uKaTopsl mopToB PVID ¢ unentuduxaropamu VID cetu:



d. Ha ocHoBe cragaapta IEEE 802.1ad (Q-in-Q VLAN);
Ha ocHOBe nopToB U npotokosos IEEE 802.1v;
f. Ha ocHoBe cranaapta IEEE 802.1Q;

@

o4, Co3zaarh y4eTHYIO 3alUCh MOJIb30BATENS MOKHO € TOMOIIbIO cienytomiei koman sl CLI:
d. config account <usernamie> {encrypt [plain_text | sha_1] <password>}
e. create account [admin | operator | user] <username 15>

f.Enter a case-sensitive new password:

55. BpesynbTareBbnoTHEHUSIKOMAH IbI:

DES-3528#save Command: save
Saving all settings to NV-RAM Done
HakommyTtatope DES-3528 GynerocymiectieHo:

d. [lepe3arpy3ka KOMMyTaTOpa ¢ COXpaHEHHUEM YCTaHOBOK B naMsiTh NVRAM
e. BosBpart Tekyumx napameTpoB KOMMyTaTopa K 3aBOJICKHM MapamMeTpam M0 YMOIYaHHUIO

f.CoxpaneHnue Tekyieil KOHQUrypalu KOMMyTaTopa B SHepronezaBucuMyro namsiat NVRAM

56. VYKaxuTre HECyHIECTBYIOIIYI0 TEXHOJOTHUIO CO3/IaHUSl DPE3EPBHBIX CBS3EH MEXIY
KOMMYTaTOpaMu (151 OBBIILIEHHS HAJEKHOCTH U IPOU3BOIUTEILHOCTH)

d. pe3epBUPOBAHNE COETUHEHUH C TOMOLIBI0 IPOTOKOJIOB ceMelcTBa SpanningTree

e. OamaHCHpOBKAa HArpy3kd, oOecneuuBarollas MNapajljieNbHYIO Ieperady JaHHbIX 10 BCEM
AIBTCPHATUBHBIM COCANMHCHUAM C MTIOMOIIIBIO MCXaHN3Ma arpE€rupoBaHus IOPTOB

f. OamaHCHpOBKAa Harpy3ku, obOecrednBarollas HapajielIbHYI0 Iepefady JIaHHBIX IO BCEM

AIBTCPHATUBHBIM COCANHCHUSAM C ITIOMOIIIBIO MCXaHU3Ma 6JIOKI/Ip0BKI/I IIOPTOB

57. YuactHuk ponu Serveradmin umeer cieayromme npasa Ha ypoBHe sk3emiuipa SQL Server:

a. MOXKET BBIIONHSATS J1I00YI0 3a1auy B mo0oit b/ SQL Server.

b. ycraHaBnMBaTh U M3MEHATH MapamMeTpbl KOH(DUTypalMy yAaleHHBIX U CBS3aHHBIX CEPBUCOB M
napaMeTphl PETUTHKAIHH.

C. xoH(purypuposath SQL Server ¢ moMompi0 CHCTEMHOW XpaHUMO# mpoueaypsl SP_configure u
nepesamyckarth ciyx0b1 SQL Server

d. BBIOJIHATH BCE OMEpAInH, CBA3aHHBIC C 3AlIUTOW, KOHTPOJIb HA/l yIETHBIMH 3aITUCSIMHU CEpBEpa U
yTeHue XypHana omubok SQL Server

58. Yuactauk posu ddladmin umeer cienyromniue npaBa Ha ypoBHE 0a3bl JaHHBIX:

a. MmoxeT 100aBnATh B b/l 1 ynanare u3 Hee moiabp3oBaTenei

b. MoXeT 100aBNIATh, UBMEHSTh U yIATISATh 00BEKTHI

C. MOXET YIPaBISATh pa3peIieHUSIMHU, POJISIMH, 3aIIUCSIMH YYaCTHHUKOB POJICH

d. wmoxer BomonHATh koMmauApl DBCC, wHHIMUpOBaTh mporiecchl (UKCAIUN  TPaH3aKIHA,
CO371aBaTh PE3EPBHBIC KOIHH

59. Yuactauk ponu Db_securityadmin umeer crienyromyie nmpaBa Ha ypoBHE 0a3bl JJaHHBIX:

a. MoxeT 100aBiATh B bl u ynanare u3 Hee mojbp3oBaTenen

b. MoXeT 100aBNIAT, U3MEHSTh U YIATISATh 00BEKTHI

C. MOXET YIPABISATH pa3peliCHUSIMHU, POJISIMH, 3aITCSIMHU YYaCTHUKOB POJIEH

d. wmoxer BomonHATh koMmauIpl DBCC, wuHHIMUpOBaTh mporiecchl (UKCANUN TPaH3aAKIHA,
CO3/71aBaTh PE3EPBHBIC KOIHH

PeriiaMeHT mnpoBeNeHMS NPOMEKYTOYHOH arrecrauMu B (GopMe KOMIBIOTEPHOIO
TEeCTHPOBAHUA

Komn-Bo 3amanwmii B 6anke BopocoB  |Kom-Bo  3amanmif, mpenbsBiseMbIX | Bpems Ha TecTHpoBaHUE, MUH.
CTYHCHTY

30 30

He menee 60




[TonHblit (OH OIEHOYHBIX CPEACTB S HPOBEACHUS NPOMEXKYTOUHOW arTecTalil B (opme
KOMITHIOTEPHOTO TECTHPOBAaHUS pPa3MENIEHB OaHKE BOMPOCOB AAHHOTO Kypca aucuuruinabl B DMOC
yuuBepcureta http://sdo.tolgas.ru/.

B xozae noaroToBKH K MpOMEKYTOUHOM aTTecTaly 00y4yaroIuMCs IPeA0CTaABIAETCS BO3MOKHOCTh
IIPOMTH TECT CaMOIIPOBEPKU. TeCT JuIsl caMonpoBepKH 1o aucuumuinbe pasmenleH B OMOC ynuBepcurera
http://sdo.tolgas.ru/ B cBOOOAHOM J1J1s1 CTYZIEHTOB JOCTYIIE.



