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1. IlepedyeHb NIaHNPYeEMBbIX Pe3yJIbTATOB 00y4eHHS M0 MEKANCIUILIMHAPHOMY KypCY,
COOTHECEHHBIX ¢ IJIAHUPYEMBbIMH Pe3yJIbTaTaMH 0CBOCHHS 00pa30BaTeIbHOIM
NPOrpaMMmblI

1.1. Ilenu ocBOEHUS MEXIMCUUILTMHAPHOTO Kypca

LlenssMu OCBOCHUST MEKAUCIUTUIMHAPHOTO KypCa SIBISIFOTCS:

- U3Y4YCHHE MTPUHIIMIIOB TOCTPOCHUS U OOCTYKMBaHUS MHPOKOMMYHHKAITMOHHBIX CETEH;
- OCBOeHHE ()YHIAMECHTAIBHBIX TEXHOJIOTHHA KOMMYTAIUH.

1.2. Komnerenuuu obydaromierocs, GopMupyeMble B pe3yJbTaTe OCBOCHHS MEXAUCIUILTUHAPHOTO
Kypca

B pesynbrare ocBO€HUS MEXKAUCIUILTMHAPHOTO Kypca y o0ydaronmxcst OpMHUPYIOTCS CIETYIOIIHNE
KOMITETCHIINH:

Kon HaumeHnoBaHue KOMIIETEHIINU
KOMIIETEHI]
208
1 2
OK 1 [loHnMaTh CyOIHOCTH W COLUMAIBHYIO 3HAYMMOCTH CBoed Oyxaymieidl mpodeccun,
IPOSIBJIATH K HEM yCTOMYUBBIA MHTEpEC
OK 2 OpranuzoBbIBaTh COOCTBEHHYIO [€SATEJIBHOCTb, BbIOMpATh THUIIOBBIE METOABI H
crocoObl BBINOJIHEHHS MPOGECCHOHATBHBIX 33Jau, OLEHUBATh UX 3()(HEKTUBHOCTH U
Ka4yeCcTBO
OK3 [TpuHMMaTh penieHHs B CTaHAAPTHBIX U HECTAHJIAPTHBIX CUTYaLUSAX M HECTH 3a HUX
OTBETCTBEHHOCTh
OK 4 OcymiecTBiATh IMOMCK M HCIOJIb30BaHME MH(OpManuu, HEoOXOAUMOH Ui

3¢ (}EKTHUBHOTO BBHIMIOTHCHHUS MPOPECCHOHANBHBIX 3a/1ad, MPo(PecCHOHAIBEHOTO W
JIMYHOCTHOI'O Pa3BUTUSA

OK 5 Hcnonb3oBath MH(POPMAITMOHHO-KOMMYHUKAIIMOHHbBIE TEXHOJIOTHH B
npodecCuOHATIbHON 1S TEIbHOCTH

OK 6 PaGoTath B KOJUIEKTHBE W B KOMaHzae, 3(PQPEKTUBHO OOLIAThCA C KOJJIeramH,
PYKOBOJCTBOM, MIOTPEOUTEISIMU

OK 7 bpate Ha ceOs OTBETCTBEHHOCTh 3a pabOTy WIEHOB KOMaHbl (MOAYMHEHHBIX), 32
pe3yNbTaT BHINOJIHEHMS 3alaHul

OK 8 CamocTosTeNbHO ONpeAeaTh 33aJJauu MPO(HeCCHOHAIBHOTO M JMYHOCTHOTO pa3BUTHS,
3aHUMATbhCA caMo00pazoBaHuEM, OCO3HaHHO IUTAHUPOBATh MOBBILICHUE
KBaJTM(DUKAIIH

OK9 OpueHTHpOBaThCS B YCJIOBHUSIX YAaCTOM CMEHBI TEXHOJOTHUH B MpodecCHOHATBHOM
JESTEIIBHOCTH

IK 2.1 AJMUHUCTPUPOBATH JIOKAJbHbIE BBIYUCIUTEIBHBIE CETH M MPUHUMATh MEPHI IO
YCTPaHEHUIO BO3MOXKHBIX COOEB

K 2.2 AJMUHUCTPUPOBATDH CETEBBIE PECYPCHI B MHPOPMALIMOHHBIX CHCTEMAX

K 2.3 ObecneunBaTh cOOp MaHHBIX JUIA aHAIM3a MCIOIB30BaHMA U (DYHKIIMOHUPOBAHHS
POrPaMMHO-TEXHHUUECKHUX CPEJICTB KOMIIbIOTEPHBIX CETel

I[IK 2.4 B3anmMoneiicTBOBaTh €O CHEUUAINCTAMHU CMEXKHOTO Npoduis Ipu pa3paboTke

METOJIOB, CpPEACTB M TEXHOJIOTUHA MPUMEHEHHUS OOBEKTOB MpodeccuOHAIbHOMN
JEATEIbHOCTH




1.3. IlepeueHb MIaHUPYEMBIX PE3yIbTATOB 0OYUEHUS MO AUCIUILTIHE

Pe3ynbpTaThl 0OCBOCHUST MEKAUCIUTUIMHAPHOTO
Kypca

Texnonoruu HopMupoOBaHUS
KOMITETCHIMH 110 YKa3aHHBIM
pe3yJibTaTamMm

CpencTBa 1 TEXHOJIOTUH
OILICHKU TI0 YKa3aHHBIM
pe3yabTatam

3naem:

- TEXHOJIOTHIO BEICHUS OTUETHOMN
nokymenraruu (OK-1);

- KJTacCU()MKALUIO TIPOTPAMMHOTO
00eCTeYeHHsI CETEBBIX TEXHOJIOTHI, U
obmacth ero npumeHenus (OK-2);

- IOPSIIOK Kcmob30Banus kinacrepos (OK-3);
- IOPSI0K MOHUTOPHHTA U HACTPOHKHU
npousBoautensHoctd (OK-4);

- TUIIbI CEPBEPOB, TEXHOJIOTHIO "KIMEHT-
cepsep" (OK-5);

- OIIGHKY CTOMMOCTH IIPOTPAMMHOTO
o0ecreyeHus: B 3aBUCMOCTH OT crioco0a u
Mmecta ero ucnosib3oBanus (OK-6).

- IOPSIZIOK U OCHOBBI JIMIICH3UPOBAHUS
nporpammuoro oodecrneuerust (OK-7, OK-8);
- OCHOBHBIC HAITPABIICHHSI
aJIMAHUCTPUPOBAHHS KOMITBIOTEPHBIX CETEH
(OK-9);

- CIIOCOOBI YCTAaHOBKHU U YIIPaBJICHUS
CEpBEPOM; YTHIIUTHI, PYHKIIUH, YIAICHHOES
ympasienue cepepom (I1K-2.1);

- TEXHOJIOTHH 0€30MaCHOCTH, IPOTOKOJIBI
aBTOpH3AINH, KOH()UICHINATBHOCTD U
6e3omacHoCTh rpu pabore B web (ITK-2.2);
- QITOPUTM aBTOMATH3AIMH 33124
obcnyxuBanust (ITK-2.3);

- IOPSIOK B3aUMOJICHCTBHS PA3INIHBIX
oneparoHubix cucreM (ITK-2.4).

Jlexuuwy, nabopaTtopHbie
3aHATUS

CobecenoBanue

Ymeem:

- yCTaHaBJIMBATh U KOHPUTypUPOBATh
AHTUBUPYCHOE IPOrpaMMHOE 0OecreueHue,
nporpaMMHoe o0OecrieueHue 6a3 TaHHbIX,
IPOrpaMMHOE 00ecTieYeHuE MOHUTOPUHT A
(OK-1, OK-2, OK-3);

- oOecreynBaTh 3aIUTY MPU TOIKIIOUYEHUH K
UH(POPMALMOHHO-TEIEKOMMYHUKAITMOHHON
cet "UuTepuer" (nanee - cetb IHTEpHET)
cpeacTBamMu orneparnronHoi cucreMsl (OK-4,
OK-9);

- PETUCTPUPOBATH MOAKIIOYEHHUE K JOMEHY,
BecTH OT4eTHYIO nokyMeHTanuio (OK-5, OK-
6);

- pacCUUTHIBaTh CTOMMOCTbD JIMLIEH3HOHHOTO
IPOTPaMMHOTO 00eCTIeueHHsI CeTeBOM
urdpacrpykrypsl (OK-7, OK-8);

- QJIMUHUCTPUPOBATh JIOKAIbHbIE
BbruncaurensHele cet (11K 2.1);

Jlexmum, nabopaTopHbIS
3aHATHS

CobecenoBanue




- IPUHUMATh MEPHI 110 YCTPAHEHHUIO
Bo3MOXKHBIX cOoeB (T1K 2.2);

- yCTaHaBJIMBATh HH(POPMAITIOHHYIO CUCTEMY
(IIK 2.3);

- C03/1aBaTh U KOH(PHUTYPUPOBATh YUETHbIC
3aIlUCH OTJIEJIbHBIX M0JIb30BaTeNeH 1
noJsib3oBarenbekux rpynn (11K 2.4);

Hmeem npakmuueckuit onvim:

- HaCTPOMKHU cepBepa U padoyuX CTaHIUI 1S
6e3omnacHoi nepenaun uHpopmanuu (OK-1,
OK-2, OK-3, OK-4, OK-5);

- ycranoBku web-cepsepa (OK-6, OK-7, OK-
8, OK-9);

- OpraHu3allyy JOCTYIA K JOKATLHBIM U
rnobansHbeIM cetsM (T1K 2.1);

- COTIPOBOXKJICHHS U KOHTPOJIS
MCIIOJIb30BaHUs TOYTOBOTO cepaepa, SQL-
cepsepa (11K 2.2);

- cOOpa JaHHBIX ISl aHAJIM3a UCTIOIb30BAHUS
U QYHKIIMOHUPOBAHUS IPOTPAMMHO-
TEXHHYECKUX CPEACTB KOMITBIOTEPHBIX CETEH
(IIK 2.3);

- pacyeTa CTOMMOCTH JIMIIEH3HOHHOTO
MPOrPaMMHOTO O0ECTIeueHusl CETEBOU
uH¢ppactpykrypsl (11K 2.4).

Jlexmum,
3aHATHS

nabopaTopHbIe

CobecenoBanue

2. MecTO MEKTHCHMIJIMHAPHOTO Kypca B CTPYKTYpe 00pa3oBaTeIbHOIl MPOrpaMMbl

MeXIUCUUTUIMHAPHBIA KYypC OTHOCHUTCA K MpoduiabHOMY Moaymo "OpraHuzaiusi ceTeBOro

aIMUHUACTPUPOBaHUs" (BapuaTHBHAS 4acTh).

Ee ocBoenue ocymiectsisiercs B 7(ounas popma)* wiau B 8 (3a0uHast popma)* cemectpax.

HaumeHnoBanue
TV CITATIIINH,
ONPEAEISAIOIINX
MEKTUCIUTIIIMHAD
HbIE CBSI3U

/o

Kon xommerentuu(it)

1 | llpemmecTByromniye TUCIUIUIMHBI

Opranuzanus,
TIPUHIIHAITBI
MOCTPOEHUS U
(GYHKIIMOHUPOBAHU
s KOMIIBIOTEPHBIX
ceTei
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OK1-0OK-9,IIK 1.1 -TIK 1.5

2 | [Mocmeayromue TUCIATIITMHBI

2.1 MpaKTHKa

[TpousBoacteennas | OK 1 — OK-9,I1IK 1.1 -TIK 1.5, TIK 2.1 - T1IK 2.4, I1IK 3.1 —TIK 3.6

*31ech M Jajiee ceMecTphbl yKasaHbl Ul oOydaromuxcsi Ha 06ase ocHOBHOro oOmiero obpasoBanus. s s,
oOyuaromuxcsi Ha 0a3e cpemHero oOIero oOpa3oBaHMs, CEMECTPHI COOTBETCTBYIOT y4eOHOMY IIaHy M HOPMaTHBHOMY

CpoKy oOyuenus1, ycranoBieHHOMY PI'OC.




3. O0beM MeRIUCHMIIIMHAPHOIO KYpPca B 324eTHBIX eIMHULAX € YKA3aHHEM KOJIH4YecTBa
aKajgeMHYecKHX YacoB, BblIeJIEHHbIX HA KOHTAKTHYIO padoTy 00y4yaomuxcst ¢
npenogasaresemM (110 BUIaM Y4eOHbIX 3aHSITHIT) M HA CAMOCTOATEJIbHYIO padoTy

Pacripenenenne GoHga BpeMeHU MO ceMecTpaM M BUJIaM 3aHATHN

Bunpl 3ansaTHii ouyHast (opma oOydeHus: | 3ao4Has popma oOyueHUs
Wtoro yacos 102 . 102 .
Jlexuum (uac) 28 u. 6 u.
[TpakTrueckue (ceMUHAPCKUE) 3aHATHS (Yac) -

JlabopaTopHabie paboThI (4ac) 18 4. 44,
CamocrositenpHast pabota (dac) 56 4. 92 4,
Kypcosoii mpoekr (paborta) (+,-) -

KonrposnbHas pabora (+,-) -

DK3aMeH, CeMECTp /Jac. -

3auer  (muddepeHMpPOBAaHHBIA  3aYeT), 7 cemectp 8 cemectp
CeMeCTp

Konrponbnas padota, cemectp -

4. Conep:kanne MeKIUCHUNJIMHAPHOTO Kypca, CTPYKTYPUPOBaHHOE M0 TeMaM (pa3jesiaM) ¢
yKa3aHHeM OTBeIeHHOI0 Ha HUX KOJMYeCTBA aKa/IeMHUYeCKUX YACOB ¥ BUAOB YUeOHBIX 3aHATHI

4.1. ConepxaHue MeKIMCUMILIMHAPHOIO Kypca

Ne Paznen aucuumumabl Bunpl yueOubIx 3ansTul, Bkiouasg  CpeacTsa u
n/m CaMOCTOATCIIBHYIO pa60Ty TCXHOJIOTHH
CTYACHTOB U TPYAOCMKOCTb (B OLICHKHU
AKaJCMHUYCCKHUX qacax)
el Zeg | B3
« 5 x5 = ? 5 =)
= o2 .| 8 =il
58 | E=E =g g
57 | EEE| &8 5
= £S5 3¢ | 8¢8
O < o
TR < o =
=9 [ < R
1 | Tema 1. OcHOBBI HH(POKOMMYHUKAITHOHHBIX 4/1 -I-/- 0/0- 5/9 Koncrexr,
cereit. O6opynoBaHue cooluieHne
1. Hens u comeprxkanue Kypca.
2. DBOJIIOLUS JOKAJIBLHBIX CETEH.
3. OyHKIMOHUPOBAHUE KOMMYTATOPOB JIOKAIbHON
cetu. MeTo/pI KOMMYTAIHH.
4. KOHCTPYKTHBHOE UCIIOJHEHHE KOMMYTaTOPOB.
5. ®dusnyeckoe CTEKHPOBaHNE KOMMYTAaTOPOB
6. ApXUTEKTypa KOMMYTAaTOPOB.
7. XapakTepUCTHKH, BIUAIONINE HA
MPOU3BOIUTENBHOCTh KOMMYTATOPOB.
8. YrpapneHre NOTOKOM B MOJIYAYIIEKCHOM H
JIYTUIEKCHOM peXnuMax.
9. TexHoxornu koMmmyTtanuu u moaens OSI.
10. TIporpammHOe obecnieueHre KOMMYTaTOPOB.
11. O0mue NPUHIUIBI CETEBOTO JH3aiHA.
TpexypoBHeBasi nepapxudeckasi MOJIEJIb CETH.
2 | Tema 2. HavanbHasi HacTpoika 4/1 4/2 7/10 Koncmexr,
KOMMYTaTopa coo011eHue,
1. Knaccuduxanus KOMMYTaTOpOB 10 BO3MOXKHOCTH 3amuTa
yHPaBIICHHSL. 1a00paTOPHBIX
2. CpencTBa ynpaBlieHUs] KOMMYTaTOPaMH. pabot
3. [MogxnroueHre Kk KOMMYTaTopy.
4. HauanpHas KOH(UTYparus KOMMyTaTOpa.




5. ITonxmouenue k Web-unrepdeiicy ynpasieHus
KOMMYTaTopa.

6. 3arpy3ka HOBOTO IPOTPaMMHOTO OOecTieueHUs Ha
KOMMYTATOp.

7. 3arpy3Ka 1 pe3epBHOE KOTIMPOBaHHE
KOHQHUTypanuyu KOMMyTaTopa.

Tema 3. O030p HyHKIIMOHAIBHBIX 2/1 6/12 Komcrmekr,
BO3MOKHOCTEH KOMMYTaTOpPOB coobuienue,
3aIuTa
J1ab0opaTOPHBIX
pabot
Tema 4. BuptyanbHble TOKaJIbHBIE CETH 6/0 6/0 10/20 KoHcrekr,
(VLAN) coobuienwue,
1. Tunst VLAN. 3aIuTa
2. VLAN Ha 0CHOBE MOPTOB. 1a00paTOpHBIX
3. VLAN Hna ocHose crangapra [EEE 802.1Q. pabot

4. Cratnueckue n nuHamudeckine VLAN.

5. Ilporokon GVRP. Q-in-Q VLAN.

6. VLAN Ha ocHOBE OPTOB U MPOTOKOJIOB —
cranaapt IEEE 802.1v.

7. Acmmmetpuanbsie VLAN.

8. dyukuus Traffic Segmentation.

Tema 5. @yHKIMY TOBBIIIECHUS HAAEKHOCTH 4/1 6/2 10/20 KoHcriekr,

Y IPOU3BOAUTEIBHOCTH COO0O0IIIEHHE,
1. TIpoTokomsr Spanning Tree. 3amura

2. Spanning Tree Protocol (STP). mabopPaTOPHBIX
3. Rapid Spanning Tree Protocol. pabot

4. Multiple Spanning Tree Protocol.

5. JlononHuUTENbHBIE QYHKINH 3aIUTHI OT NETEIb.
Oynkunu 6e3onacHoctu STP.

6. ArperupoBaHuE KaHAJIOB CBS3H.

Tema 6. ®yHK1MU o0ecnieueHUs 4/1 10/12 Kowucrexr,
0€30I1aCHOCTH U OTpaHUYCHUA JOCTYIIA K COO6H.I€HI/IG,
CETUu 3amuTra

1. Criucku ympasnenust goctyrom (ACL). J1a00PaTOPHBIX
2. OYHKIUE KOHTPOJIS HAJ[ TOAKIIOYCHHUEM Y3JI0B K pa60T

nopramMm KOMMYyTaTopa.
3. Ayrentuduxanus nonas3osareneid 802.1X. 802.1X

Guest VLAN.
4. Oynknuu 3ammthl HITY komMmyTaTopa.
Tema 7. @yHKUMH yIIpaBICHUA 4/1 2/0 8/9 Koncrexkr,
KOMMYTaToOpaMu cooOuieHue,
1. YopasneHne MHOXKECTBOM KOMMYTaTOpPOB. 3amura
2. Ilpotokon SNMP. nabopaTopHBIX
3. RMON (Remote Monitoring). pabot
4. Oyuxkuus Port Mirroring.
28/6 18/4 56/92
IIpomexxyTouHast aTTecTaluus Mo IUCUUILIINHE 3auer

4.2.ConepxaHue NPaKTHYECKUX (CEMUHAPCKHUX) 3aHATHI

[TpakTyeckue (ceMUHApCKUE) 3aHATUSL YIEOHBIM TJIAHOM HE MPETyCMOTPEHbI
4.3.Conepxxanue JJa00PATOPHBIX padoT

O6beMm | HanmeHOBaHKE TEMBI JAUCHUITIINHBI

HaunmenoBanme nabopatopHbIx paboT
4acoB

7/8 cemectp

JIabopaTtopHas pabora 1. «CereBoe 060py10BaHHE. 4/2 | Tema 2. HavampHas HacTpoiika




KommyTaTopsl.» KOMMYyTaTopa
2 | JJaboparopnas padota 2. «BupTyaibHbIe JIOKAIbHBIC 6/0 Tema 4. BupryanbHble JOKalbHBIE
cetd (VLAN)» cetu (VLAN)
3 | JJaboparopnas padota Ne3 «DyHKITUN MOBBIIICHUS 4/2 Tema 5. OyHKUMH  [OBBILICHUS
HAJEKHOCTH ITpou3BoauTenbHOCTH. [IpoTokon STP» Ha/IeKHOCTH U NIPONU3BOJUTCIILHOCTH
4 | JIabopatopHas pabota 4. «ArperupoBaHue KaHAJIOB)» 2/0 Tema 5. OyHKUMH  [OBBILICHUS
HaAC)KHOCTU U IPOU3BOANUTCIbHOCTHU
5 | Jlaboparopnas padota 5. «CTekupoBaHUE 2/0 | Tema 7. OyHKIHH yIpaBJIECHHUS]
KOMMYTaTOpPOB» KOMMYTaTOpaMu
Hroro 3a 7/8 cemectp | 18/4
Hroro | 18/4
5. Y4yeOHO-MeTOaAMYECKOE O0ecneyeHHe CaMOCTOATEIbHOM padoThl
o0yyarommxcs N0 MeKIUCHUIIIUHAPHOMY KYypCy
TexHoJI0rHYecKasi KAPTAa CAMOCTOSITEILHON padoThI CTY/IEHTA
.| Bun gearensnoctu ctyaenros | MTorosbiid mpoaykr | Cpencrsa u O6bem
Kon peanusyemoit .
(3aI[aHI/I;[ Ha CaMOCTOSTEJIbHYIO CaMOCTOATCIIbBHON TCXHOJIOTUH JacoB
KOMIICTCHIMH paboty) paboThI OLIEHKU
1 2 3 4 5
OK 1,0K 2, OK 56/92
3, 0K 4, OK 5, Brimonnenne nHAUBUAYaIbHBIX
OK 6, OK 7, . Y pedepar win
OK 8, OK-9, 3aJaHul B BUJIE pedepara miu COHCIIEKT co0ecenoBaHue
MK 2.1, TIK 2.2, | KOHCHEKTa Ha 3aJaHHYIO TeMy.
I1K 2.3, TIK 2.4
Hroro 3a 7/8 cemectp | 56/92
Hroro | 56/92

©CooNo~WNE

CoNoUA~AWNE

Jlureparypa: [1], [2], [3].

CoaepixaHue 3a1aHui JJIs1 CAMOCTOAATEILHOH padoThI
Temsl pedepaToB
OcobGennoctu padots! npoTokoia RSTP.
O030p COBpeMEHHBIX KOMMYTAaTOPOB.
@OyHKIMOHAIbHbIE BO3MOKHOCTH KOMMYTAaTOPOB 310 YPOBHS.
[TonsTHE KOMMYyTaLMH.
Kommyranus kaHanos.
KoMMmyTanus nakeros.
MeTtob! O11eHKH 3P PEKTUBHOCTH HH()OKOMMYHUKAIIMOHHBIX CETEH.
Tumnsl 1 4yacTOTa BOSHUKHOBEHUS OIIHMOOK B paboTe NH(OKOMMYHUKAIIMOHHBIX CETEH.
KouTpoab pyHk1noHnpoBaHus THPOKOMMYHUKALIMOHHBIX CETEH.

Bomnpocsl 111 CaMOKOHTPOJIsI
OcHOBHbBIE MOHATHS HH(POKOMMYHUKAITUOHHBIX CETEH.
OcCHOBHBIE XapaKTEPUCTUKH HH(HOKOMMYHUKAIIMOHHBIX CETEH.
Tomnomnorus cern.
[IponyckHasi cHOCOOHOCTH CETH.
Knacc nHpOKOMMYHUKAITMOHHBIX CETeH KaK OTKPBIThbIE HH(OPMAIIMOHHBIE CUCTEMBI.
Monenu u CTpyKTypbl HHPOKOMMYHHUKAIIMOHHBIX CETEH.
Tomnomnorus cetu Tuma 3Be3aa.
KonwmeBas TOOJIOTHS CETH.
[IInHHAs TOMOJIOTHS CETH.
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10. ITuxHO-3Be31000pa3Hast TOMOJIOTHUSI.

11. 3Be31000pa3HO-KOIBIIEBAST TOMOJIOTHS.

12. ®usnyeckasi COTOBasE TOMOJIOTHSI.

13. UuadopmarimoHHbIe PECypChI CETEH.

14. Vpasnsitomue y3ibl CETH.

15. ®opmartsl peICTaBICHUS JaHHBIX.

16. TeopeTuueckre OCHOBBI COBPEMEHHBIX NH()OKOMMYHUKALIMOHHBIX CETEH.
17. bazoBas 3TayioHHas MOJIeJ b MeXIyHapOIHOW OpraHU3allui CTaH/IapTOB.
18. Mexaynaponnas opranuzanus ctangaprusanun [SO.

19. IlpaBuia B3auMOACHCTBUS OOBEKTOB CETH.

20. CemuypoBHEBasi MOJIENIb OPTaHU3ALUH CETH.

21. KoMrioneHThl HHGOPMAIIMOHHBIX CETEH.

22. MapuipyTu3aTopsl.

23. MoCTBI 1 KOMMYTATOPHI.

24. KoMMYHUKAIIMOHHBIC TIOJICETH.
25. MOHOKaHaJILHBIE TIOJICETH.

26. [luknrueckre moIceTH.

27. Y3110BBI€ IOACETH.
28. Macka mmozceTu.
29. Tabnuia MapuIpyToB.

30. [psimast mapuIpyTr3anus

31. KocBeHHast MapuIpyTHU3alusl.

32. MeToap! MapmpyTH3ai HHPOPMAIIMOHHBIX TTOTOKOB.
33. OgHOMIAr OB MOJIX0 K MapUIPyTHU3ALIUH.

34. MapupyTu3zanus o yMOJTYaHHIo.

35. dukcupoBaHHAs MapUIPyTU3AIHSL.

36. [IpocTast MapmpyTH3aLHKS.

37. AnanTuBHas MapuIpyTH3aIUS.

38. Mapmpytuzanus ¢ nmomoiisio [P-anpecos.

39. MeTtoabl KOMMYTalluu HHPOPMAITHH.

40. TToHsiTHE KOMMYTAIINH.
41. KoMmmyTalust KaHajloB.

42. KoMmmyTamus cooOIeHui.

43. KoMMmyTamus nakeros.

44. KommyTanus AedTarpaMMHBIX TaKETOB.

45. KoMmyTanys nakeToB B BUPTyaJbHbIX KaHaJax.

46. Metonp! onieHKH 3(pPeKTHBHOCTH MHPOKOMMYHHKAIIMOHHBIX CETEH.
47. Tunsl ¥ yaCTOTa BOZHUKHOBEHUS OLIMOOK B pab0oTe NHPOKOMMYHHUKAIIMOHHBIX CETEH.
48. KonTposb GyHKIMOHUPOBAHUS HH()OKOMMYHHUKAIIMOHHBIX CETEH.
49. CereBble IPOrpaMMHBIE U TEXHUUECKUE CPEICTBA MH()OKOMMYHHUKAIIMOHHBIX CEeTeH.

6. MeToanueckue YKazaHusd QAJis oﬁyqammnxcsl M0 OCBOCHUI0O MEKIUCHUIIVIMHAPHOT0 KypcCa

MNuHoBanuoHHbIE 00pa3oBaTebHbIE TEXHOJOTHHU

Bun o6pa3oBaTtenbHBIX
TEXHOJIOTHH, CPEJICTB
repeayv 3HaHUM,
dbopMHUpOBaHHS YMEHHUH U
MIPAKTUYECKOTO OIBITA

Ne TeMbl / TEMa NEKIINH

Ne
nabopaTopHOi
paboTsI / 11eNb

Crnaia-neknuu

Tema 1. OcHOBBI HHPOKOMMYHHUKAIIMOHHBIX CETeil.
O6opynoBaHme

Crnaia-nexknuu

Tewma 2. HauanbHast HacTpolika KOMMyTaTropa

Craliig-nexmmun

Tema 4. Bupryanbssle nokanbsbsle cetd (VLAN)
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Tema 5. @yHKIMY TOBBIIECHUS HAJEKHOCTH U

Crnaia-neknuu
MIPOU3BOUTENHHOCTH

Tema 6. @yHkmn obecriedeHus: 0€30MaCHOCTH U

Crnaia-nexknuu
OTpaHWYCHUS JOCTYIA K CETH

Craiia-nekuuu Tema 7. @yHKIIMU yIpaBICHUS KOMMYTaTOPAMH

B Hawane cemecTpa cTyneHTaM HEOOXOIUMO O3HAKOMHUTHCA C TEXHOJIOTHMYECKOH KapTou
JTUCHUIUIMHBI, BBISICHUTBH, KaKHUE€ PE3yJIbTaTbl OCBOCHUS JMCUMIUIMHBI 3asBJICHBl (3HAHUS, YMEHWUS,
MPAKTUYECKHUH OmbIT). [IJis yCHEIHOro OCBOCHUS AUCUHUIUIMHBI CTYJE€HTaM HEOOXOJUMO BBHIOJIHHUTD
3aJlaHusl, TPEIyCMOTPEHHBbIe pabouell ydeOHOW MPOrpaMMON JAUCHUIUIMHBI U MPOUTH KOHTPOJILHBIC
TOYKH B CPOKH, YKa3aHHbIE B TeXHoJoruueckoil kapre (pasgen 11). OT kauecTBa M MOJHOTHI UX
BBITIOJTHEHUST OYAET 3aBUCETh YpPOBEHb CGHOPMUPOBAHHOCTH KOMIICTCHIIMM W OICHKA TEKYIIeH
ycneBaeMoCTH Mo jaucuuivinHe. [lo wToram Tekymiei ycreBaeMOCTH CTYIEHTY MOKET ObITh
BBICTABJIEHA OLICHKA MO IMPOMEXKYTOYHOW aTTECTALMHU, €CIIH 3TO MPEAYCMOTPEHO TEXHOJIOTMYECKOMN
KapToil nuciuIuinHbl. COUCKHU y4eOHBIX MOCOOMM, Hay4HBIX TPYIOB, KOTOPbIE CTYJEHTaM CIIEAYyeT
MPOYECTh U 3aKOHCIIEKTUPOBATh, TEMbI TPAKTUYECKUX 3aHITUN U BONPOCH K HUM, BOIIPOCHI K 3a4ETY U
Ipyrue HeoOXOJUMble MaTepualibl YKa3aHbl B pa3pabOTaHHOM MJig JAAHHOW UCHUIUIMHBI y4eOHO-
METOANYECKOM KOMILIEKCE.

OcHoBHOM (OpMOIi OCBOEHUS TUCIUILIMHBI SBJISETCS KOHTaKTHAs paboTa ¢ MpernojiaBaTesiem -
JICKIMH, J1Ta0OpaTOpHbIe PabOThI, KOHCYJAbTaMU (B TOM YHCJIC HHAWBUAYyaJbHbIC), B TOM YHCJIC
MIPOBOJIUMBIE C IPUMEHEHUEM JUCTAHIMOHHBIX TEXHOJIOTUH.

[To pucuuniaumHe dYacTh TeM (pa3lenoB) H3y4yaeTcs CTYJAEHTaMH CaMOCTOSITEIIBHO.
CaMocrosTenbHass padoTa MpeaycMaTpUBAaeT MOATOTOBKY K ayAHTOPHBIM 3aHSTHSIM, BBIIOJIHEHUE
3aaHuil (MMCBMEHHBIX pPabOT, TBOPYECKUX TMPOEKTOB U JIp.) MOATOTOBKY K IPOMEKYTOUHOH
aTTecTanuu (3a4ery).

Ha nexunuoHHBIX 3aHATHUAX BBIPA0ATHIBAIOTCS HABBIKM M YMEHHUS OOydaromuxcs II0
MPUMEHEHUIO TIONYyYEHHBIX 3HAHUW B KOHKPETHBIX CHTYaIUsX, CBS3aHHBIX C Oyaymiei
npoecCHOHATBHON  ACSITeNbHOCThIO. [0  OKOHUAaHWW M3Y4YCHHS] JUCIUIUIMHBI  TIPOBOJMTCS
MPOMEXKYTOYHAsI aTTECTAIUs (3a4eT).

PerynsipHoe mocelnieHne ayauTOPHBIX 3aHATHH HE TOJBKO CIHOCOOCTBYET YCIEHUTHOMY
OBIIQJICHUIO 3HAHHUSAMH, HO W TIOMOTaeT OpraHW30BaTh BpeMs, T.K. BCE€ BUABl y4YEOHBIX 3aHITUN
pacnpeziesieHbl B CEMeCTpe MIIaHOMEPHO, C Y4€TOM HEOOXOAUMBIX BPEMEHHBIX 3aTpar.

6.1. MeTonuyeckue yKazaHusi JUIsi 00y4aIOMIMXCS M0 OCBOEHUI0 MEKIUCIUTIMHAPHOTO
KYpCa Ha NPaKTHYeCKUX (CEMUHAPCKHUX) 3aHATHSX, J1a00paTOpHBIX padoTax
[TpakTyeckue (ceMUHapCKUe) 3aHATUS YUEOHBIM IJIAHOM HE MPEeTyCMOTPEHbI

JlabopaTopHbie padoThl

HaumeHnoBanue 1ab0opaTopHbIX 3ananue no 1ab0paToOpHBIM paboTam
pabot

1 | JlaGoparopHas  pabora  Nel. | l. U3yuuts Teopuio.
CeTeBoe O60py)10BaHI/Ie 2. Tlo3nmakoMutecsi ¢ o0OOpyAOBaHHWEM CTeHAA. 3HATh Ha3HAYEHUS

00opynoBaHus U cepsl
KommyTartopsl.
MPUMEHEHHU. 3HaTh KITIOYeBbIe 0COOEHHOCTH 000PYI0BaHUS.
3. BrImoIHUTE 3aaHusA COrJJaCHO MCETOJUYCCKHUM PEKOMCHAAIUAM U
0(hOPMHUTE HX B OTYET.
4. TlpousBecTH NOAKIIOYEHHE K KOMMYTALMOHHOMY OOOpYZOBaHHIO
Pa3IMYHBIMK CIIOCOOAMHU.
5. [lo3HakOMUTCS ¢ HHTEPHENCOM U CIIUCKOM OCHOBHBIX KOMAaH/I.
6. OTBETHTb Ha KOHTPOJIBHBIC BOTIPOCHL.
7. Cnath 0pOpMIICHHBIH OTYET MPENOABATENI0 H 3aLIMTHTh PadoTy.

2 | JlaboparopHas pabota 2. | 1. Myanrs teopuio.
«BI/IpTyaJ'IBHBIC JIOKAJIbHBIE CETH 2. BBIMOTHUTH 3aJaHUS COTJACHO METOAMYECKHM PEKOMEHIAIUSIM U

O(MPOPMHUTH UX B OTUCT.
(VLAN)» bop

3. [ToAKTIOUUTHCSA K KOMMYTAaTOpaM U HAaCTPOUTH UX COTJIACHO CXEMaM.
4. Tlponssectn HacTpoiiky VLAN Ha 0CHOBE MOPTOB
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5. Ipoussectu VLAN na ocHose crangapta IEEE 802.1Q

6. ONTUMHU3UPOBATH HACTPOUKH KOMMYTATOPOB C OOJIBIIAM KOJIUIECTBOM
VLAN

7. OTBETUTH HA KOHTPOJILHBIC BOTIPOCHI.

8. Cnate ohopMIIEHHBIH OTYET MPETIOAaBaTEINI0 U 3AIUTHTE PaboTy.

3 1. 3yuuts Teopuio.
2. BpIMOTHWTH 3alaHMS COTJIACHO METOAWYECKHM PEKOMCHIALMSIM H
JlaGopatopHas pabota Ne3 ;)CI)EIPMHTBVHXBOT‘JCT- RSTP (LEEE $02.1w)
«DVHKIIIH HoBbIIIeHus > [AcTpoliKa npoTokona dw).
YHKIL 0 © 4. Hactpoiika npotokosa MSTP (IEEE 802.1s) nns xaxmoit VLAN.
HaZICKHOCTH IPOU3BOIUTCIBHOCTH, 5 Hacrpoiika mpotoxona MSTP (IEEE 802.1s) ans OamnaHcHpoBKH
[Iporokon STP» HAIPY3KH.

6. OTBETUTH HAa KOHTPOJIBHBIE BONIPOCHI.
7. Cnatb 0opopMIICHHBIH OTYET NPETIOABATEINIO U 3aIIUTHTh paloTy.

4 | JlTabopaTopHas paborta 4. | 1. U3yunts Teopuio.
«Arpel“I/IpOBaHI/Ie KaHAJIOBY 2. BEITOIHUTH 3aJaHus COrjlJaCHO METOAUYECKHM PEKOMEHIAIUAM H

0pOPMHTE UX B OTUET.

3. IToAKITIOYUTECS K KOMMYTaTOpaM U HACTPOHUTH MX COTJIACHO CXEMaM.

4. HacTpoiika CTaTH4eCKOTO arperupoBaHis KaHAIOB.

5. Hacrpoiika muHamMudeckoro arperupoBanus kanaios (LACP).

6. Hactpoiika muramudeckoro arperuposanus kaHaimoB (LACP) mpu
pacrpe/ieIeHIH KaHaJIoB

MEXIy TpeMsi KOMMYTaTOpaMH.

7. OTBETUTH HAa KOHTPOJIBHBIE BOTIPOCH.

8. Cnath 0(hopMIICHHBI OTYET MPETOAABATEIIO U 3AUTHTE PaboTYy.

5 | JlabopaTopHas paborta 5. | 1. Usy4uts Teoputo.

«CTGKI/IpOBaHI/Ie KOMMYTAaTOPOBY 2. BbINOTHUTH 3aJaHUS COTJACHO METOAMYECKHM PEKOMEHIAIUSIM U
0(QOPMHTH UX B OTUET.

3. Ha INPAKTUKC OCBOUTH TCXHOJIOIMU CTCKUPOBAHUA uer[otn(oﬁ u
KOJIBIIOM.

4. I3y9nTh TEXHOJIOTUIO BUPTYAIBHOTO CTCKUPOBAHMS.

5. OTBeTUTH Ha KOHTPOJIbHBIC BOIIPOCHI.

6. Cnatb 0opOpMIICHHBIN OTYET IPENOaBaTENO U 3aIIUTHTE PadoTy.

JlaboparopHbie pabOThHI 00€CTIEYNBAIOT:

¢dbopMUpOBaHNE YMEHUH M HaBBIKOB OOpallleHus ¢ MpuOoOpaMu U JIPYrUM O0OOPYIOBAHHUEM,
JEMOHCTPALMIO MPUMEHEHHUs] TEOPeTUYEeCKMX 3HAaHMH Ha IpakTHKe, 3aKpelyieHHue U yriayOseHue
TEOPETUYECKUX 3HAHUM, KOHTPOJb 3HAaHMM M yYMEHUH B (OPMYJIHMPOBAHMU BBIBOJIOB, pPa3BUTHE
MHTEpECca K N3y4aeMOM TUCLHUIIINHE.

[Ipumenenue maboOpaTOpHBIX pabOT TMO3BOJISET BOBJIEYhL B AaKTUBHYIO paboOTy Bcex
oOyuyaroluxcst Tpymnibl U CPOPMUPOBATH UHTEPEC K U3YUEHUIO TUCIUIINHBI.

CamocTosTeNbHBIN MOMCK OTBETOB Ha MOCTABJICHHBIE BOIIPOCHI U 337a4H B X0/1€ J1a00paToOpHO
paboThl MPHOOPETAIOT 0COOYIO0 3HAUMMOCTD B BOCIIPUSITUN, TIOHUMAaHUU COJIEPKaHUS AUCIIUILIIUHBI.

W3yueHHbIlli Ha JeKUUSAX MaTepualn Jy4llle YycBauBaeTcs, JabopaTopHble pabOThI
J€MOHCTPUPYIOT MPAKTUYECKOE UX IMPUMEHEHHE.

6.2. MeToanyeckue yKa3aHus 1Jisl BbINOJHEHUS] KOHTPOJIBHBIX PadoT (MMChbMEHHBIX
pador)
KonTponbHas paboTta yueOHbIM IJIAaHOM HE IIPEeTyCMOTpEHa

6.3. MeTonnueckue yKazanus [1Jisl BbINOJHEHUs] KYPCOBBIX padoT (IIP0EKTOB)
KypcoBas pabota y4eOHBIM IUIaHOM HE NPeyCMOTpEHa

7. DOH] OLIEHOYHBIX CPEICTB /ISl MPOBEJIEHHs MPOMEKYTOYHON aTTECTAIIMH 00YYAKIIUXCS 10
JAUCIUTIHHE (324€T)
@OH/BI OILCHOYHBIX CPEJACTB, MO3BOJSIONUIME OICHUTh YPOBCHb CHOPMHUPOBAHHOCTH
KOMIICTEHITHI M PE3yJIbTaThl OCBOCHHUS TUCIIUILIMHBI, IPEICTABICHBI CIICTYIOIINMHA KOMITOHEHTAMH:
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Kon onenuBaemoii | Tun koHTpoOis Bupg xouTpons KonnuecTBOR71€EMEHTOB
KOMIIETEHINH , wm.
OK-1 TEeKYyIIUH YCTHBIH OITPOC 1-5
OK-2 TEKYILIHHA YCTHBIN OTIPOC 6-10
OK-3 TEKYILUN YCTHBIH OIIpOC 11-15
OK-4 TEeKYyIIUH YCTHBIA OIIPOC 16-21
OK-5 TEKYILIUI YCTHBIH OIIpOC 22-25
OK-6 TEKYIIUN YCTHBIN OIpocC 26-33
OK-7 TEeKYyIIUH YCTHBIH OIIPOC 34-39
OK-8 TEKYILUI YCTHBIH OIIpOC 40-45
OK-9 TEKYIIHH YCTHBIH OIpOC 46-49
[1K-2.1 TeKYIIHi YCTHBIHN OIpOC 50-54
I1K-2.2 TEKYIIIHA YCTHBIN OIPOC 55-59
I1K-2.3 TEKYIIIHA YCTHBIN OIPOC 60-66
[1K-2.4 TEKYIIHi YCTHBIHN OIpOC 67-73
IIPOMEXYTOUHBII TECT 1-73

7.1. OneHoYHbIE CpeacTea AJisi TCKyYIIEro KOHTPOJId yCnneBaeMocCTu, HpOMe)KyTO‘lHOﬁ

aTTeCTalMy 10 UTOraM OCBOCHUA JUCHUIIJIMHBI

Pe3syabTarsl ocBOCHUSA
AUCHHUILIMHBI

Onenounblie cpeacrea

3naem:
- TEXHOJIOTHIO BEIEHUSA OTYETHON
nokymenrtauu (OK-1);

- KIacCH(pUKALHUIO IIPOrPAMMHOTO
o0ecreyeH s CeTeBBIX
TEXHOJIOTHIA, U 00JIaCTh €ro
npumenenus (OK-2);

- MMOPAAOK HMCIIOJIb30BAHUA
kiactepos (OK-3);

- IOPAAOK MOHHUTOPHUHTA U
HaCTpOﬁKH IPOU3BOAUTEIIBHOCTHU
(OK-4);

- THITBI CEPBEPOB, TEXHOJIOTHIO
"kueHt-cepsep” (OK-5);

- OIICHKY CTOMMOCTH
MMporpaMMHOTO obecrieueHus B
3aBUCHUMOCTH OT CII0c0o0a U MecTa

. YKaXXUTE YPOBEHb, OTCYTCTBYIOIIUI B TPEXYPOBHEBOU UEPAPXUUECKON MOJIEIIN CETH:
YPOBEHB JAOCTYIIA;
YPOBEHb PacIpelelICHNs/arperarim;
YPOBEHB HOATBEPKICHHUSI.
OyHKIUSA YyIPaBICHUS JOCTYIIOM I0JIb30BaTeNe! U MONUTHKAMH CETH B TPEXYPOBHEBOMH|
iepapXHYeCKON MOJEIHN CETH BBINOIHAETCS HA YPOBHE:
JIOCTyTa;
pacmpeeneHus/arperaiuu;
a1pa.
[IMupoxoBewmaTenbHble KaApbl— 3TO KaJIphl,
. IIepeJaBacMble Ha BCE CEPBEPHI BCEX JOCTYIIHBIX CETEH
. TIepelaBaeMble Ha BCE y3JIbl BCEX JOCTYIHBIX CETEH
. IIepeJaBaeMble Ha BCE Y3JIbl CETU
OCHOBHBIM MacTEpOM IIPU CTEKMPOBAaHUK KOMMYyTaTopoB D-Link cranoBuTCs

2

b

C

3

2

b

C

A

OMMYTaTop:

E C HaMEHBIIINM 3HaYCHUEM IIPHOPUTETA.

N o e

. C HauOOJBIINM 3HAYCHHUEM MPHOPUTETA.
. C HyJICBBIM 3HaYCHHEM IPUOPHUTETA
. [omp3oBatTenbCcKue JaHHBIC B TPEXYPOBHEBOM HEPapXUUECKON MOJICIN CETH
OpabaThIBalOTCS HA YPOBHE:
. JIOCTyTIa;
pacrpenenenus/arperaiuu;
szpa.
K YHUCITy CaMbIX aKTyaJIbHbBIX npo6neM, KOTOPBIC CO3Ta0T KOMMYTAallMOHHBIC NIETJIN, HE
THOCSITCSL:
IIHPOKOBEIIATEIBHBIC ITOPMEI;




ero ucnoib3oBanus (OK-6).

- TIOPSIIOK U OCHOBBI
JIMIEH3UPOBAHUS TPOIPAMMHOIO
obecneuenus (OK-7, OK-8);

- OCHOBHBIE HAIPABJIEHHUS
AIMUHUCTPUPOBAHUS
KoMTIbIOTEepHBIX ceTeit (OK-9);

- cIt0coOBI YCTAaHOBKH U
yIpaBJICHHUSI CEPBEPOM; YTUIUTHI,
(yHKIMH, yaIeHHOE yIIpaBICHHE
cepsepom (ITK-2.1);

- TEXHOJIOTHHU 0€30MaCHOCTH,
MPOTOKOJIBI aBTOPH3ALIUH,
KOH(HICHIINATBHOCTD U
0e30MmacHOCTh TpH paboTe B web
(I1IK-2.2);

- QITOPUTM aBTOMATH3AIHH 3319
obcnyxuBanus (I1K-2.3);

- IOPAJIOK B3aUMOJEHCTBUS
Pa3IMYHBIX ONEPAIMOHHBIX
cucrem (I1K-2.4).
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. MHOXECTBEHHBIC KOIIHH KaPOB;

C. I[IMPOKOBELIATEIbHbIE IETIIH.

7. Koudwurypanus cBA3yIOIIEro 1epeBa CTPOUTCS KOMMYTAaTOpaMU aBTOMaTHYECKH C
UCIIONB30BaHHEM

a. MOJAKIIOYEeHHEM accuMeTpuuHbXx VLAN

b. monmepxannem pa6otst IGMP Snooping

C. oOmeHa ciyxeOHbiME Kanpamu Bridge Protocol Data Units (BPDU)

8.  CymectByioT Tpu Mozaenu peanuzanuu QoS B ceTH. YKaXUTe Cpe/iu MepednclICHHBIX
HECYIECTBYIOIYIO MOJENb!

a. [apanTHpoBaHHas NOCTaBKa JaHHBIX

b. WurerpupoBaHHsle yciayru

c. uddepenuupoanHoe o0CTyKUBaHHE

0. YkaxuTe HEBEPHO YKa3aHHYIO KaTETOPHUI0 KOMMYTAaTOPOB (110 BO3MOKHOCTH
yIIpaBIICHIS):

Q. HeynpaBIsieMble KOMMYTaTOPHI;

.  ympaBisieMble KOMMYTATODHI;

C.  YIpPaBISIOLINE KOMMYTATOPBL.

10. Texnonorus SIM no3BossieT:

a. YCTpaHUTh OTPAaHMYEHUs HAa MOJIEIIM KOMMYTaTOpPOB, O0BEIUHIEMBIX B CTEK;

b. ymenpmuTs KonmuuecTBo ynpasnstonmx |P-anpecos B cetu;

C. HCTONB30BaTh B CTeKe He Oosiee 12 KOMMYTaToOpoB

11. Mexanusm ynpasieHus neperpyskamu (Congestion management) Bxirouaet
HECKOJIbKO MEXaHU3MOB 00CITy)KUBaHHUs ouepeiell. YKaKUTe Cpeliu ePeUUCICHHBIX
HECYIIECTBYIOIINN MEXaHU3M:

a. wmexanmsm LIFO (Last-In, First-Out)

b. ouepenu npuopureros (Priority Queuing)

C. B3BEIICHHBIH anroput™ kpyrosoro oocnyxusanus (Weighted Round Robin, WRR)
12. Tpu nogximroueHnH K MenHoMy (pasbeM RJ-45) mopty Ethernet kommyTaropa,
MOAJIePKHUBAIONIEro ()YHKIMIO aBTOMaTHIECKOro olpenesieHus nojsipaocty, Ethernet-
COBMECTHMBIX CEPBEPOB, MaPILIPYTU3ATOPOB WM Pa0OYHX CTAHIMH, MOXKHO HUCIIOJIB30BaTh
a. TOJBKOMIPSMOI THII Kabes

b. TombKO KPOCCOBBII THIT Kabest

C. nro0o# (IIpsSIMOM MM KPOCCOBBIH) THI Kabes

13. HauBblcmmii ypoBeHb NPUBHUIICTHH B YUSTHBIX 3alIHCSX MOJIB30BATEISI HMEET
YPOBEHB:

a. Admin

b. Operator

c. User

Ymeem:

- yCTaHaBJIMBATh U
KOH(QUTypHpOBaTh aHTUBUPYCHOE
IporpaMMHOE oOecTedeHue,
IporpaMMHOe obecrieueHne 6a3
JIaHHBIX, IPOTPAMMHOE
obecnieuerne Mmonutopunra (OK-1,
OK-2, OK-3);

- obecrieuynBaTh 3ALIUTY MIPH
MOAKIIIOYEHUU K NHPOPMAIIMOHHO-
TENIEKOMMYHHUKAIIHOHHOM CETH
"UntepHer" (nanee - ceTh
WHTtepHeT) cpencrBamu
omepanuonHoi cucremsl (OK-4,
OK-9);

14. Co3marh yYETHYIO 3aIUCh TTOJIB30BATEIsI MOYKHO C TIOMOIIBIO CIICAYIOIICH KOMaHIbI
CLI:

a.  config account <usernamie> {encrypt [plain_text | sha_1] <password>}

b. create account [admin | operator | user] <username 15>

c. Enter a case-sensitive new password:

15. [lns 3arpysku koHdurypauuu Ha kommyratop DES-3528 ucnosb3yercs
clielyronias KoMaHa

a. upload cfg_toTFTP <ipaddr> <path_filename 64>

b. download cfg_fromTFTP <ipaddr> <path_filename 64>

c. DES-3528#upload cfg_toTFTP 10.48.74.121 /cfg/setting.txt

16. KoMrmiekcHBIH MOAX0 K PEIICHHIO BOIIPOCOB obecriedeHus OezomacHocTH End-t0-
End Security (E2ES) Bkirouaer B ce0s1 HECKOJIBKO pelIeHNH. YKaXKUTe HECYIIECTBYOLIEe
pelIeHNE U3 TIEPEUHCIICHHBIX HIDKE:

a. Client Security («3amura 110600 T0JIB30BATENIS)

b. Endpoint Security («3amura KOHEYHOTO TTOIB30BATEIS»)

c. Gateway Security («3amuTa cpeacTBAMU MEKCETEBBIX DKPAHOBY)

17. Pemenune Endpoint Security BkimrodaeT cienyromue GyHKIIUN, 00eCcTIeYnBaronnue
ayTeHTH(UKAITUIO ¥ aBTOPHU3AINIO MOJIH30BaTENIeH, KOHTPOIb HaJ TpauKoOM, y3IaMu H
HX azpecanyeil B ceTH. YKaxxknuTe QyHKIHIO, OTHOCAIIYIOCSA K (QYHKIIMY ayTeHTU(UKAITIH
TI0JIb30BaTeIIeH:

a. Access Control List (ACL);

b. IP-MAC-Port Binding (IMPB);

c. MAC-based Access Control (MAC);




- pEeTUCTpUPOBATH NOJAKIIOYCHUE K

JIOMEHY, BECTH OTYETHYIO
nokymenraiuio (OK-5, OK-6);

- PacCUHTHIBATH CTOMMOCTb
JIMTIEH3HOHHOTO TIPOTPAMMHOTO
obecreueHus CeTeEBOI
uappactpykrypsr (OK-7, OK-8);

- aJIMUHHCTPHPOBATH JIOKAJIbHbIC
BeruncauTensHbie cet (11K 2.1);

- IPUHHUMATh MEpBHI 110
YCTPaHEHHUIO BO3MOXKHBIX COOEB
(IIK 2.2);

- YCTaHABJIMBATh
uHpopmannoHHyro cucremy (I1K
2.3);

- CO37aBaTh U KOHPUTYPUPOBATh
YYC€THBIC 3alTUCU OTACIIbHBIX
10JIb30BaTENEH U
nosb3oBatensekux rpym (ITK
2.4);
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18. VYkaxuTe HECYIIECTBYIOLIYIO TEXHOJIOTHIO CO3/IaHUS PE3EPBHBIX CBSI3eH MEXIY
KOMMYTaTOpaMH ([UIs IIOBBIIICHNS] HAAEKHOCTH U MIPOU3BOAUTEILHOCTH)
a. pe3epBHPOBAHKE COSTMHEHHMI C MOMOLIBIO IIPOTOKOJIOB ceMeiicTBa Spanning Tree
b. GamancupoBKa Harpys3kw, oGeCIEUHBAIOIIAs MAPAIUICIbHYIO MepeAady AAHHBIX IO
BCEM JIbTEPHATHBHBIM COCIUHEHHSIM C TIOMOIIBI0 MEXaHU3Ma arpernpoBaHus OPTOB
OaaHCHpOBKa HAarpy3KH, 0OeCIEUHBAIOIIas MapauIeIbHYI0 Nepefady JaHHBIX M0 BCEM
IBTEPHATHBHBIM COCJMHEHHSIM C IOMOIIIBIO MEXaHU3Ma OJIOKUPOBKH OPTOB
19. Jlnst 3arpy3Kku MpomMBKY Ha KomMyTtaTop Moaenu DES- 3528 ucnonssyercs
ClIeAyIOIas KOMaHIA:
a.  download firmware_fromTFTP <ipaddr> <path_filename 64> {image_id <int 1-2>}
p. show firmware information
config firmware image_id <int 1-2> boot_up
20.VxaxxnuTe HeCymecTBYmui il kaapos BPDU
a. Topology Configuration BPDU (TCBPDU);
b. Topology Change Natification (TCN) BPDU;
c. Topology Change Notification Acknowledgement (TCA).
21.VxaxuTe TaiiMep, KOTOPHII He HCIONB3yeTcs B mpoTokoine STP:
a. Hello Time
b. Max Age.
c. End Time.
22.B Tononoruu. RSTP ucnons3yetcst cocrostaue Discarding («OTOpackiBaHme») 3a CUeT
00BETUHEHHUS COCTOSHHUIA, CToNIb3yeMbie B STP. Ykaxure npaBUIbHBINA HA00D
00BEANHIEMBIX COCTOSTHHMA:
a. Disabled, Blocking, Listening
b. Disabled, Blocking, Learning
c. Disabled, Learning, Listening
23. VYKaXuTe MEXaHW3M, KOTOPBIH HE HCIOIb3YETCS B CTEKHPYEMBIX KOMMYyTaTopax D-
Link a7st moBBIIIEHUS 0TKAa30yCTOMYMBOCTH U TIPOU3BOJUTEILHOCTH CTEKA:
a. Mexanusm Resilient Master Technology
b. mexanusm SmartPhon
C. TexHoyorus SmartRoute
24.Bp100p aKTUBHOI TOMOJIOTUH 3aBepLIaeTCs IPUCBOCHUEM IpoTokosioM RSTP
OTIpeJICJIEHHOM POJIH KaXKAOMY HOPTY. YKaXHUTE HECYIECTBYIOIIYIO POJIb:
a. kopaesoi mopT (Root Port);
b. o6yuarommuiics opt (Learning Port)
c. HasHaueHHEIH mopT (Designated Port);
25. KoMMyTaTopsl, MoJIep>KHUBAIOIIIE ATOT IPOTOKOJI, JOJDKHBI XPaHUTh TaOJIUILY,
CBSI3BIBAIOINYIO HACHTUPHKATOPHI TopToB PVID ¢ nnenrupukatopamu VID cern:
a. HaocHoBe cranaapra IEEE 802.1ad (Q-in-Q VLAN);
b. Ha ocHoBe moptoB u nporokosioB |[EEE 802.1v;
c. HaocHoBe cranmapra |[EEE 802.1Q;
26. Ykaxure posib, KOTOpas HA3HAYAETCS MOPTaM, KOTOPBIE MOKITIOYAIOTCS K
BHYTPEHHEH CeTH MpoBaiiJiepa Win IpyriuM IpaHUuHBIM KOMMYyTaTopam (B GpyHkuumsax Q-

in-Q);

a. NNI
b. UNI
c. DNI

Hmeem npakmuueckuii onvim:
- HACTPOMKHM cepBepa n pabodunx
CTaHIMH JUIsI O€30TacHOM
nepenauu nHpopmanuu (OK-1,
OK-2, OK-3, OK-4, OK-5);

- ycraHoBkHu web-cepsepa (OK-6,
OK-7, OK-8, OK-9);

- OpraHM3aliu J0CTyma K
JIOKJIBHBIM U TJI00AIbHBIM CETM
(TIK 2.1);

- COIIPOBOXK/ICHUS U KOHTPOJISI
UCIIOJIb30BAHUSI TIOYTOBOTO
cepBepa, SQL-cepsepa (I1K 2.2);
- cOopa TaHHBIX JJIs aHAJK3a
WCTIOJIb30BAHUS 1

3amuTa 1abopaTopHBIX padoT.
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(hYHKIIMOHHPOBAHUS MIPOTPAMMHO-
TEXHHYECKUX CPE/ICTB
koMmmbioTepHbIx cereit (TTK 2.3);

- pacdera CTOMMOCTH
JHULEH3UOHHOTO MPOrPAMMHOTO
o0ecrie4eHns1 CEeTeBOH
nadpactpyktyps! (I1IK 2.4).

7.2. MeToan4yeckne peKOMEHIAIMHU K OlpeieIeHUI0 MPoueaypbl OlleHUBAHUS 3HAHUM,
YMEHHUIi, HABBIKOB U (MJIH) ONBITA 1eATeIbHOCTH, XapaKkTepu3yommx (opMUpoBaHue
KOMIIeTeHIN i

Pabouas yuebHas mporpamma AUCHUIUIMHBI COJAEPKUT CIEIYIOUTUE CTPYKTYPHBIEC 3JIEMEHTHI:

- MepeueHb KOMIETeHIH, (OPMUPYEMBIX B pe3yJIbTaTe U3yuyeHUsl AUCHUILIUHBI C YKa3aHUEM
3TarnoB UX (OPMUPOBAHUS B TIPOIIECCE OCBOCHHS 00pa30BaTEIbHON MTPOTPaMMBI;

- TUIIOBBbIE KOHTPOJIbHBIC 33JaHUsI UM MHBIE MaTepUabl, HEOOXOAUMBIE JIJIsl OLEHKHU 3HAHUU,
YMCHHI, HaBBIKOB W (WIHM) OMbBITA ACSATEIBHOCTH, XapaKTePH3YIOIIUX ATambl (OPMUPOBAHUS
KOMIIETEHIIM B MpOIleccCe OCBOEHUs 00pa3oBaTelbHOW MpOrpaMMbl (Janee—3anaHus). 3aJaHus IO
Ka)XJI0M KOMITETCHIIUU, KaK TIPaBUIIO, HE JOJHKHBI TIOBTOPSITHCSI.

TpeboBanust o GOPMUPOBAHUIO 33/1aHUS HA OLIEHKY 3HAHUU:

- o0Oyyarommuicsi TOJKEH BOCIPOM3BOAMTH M OOBSCHATH y4eOHBI Marepual ¢ TpeOdyemoin
CTENEHbIO HAYYHOU TOYHOCTH U MOJHOTHI,

- MIPUMEHSIIOTCSA CPEACTBA OIICHUBAHMS KOMIIETEHIIMNA: TECTUPOBAHUE, BOIIPOCHI IO OCHOBHBIM
MOHATUSAM JUCUUILIUHBI U T.I1.

TpeGoBanus 10 HOPMUPOBAHMIO 3aaHKs Ha onerky YMEHUM:

- oOyuaromuiics JODKEH  pelaTh TUIOBbIE 3a/adydl (BBIMOJHATH 3aJaHHs) HA OCHOBE
BOCITPOM3BEICHUSI CTAHIAPTHBIX aJITOPUTMOB PEIICHNUS;

- IPUMEHSIOTCS CIENYIOLIUE CPEACTBA OLEHUBAHMS KOMIIETCHIIMI: MPOCThIE CUTYallMOHHbIE
3amaun (3aJaHus) C KOPOTKHUM OTBETOM WJIM TMPOCTHIM JIEUCTBHEM, YIPaKHEHHS, 3aJaHus Ha
COOTBETCTBHUE WJIM HA YCTAHOBJIEHUE MPABUIBHON MOCIIEI0BATEIbHOCTH, 3CCE U JIPYTOE.

TpeboBarmsi 1o (OpMHpPOBaHWIO 3aJaHus Ha OmeHKy HaBeikoB W (mmm) OIIBITA
JNEATEJIBHOCTU:

- oOyyJarouuics JODKEH pelaTh YCIOKHEHHBIC 3a7adyd (BBITIOJHATH 3a/IaHMs) HA OCHOBE
MPUOOPETEHHBIX 3HAHUHM, YMEHHI U HABBIKOB, C UX MPUMEHEHHEM B ONPEICIICHHBIX CUTYaIUsX;

- TIPUMEHSIOTCS CPEJICTBA OLICHMBAHUSI KOMIIETCHIIWI: 3aJaHusi TPeOyIOIMe MHOTOIIArOBBIX
pelieHni Kak B M3BECTHOM, TaK M B HECTAHJAPTHOW CHUTyalMsX, 3aJaHHs, TpeOyIollrue MO3TaHOro
pelieHuss U pa3BEpPHYTOTO OTBETA, CUTYAI[MOHHBIC 3aJa4M, MPOEKTHAsl ACSITENbHOCTh, 3aJaHus
pacuetHo-Tpaduueckoro tumna. CpeacTBa OIEHUBAHHUS KOMIIETEHIIMA BBIOMPAIOTCS B COOTBETCTBUU C
3asIBIIGHHBIMH PE3yJbTaTaMU 00y4YeHUS MO0 AUCIUILITHHE.

[Iponienypa BBICTaBICHUSI OIEHKH JOBOIUTCS 1O CBEACHHS OOYYArONIMXCS B TEUEHUE MecAlla C
Hayaja U3y4eHHUsl JUCLUMIUIMHBI IMyTEM O3HAKOMIIEHHMS! MX C T€XHOJOTWYECKOW KapTOW AMCIUIUIMHBI,
KOTOpast SBJSIETCS HEOTHEMJIEMON YacThI0 pabouel yueOHOM TPOrpaMMbl 10 JUCITUTUIHHE.

B pesynbrare orneHuBaHUS KOMIETCHIIMI Ha pa3IUYHBIX JTanax HXx (opmMupoBaHHS TIO
JTUCIUTIIMHE CTYICHTY HAYHMCIISIOTCS OalIbl 1O IIKaJie, yKa3aHHOHM B pabouel yueOHOM mporpamme 1o
JTUCLUTIIUHE.

7.3. Onucanue nokasaresjieil 1 KpUTepHeB OLeHNBaHUSL (POPMHUPOBAHNS KOMIIETCHIIUHH,
ONMCAaHUEe IIKAJ OLCHUBAHUSA
VYCnemHocTs yCBOCHMS AMCLUIUIMHBL XapaKTEPU3YEeTCsl KaYEeCTBEHHOW OLEHKOW Ha OCHOBE
JIUCTa OIICHKH C(l)OpMI/IpOBaHHOCTI/I KOMHGTGHHHﬁ, KOTOpBIﬁ ABJIACTCA IPUITOKCHUEM K 3a4CTHO-
9K3aMEHALlMOHHOHN BEJOMOCTH IIPHU IPOBEICHUH ITPOMEKYTOUHON aTTECTALUU 110 NUCLUILINHE.

Kpurepun oueHMBaHUsI KOMIIeTEH M
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Komnemenyuss cuumaemcsa cgpopmupoeannoil, €cliu TEOPETUUYECKOEe COJAEpKaHHE Kypca
OCBOEHO TMOJIHOCTHIO; NMPH YCTHBIX COOECEIOBAHMUSX CTYIEHT HMCUEpIBIBAIOLIE, MOCIEA0BATEIBHO,
YEeTKO M JIOTUYECKHM CTPOWHO H3JaraeT y4eOHBbI Marepuai; CBOOOIHO CIIPABISACTCS C 3aJlayaMu,
BOIIpOCAaMH M APYTUMHU BHUJAMU 33JaHUil, TpeOYIOIUX MPUMEHEHUS 3HAHUM, UCIOJIb3YeT B OTBETE
JOTIOTHUTEBHBI MaTepuall; BCE NPEAYCMOTPEHHBIE pabouell y4eOHOW mporpaMMol 3amaHus
BBITIOJTHEHBI B COOTBETCTBUH C YCTAHOBJICHHBIMU TPeOOBaHUSIMU, CTYJICHT CIOCOOEH aHaIU3UPOBATH
IIOJIyYEHHBIE PE3YJIbTAThl; MPOSIBISIET CaMOCTOSITENIbHOCTD IPU BBINOJIHEHUU 3aJJaHUl, KaueCTBO MX
BBITIOJIHEHHUS OLICHEHO 4YHciioM OamoB oT 86 g0 100, 9TO COOTBETCTBYET HOBbIULEHHOMY VPOBHIO
c(hOPMUPOBAHHOCTH KOMITETEHITUH.

Komnemenyus cuumaemcsa cgopmuposannou, €Ci TEOPETUYECKOE COAEpkKaHHE Kypca
OCBOCHO IOJHOCTBIO; MPH YCTHBIX COOECEIOBAaHUSAX CTYIEHT IOCIEI0BATENbHO, YETKO U JIOTHYECKH
CTpOITHO H3i1araeT y4yeOHBIH Marepuall; CIpaBisieTcs C 3aJayaMM, BOIPOCAMU M JAPYTUMHU BHJIaMU
3aaHui, TPeOYIOUIMX NMPUMEHEHHs 3HAHWI;, BCE MPEIyCMOTPEHHBIE pabouell yueOHOH Mmporpammoit
3a/laHusl BBINIOJHEHBl B COOTBETCTBHM C YCTAHOBJICHHBIMU TpeOOBAaHUSMHU, CTYIACHT CHOCOOEH
aHAJIM3UPOBATh MIOJIyUEHHBIE PE3YJIbTAThI; IPOSBISAET CAMOCTOSTEIILHOCTh IIPU BBIIIOJIHEHNH 3a/1aHUH,
KauecTBO MX BBIMIOJIHEHHUSI OLEHEHO 4YucioM OaoB oT 61 g0 85,9, 4TO COOTBETCTBYET nOpOo208oMY
yposHio ¢HhOPMUPOBAHHOCTH KOMIIETEHLIUU.

Komnemenyus cuumaemcs necpopmupoganuoii, €Cli CTYACHT NPHU BHINOJHEHUH 3aJaHUN He
JIEMOHCTPUPYET 3HAaHWK Y4eOHOro Marepuana, JOIyCKaeT OMIMOKH, HEYBEPEHHO, C OOJBIINMHU
3aTPyJHEHUSMH BBITIONHSAET MPAKTUYECKUE paOOThI, HE JEMOHCTPUPYET HEOOXOIUMBIX YMEHUH, OIS
HEBBITIOJTHCHHBIX 3a/IaHUN, MPEIyCMOTPEHHBIX pabodeil y4eOHOW mporpammoit coctaBisier 55 %,
KAaueCTBO BBIMIOJHEHHBIX 3aJ]aHUIl HE COOTBETCTBYET YCTAHOBJICHHBIM TpPEeOOBAHMSIM, KAueCTBO HX
BBITIOJIHCHHS OLICHEHO YUCIIOM 0aJJTIOB HUXKE 61, UTO COOTBETCTBYET 00NOPO20BOMY YPOBHIO.

HIkana oneHKN YPOBHSI OCBOEHUS M CUMILIUHBI
KauecTBeHHas olieHKa MOXKET OBITh BBHIPa)KEHA: B IPOIIEHTHOM OTHOIIIEHUU KaYyeCTBa YCBOCHUS
JTUCHUIUIMHBI, KOTOpasi COOTBETCTBYET Oaiiam, M IMEPEBOIAUTCS B YPOBHEBYIO INKAIYy M OILEHKH
«OTIUYHOY / 5, «xopoiioy / 4, «yAOBIETBOPUTEIBHO» / 3, «HEYIOBIETBOPUTEIBHOY / 2, «3aUTEHOY,
«He 3auTteHoy». lIpemonaBarens BeneT MUCBMEHHBIM YY€T TEKYIIEH YCIEeBaeMOCTH CTYJIEHTAa B
COOTBETCTBUH C TEXHOJIOTUYECKON KapTOMl MO JUCIUTUIMHE.

Ilxana OYECHKU pe3)ibmamo8 OC60ECHUA aLlCL;MI’UZMHbl, cqbopmupoeaHHocmu KOMnemeHLﬂ/lﬁ

IIkaJjabl OlleHKH YPOBHSI
c()opMHPOBAHHOCTH [IkaJja oleHKH YPOBHSI OCBOCHHS THCIIUITHHBI
KoMMeTeHun (i)

Ypoenesas 100 100 S-Oannvuas wikana, Heouppepenyuposa
WKana oyeHKu banvHas banvHas ougpepenyuposannas HHAsl OYeHKAa
KOMnemenyuil wKana, wKana, oyeHxa/6ann

% %
JIOTIOPOTOBBIN HIDKE 61 HIDKe 61 «HEYJIOBJICTBOPUTEILHOY / 2 HE 3a4TEHO

MIOPOTOBBIN 61-85,9 70-85,9 «xopomuio» / 4 3a4TEHO

61-69,9 «yJIOBJICTBOPUTEIILHOY / 3 3a4TEHO
TTOBBIIICHHBIN 86-100 86-100 «OTJIIMYHOY / 5 3a4TE€HO

8. YueOHo-MeToANMYecKOe U HHPOPMAILIMOHHOE 00eciedeHHe MEKINCHUIIMHAPHOI0 Kypca

8.1. IlepeyeHb OCHOBHOIi M JONOJHHUTEIbHOI YU4eOHOM JIMTEPATypPhl, HEOOXOAUMON /1A
O0CBOCHUSA MEKANCHUIIMHAPHOIO Kypca

Cnucku 0CcHO8HOIL TUmMepamypul

1. Aranenos, B. I1. ba3sl maHabIx [DneKTpOHHBIN pecypc] : yueld. i By30B MO HAIPABJICHHUIO
09.03.01 "NMudopmaruka u Berauci. Texuuka" K. 2 Pacnipenenennbie u ynaneHHble 0a3bl TaHHBIX /
B. I1. Aransios. - Jlokyment Bookread2. - M. : ®OPYM [u ap.], 2017. - 270 c. - Pexxum gocryma:
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http://znanium.com/bookread2.php?book=652917.

2. bapanuukos, A. U. Opranuzamnmsi CETeBOT0 aAMUHUCTpUpOBaHMs. YueOHUK [Tekct] : yueo.
Ut cpef. mpod. odpazoBanus 1o crenuanbHocTH "Kommberotep. cetu" / A. U. bapanuukos, I1. A.
bapanunkos, A. 1O. I'pomos. - M. : Akanemus, 2016. - 320 c. : ui.

3. Oprasmzamusi CceTEBOTO AIMUHUCTPUPOBAHUSA [DIEKTPOHHBIA pecypc] : yued. 1o
cnenuanpaocT 09.02.02 "Kommerotep. cetu" / A. U. bapanuukos [u ap.]. - JJokyment Bookread2. -
M : Kypc [u ap.], 2017. - 383 c. - Pexxum JIOCTYyTIA:

http://znanium.com/bookread2.php?book=544697.
Cnucku 00nonHumenbHoI 1umepamypol

4. Ky3un, A. B. Komnbrorepasie cetu [DaeKTpOoHHBIA pecypc] : yued. mocobue 1 cpea. mpod.
00pa3oBaHus MO CIEHUATBHOCTAM "ABTOMATH3HMp. CUCTeMbl 00paboTku uHbopM. u ymp." (o
otpacisaM) u "Ilporp. obecrnieueHre BEIYKUCI. TEXHUKU B aBToMaTu3up. cuctem" / A. B. Ky3uHn. - 3-¢
u3M., nepepad. u gom. - Jlokyment Bookread2. - M. : ®OPYM [u ap.], 2014. - 192 c. : un. - Pexxum
noctyna: http://znanium.com/bookread2.php?book=450375.

5. JlaGopaTOpHBIA MPAKTHUKYM MO AUCHHUILTHHE "AJIMUHUCTPUPOBAHUE WH(POKOMMYHUKAITMOHHBIX
cereil" [DNeKTpOHHBIN pecypc| : UIsl CTYACHTOB BCeX TexXH. HampamieHui / IloBoipk. roc. yH-T
cepsuca (OI'bOY BIIO "[IBI'YC"), Kad. "Undopm. u snexktpoH. cepsuc” ; coct.: B. . Bonosau, K.
B. Audanos. - Jlokyment Adobe Acrobat. - Toneartu : [IBI'YC, 2016. - 1,60 MB, 84 c. - Pexum
noctyna: http://elib.tolgas.ru.

6. Hazapos, A. B. Dkcmmyaraiius o0BbeKTOB ceTeBOil MHPPACTPYKTYphI [ DIEKTPOHHBIN pecypc] :
yueb. st mpod. obpazosar. opr. no creruansHocTH 09.02.02 "Kommbrotep. cetu" / A. B. Hazapos,
A. H. Enransrues, B. I1. Mensaukos. - Jlokyment Bookread2. - M. : Kypc [u ap.], 2017. - 360 c. -
Pexxwum noctyna: http://znanium.com/bookread2.php?book=635086.

8.2. Ilepeuennb pecypcoB HH(POPMALMOHHO-TEJIEKOMMYHUKALMOHHOM ceTH "UHTepHeT"
(nanee - cerpb "UHTEpHET'"), HEOOXOAMMBIX /1JI51 0CBOCHUS MEKIMCHMILINHAPHOIO Kypca
Humepnem-pecypcoi
1. D-Link (O6yuenne u Ceptudukanus) [DaekTpoHHBIH pecypc] / - Pexum poctyma:
http://learn.dlink.ru/login/index.php. - 3aru. ¢ skpana.
2. Kadenpa MudC Moodle [DnexTponHslit pecypce]. - Pexxum nocrymna: http://ies.tolgas.ru. - 3ara.
C DKpaHa.
3. DnekTpoHHass OubnuoreyHas cucrema [lOBOKCKOTO TOCYAapCTBEHHOTO YHUBEPCUTETA
cepBuca [ DneKTpoHHBIN pecypce]. - Pexxum noctyna: http://elib.tolgas.ru/. - 3arm. ¢ skpana.

4. DnekTpoHHO-0MONIMOTeYHast cucTeMa Znanium.com [DJIeKTpOHHBIM pecypc]. - Pexum
nocrymna: http://znanium.com/. — 3ari. ¢ skpaHa.
5. DnekTpoHHO-OMONMoTEeYHas cucteMa Jlanp [OnekTpoHHBIH pecypc]. - Pexum pocryma:

https://e.lanbook.com/books. - 3arux. ¢ skpana.

9. Iepeyens HHPOPMAIMOHHBIX TEXHOJIOTH, UCTIOJIb3yEeMBbIX NMPH OCYIIECTBIEHUH
00pa30BaTeIbHOIO MPOLECCA MO MEKANCHMILNINHAPHOMY KYPCY, BKJII04Yasi NepevYeHb
NPOrpaMMHOro odecrieyeHUus 1 THGPOPMALMOHHBIX CIPABOYHBIX CHCTEM
Kpartkas xapakTepucTHKa MPUMEHsEMOro MporpaMMHOro o0ecredeHust

Ne | IIporpammHbI XapakTepucTrka Hasnauenue npu
n/n 1 IPOAYKT OCBOEHUU JTUCLUIIINHbI
1 | Onepaunonnas| CemeiicTBO ~ MPONPUETAPHBIX  OMEpaIlMOHHBIX
pall borip P patt [Ipennasnauen TUIS
cucreMa CHCTEM (00C) KOPITOpAIUH Microsoft, DOBEICHIS
Microsoft OPUEHTHPOBAHHBIX Ha MPUMEHEHHE TIpapuuecKoro POBEA o
. o 71a00paTOPHBIX 3aHATUH
Windows uHTepdeiica npu yrpaBIeHUH
2 | Ilporpamma CBobonHO  pacmpocTpaHseMblii  mporpammHsbli | [Ipennaznauen JUIS
Putty NPOJYKT JUIA PA3JIMYHBIX HPOTOKOJIOB YAANEHHOTO | MPOBEACHUS

nocryma, Bkmovas SSH, Telnet, rlogin 71a00paTOPHBIX 3aHATHH



http://learn.dlink.ru/login/index.php
http://elib.tolgas.ru/
http://znanium.com/
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D0%BF%D1%80%D0%B8%D0%B5%D1%82%D0%B0%D1%80%D0%BD%D0%BE%D0%B5_%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%BD%D0%BE%D0%B5_%D0%BE%D0%B1%D0%B5%D1%81%D0%BF%D0%B5%D1%87%D0%B5%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%9E%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0
https://ru.wikipedia.org/wiki/%D0%9E%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0
https://ru.wikipedia.org/wiki/%D0%9E%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0
https://ru.wikipedia.org/wiki/Microsoft
https://ru.wikipedia.org/wiki/%D0%93%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B9_%D0%B8%D0%BD%D1%82%D0%B5%D1%80%D1%84%D0%B5%D0%B9%D1%81_%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D1%82%D0%B5%D0%BB%D1%8F
https://ru.wikipedia.org/wiki/%D0%93%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B9_%D0%B8%D0%BD%D1%82%D0%B5%D1%80%D1%84%D0%B5%D0%B9%D1%81_%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D1%82%D0%B5%D0%BB%D1%8F
https://ru.wikipedia.org/wiki/%D0%93%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B9_%D0%B8%D0%BD%D1%82%D0%B5%D1%80%D1%84%D0%B5%D0%B9%D1%81_%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D1%82%D0%B5%D0%BB%D1%8F
https://ru.wikipedia.org/wiki/%D0%A1%D0%B2%D0%BE%D0%B1%D0%BE%D0%B4%D0%BD%D0%BE%D0%B5_%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%BD%D0%BE%D0%B5_%D0%BE%D0%B1%D0%B5%D1%81%D0%BF%D0%B5%D1%87%D0%B5%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%9A%D0%BB%D0%B8%D0%B5%D0%BD%D1%82_%28%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82%D0%B8%D0%BA%D0%B0%29
https://ru.wikipedia.org/wiki/SSH
https://ru.wikipedia.org/wiki/Telnet
https://ru.wikipedia.org/wiki/Rlogin
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3 | [Iporpamma
HyperTerminal

[Ipenna3nauex I
[IPOBEICHHUS
71a00paTOPHBIX 3aHATUI

TepMmuHanIbHasE IporpaMma, KOTopasi BKII0YaIach B

noctaBky OC Microsoft Windows-95/98/ME/XP/

4 | Ilporpamma

6pave [Ipuxnannoe mnporpammuoe obecrieuenue s | [Ipennaznayen TUIS
Op e}; a/ghmme/ npocMOTpa  BeO-CTpaHUI], COJEpKaHUS  BeO- | MPOBEACHUS
FiFr)efox JIOKYMEHTOB, YIIPaBJICHUS BEO-MPUIOKEHUIMU 1a00paTOPHBIX 3aHATUN

10. Onucanue MaTepuaIbHO-TEXHUYECKOM 0a3bl, HEOOXOIMMOI IJIs1 OCYIIECTBJIEHUSA
00pa30BaTe/ILHOIO MPOIECCa M0 MEKIMCUMILIUHAPHOMY KypCy

Peanuzamust mporpamMMbl AMCIHUIUIMHBI B coOTBEeTCTBUH ¢ TpeboBanmsmu PI'OC CIIO mo
CHEIUAIBbHOCTH TpeOyeT Haluuue y4eOHOro KaOWHETa, YKOMILJICKTOBAHHOIO CIEIHaIU3UpPOBAHHOMN
MeOenblo, TEXHUYECKUMH CPEJICTBaMH OOy4eHHs, U JJabopaTopuu MHGOPMAITMOHHBIX CUCTEM, CETeH,
TEXHOJIOTHI MPOTpaMMUPOBAHUA U HH(POPMAIMOHHON 0€301acHOCTH, OCHAICHHOW JIa0OpaTOPHBIM
000pyIOBaHUEM PA3INIHON CTETICHH CJIOKHOCTH



https://ru.wikipedia.org/wiki/Windows
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%B8%D0%BA%D0%BB%D0%B0%D0%B4%D0%BD%D0%BE%D0%B5_%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%BD%D0%BE%D0%B5_%D0%BE%D0%B1%D0%B5%D1%81%D0%BF%D0%B5%D1%87%D0%B5%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%92%D0%B5%D0%B1-%D1%81%D1%82%D1%80%D0%B0%D0%BD%D0%B8%D1%86%D0%B0
https://ru.wikipedia.org/wiki/%D0%92%D0%B5%D0%B1-%D0%B4%D0%BE%D0%BA%D1%83%D0%BC%D0%B5%D0%BD%D1%82
https://ru.wikipedia.org/wiki/%D0%92%D0%B5%D0%B1-%D0%B4%D0%BE%D0%BA%D1%83%D0%BC%D0%B5%D0%BD%D1%82
https://ru.wikipedia.org/wiki/%D0%92%D0%B5%D0%B1-%D0%BF%D1%80%D0%B8%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D0%B5
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11. lIpumepHasi TEXHOJOTHYECKAS KAPTA MEKIUCHUILIHHAPHOTO Kypca «Opranu3anus aAMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CUCTEM)

@akynbpTeT HHPOPMAITMOHHO-TEXHUUECKOTO CEPBUCA

kadenpa «HpOpMAMOHHBIN U HIEKTPOHHBIA CEPBHCY

npenoaasarens [Tynoskuna H.I'., cnemmansrocts 09.02.02 "KomnbrorepHsie cetu"”

3au.
Kom-Bo I'paduk mpoxokIeHUsT KOHTPOIBHBIX TOUYEK HE/e
Kon-Bo | Oamios st
No Bupl KOHTPOJIBHBIX KOHTP. sa 1 Centaops
TOYEK TOUCK KOHTD. (dbespass) OKT0pb (MapT) Hos6ps (ampern) Jlexabppb (maif)
TOYKY
2 314|567 |89 10 11 (12 |13 |14 | 15| 16
1 | OGs3atenbHbIC
11 Brimosinenue 9 6 + + + + + + + + +
71ab0paTOpHBIX padboT
1.2 Ilocemenue nexkuu 14 1 + + + + + + + + + + + + +
2 | TBopueckuii peUTHUHT
VYuyacTue B
2.1 KOH(epeHIHUsX, 1 20 +
KOHKYpCax.
29 Brimonnenue uHm. 1 12 +
3aJIaHusl.
DopmMa KOHTPOJIA 3auer
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IIpunoxenue: @opma SKCIEPTHOIO 3aKIFOUCHUS

IKCIIEPTHOE 3AKIIOYEHUE

Ha
PABOYVYIO YUEBHVYIO ITPOTPAMMY [NPO®ECCHUOHAJIBHOT'O MOAYJIA
«Oprasu3zanys aIMHHACTPUPOBAHIS KOMIBIOTEPHBIX CUCTEM»

T0 IIporpaMMe MOAr0TOBKHU crieruainncToB cpeanero 3seHa (IIICC3), peanusyroeit TpedoBanus OenepanbHOTo
rOCyIapCTBEHHOTO 00pa30BaTEIbHOTO CTAHAApTa CpeHero mpodeccuonanbHoro oopasopanus (PI'OC CIIO)
CIICIHAJIbHOCTHU
09.02.02 "KomnbrotepHsle ceTu"

BBIIAHO (eepaIbHOMY TOCYIapCTBEHHOMY OI0PKETHOMY 00pa30BaTeIFHOMY YUPEXKICHUIO BBICIIETO 00pa30BaHUS
«[ToBomxkckuit rocynapctBeHHBIH yHIBEepcuTeT cepuca» (PI'BOY BO IIBI'YC)

B pesynbrate mMpoBEACHHON IKCHEPTH3BI paboYeit y4eOHOH MmporpaMmbl MPOGECCHOHATBHOIO MOJIYJIS
npoduibHas opraHu3anys 3aKII0YHIa:

1.1. IlepeyeHb IUIAHMPYEMBIX Pe3yJbTATOB 00y4YeHHs] MO NPOPecCHOHAILHOMY MOIYJII0, COOTHECEHHBIX €
NJIAHUPYEMbIMH Pe3yJIbTATAMH OCBOECHHUSI 00pa30BaTeJbHON MPOrpaMMbl

CooTBeTCTBYET |:| He cooTBercTBYyeT I:l CoOTBETCTBYET YaCTUUHO I:l

KommeHnTapuit

1.2. MecTto npogeccnoHAILHOT0 MOAYJIA B CTPYKType 00pa30BaTeIbHOM MPOrpaMMbl

CooTBeTCTBYET I:l He cootrsercTByeT I:l CoOTBETCTBYET YaCTUYHO I:l

KommeHnTapuit

1.3. O6bem npodeccHOHATBHOTO MOIYJISI C YKa3aHHEM KOJHYECTBA aKaJeMHYeCKHX YacOB, BbIIeJIEHHBIX Ha
KOHTAKTHYI0 padory oOyyammuxcss ¢ npenojgasaresieM (0 BHIaM Y4eOHBIX 3aHATHI) M Ha
CaMOCTOSITEJbHYI0 padoTy

COOTBGTCTByeT I:l He COOTBETCTBYCT I:l COOTBGTCTByeT HYaCTUYHO I:l

Kommenrapuit

1.4. Conep:xxanue nmpodeccHOHATBLHOIO MOAYJISl, CTPYKTYPHPOBaHHOE MO TeMaM (pa3igesiaM) ¢ yKa3aHHeM
OTBEJIEHHOI0 HA HUX KOJHYECTBA AKAeMUYECKHX YACOB M BHI0OB YUeOHBIX 3aHITHIA

COOTBGTCTBYCT I:’ He COOTBETCTBYCT D COOTBGTCTByeT HYaCTUYHO I:l

Kommenrapuit
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1.5. YuedHO-MeTOAUYECKOE O0DecTieYeHe CAaMOCTOSITeIbHOI padoThl 00ydaoumuxcsi Mo mMpogecCHOHATILHOMY
MOYJII0

COOTBCTCTByeT I:I He COOTBCTCTBYCT I:I COOTBCTCTByeT YaCTU4YHO I:l

Kommenrapuit

1.6. MeToauueckue yKa3aHus JJIsl 00y4AIOMMXCS M0 OCBOCHHUIO MPO(decCHOHATBLHOI0 MOIYJIs

COOTBCTCTByIOT I:I He COOTBECTCTBYIOT l:l COOTBCTCTBy}OT HYaCTUYHO I:l

Kommenrapuit

1.7. ®oHA OLEHOYHBIX CPEACTB /JJs IMpPOBeJeHUS IPOMEKYTOYHOH AaTTecTaMM O0ydYarouuxcs IO
npodeccuoHATLHOMY MOAYJII0 (KBATU(PUKANMOHHBINH IK3aMeH)

CooTBeTCTBYET I:l He cootsercTByer I:l CoOTBeTCTBYET YaCTUYHO I:l

KommeHnrapuit

1.8. YuebHo-MeToanmueckoe u nHpopManHOHHOE 0fecnievyeHHe MPO(hecCHOHATBLHOT0 MOTYJIS

CooTBeTCTBYET I:l He cootBercTByeT I:l CoOTBETCTBYET YaCTHIHO I:l
Kommenrapuii
1.9. Onucanue MaTepUAJbLHO-TEXHUYECKOI 0a3bl, HEOOXOAUMO¥ /Il OCYIIeCTBJIeHHsI 00pPa30BaTeJILHOI0

mpouecca 1mo HpO(l)eCCHOHaJ'lLHOMy MO1YyJ/JI10

COOTBGTCTByeT I:l He COOTBETCTBYCT I:l COOTBGTCTByeT HYaCTUYHO I:l

Kommenrapuit

2. O01ee 3aK/II0YeHe
Ha ocnoBe npoBeieHHOH OLIEHKH CIeNaHbl CIEAYIOIINE BHIBOADL:

Pabouast yueOHast mporpamma NpoQecCHOHAIEHOTO MOJYISl COOTBETCTBYET YCTAHOBJIEHHOM CTPYKTYpE, IO
COZIEp’KaHHUIO TPEeayCMaTpUBaeT BCe HEOOXOAMMBIC COCTABHBIE YacTH, W MOXKET OBITh HCIIOJB30BaHA MPH PeaTH3aliH
HPOrpaMMBbI HOATOTOBKH CHELUATUCTOB CPEJHETO 3BEHA.

Pabouass yuyeOHas mporpamMma Mpo(eCcCHOHATBHOTO MOJIYJSl COOTBETCTBYET YCTAHOBJICHHOH CTPYKType
YAaCTHYHO, O COJEP)KAHHIO MPEAyCMaTpPUBAECT BCE HEOOXOAMMBIC COCTABHBIC YaCTH, M MOXKET OBITh HCIOJIB30BaHA IPU
peayM3aliy MporpamMMbl MOATOTOBKH CHEIUATMCTOB CPEIHEro 3BeHa M0Cie JOpadoTKH.

DKCHepTU3y MPOBEIT
mupexrop HOY "lllkona nHpopmanmonHbix Texnosoruil”" Hukonaenko H.H.

M.IL
« » 20 T

(TIoIHCk)
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