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1. IEPEYEHb IIJIAHUPYEMbIX PE3YJIbBTATOB OBYYEHHUA 110 MJIK,
COOTHECEHHBIX C INVIAHUPYEMbBIMH PE3YJIbTATAMU OCBOEHUA
OBPA30BATEJIbHOI ITPOT'PAMMBI

1.1. lean ocBoenus MK

Llenpi0 OCBOCHMS MEXIUCHUIUIMHAPHOTO Kypca sBiseTcs (OpMUpOBAaHHE y OOyYaroIIUXCS
CJIEYIOIINUX KOMIIETCHIUN:

Kox HaumenoBanue KOMIETEHIMH

KOMIIEeTEeHIHH

OK 01 BriOupate cioco0bl pemeHus 3a1ad npopecCHOHANBHON AEATeNbHOCTH, TPUMEHHTENBEHO K
pa3NUYHBIM KOHTEKCTaM

OK 02 OcyIecTBiATh TOWCK, aHadN3 W WHTEpIpeTannio HWHOOpMaIrui, HEOOXOTUMOW I
BBINOJIHEHUS 33834 PO ECCHOHANBHON AEATEIBHOCTH

OK 03 [InmanupoBathk 1 peaJn30BbIBaTH COOCTBEHHOE MPOQECCHOHATBFHOE M IMYHOCTHOE Pa3BHUTHE.

OK 04 PaGotate B KodIekTHBE M KOMaHie, S(PQPEKTHBHO B3aMMOJCHCTBOBATH C KOJJICTAMH,
PYKOBOJCTBOM, KJIMEHTAMHU.

OK 09 Hcnonp3oBaTh nH(POpPMAIMOHHBIE TEXHOJOTHH B IPOPECCHOHATEHON JesITeTFHOCTH

OK 10 [Tomb30BaThCst MPOGECCHOHANBHON TOKYMEHTAIMe Ha TOCyNapcTBEHHOM W HHOCTPAaHHOM
SI3BIKAX.

MK 3.1 YcranaBnMBaTh, HacTpaWBaTh, OKCIUIyaTHPOBaTh M  OOCIY)KHUBAThb TEXHHYECKHE U
IPOTPaMMHO-aNIapaTHbIe CPEICTBA KOMIBIOTEPHBIX CETEH.

K 3.2 [IpoBoauTh TpodrakTrdeckre padboThl Ha 0OBEKTaX CETEBOW MHPPACTPYKTYPHI U pabodmx
CTaHIMSIX.

11K 3.3 YcranaBnuBaTh, HACTPaWBaTh, IKCILUTYaTHPOBATh U OOCIYKHMBATh CETEBbIE KOH(GUTYpaluu

K 3.4 YyacTtBoBaTh B pa3paboTKe CXEMBI MOCIEaBapUHHOTO BOCCTAHOBICHUSI Pa0OTOCTIOCOOHOCTH
KOMIIBIOTEPHOM CETH, BBIIOJIHATh BOCCTAHOBJICHUE U PE3€PBHOE KONMMPOBAaHUE HH(OpMALHH.

IK 3.5 OpraHn3oBbIBaTh HMHBEHTAPH3ALMUIO TEXHHYECKHX CPEJACTB CETEBOW HWH(PACTPYKTYPHI,
OCYIIECTBIISITh KOHTPOJIb 000PYAOBaHHS TIOCIIE €T0 PEMOHTA.

I[IK 3.6 BreimonmHATE 3aMeHY pacXOOHBIX MAaTEepPHaJOB W MENKHH pEeMOHT TepuepHifHOTO
000pyZOBaHMS, ONPECTATh YcTapeBinee o00pyI0BaHHE U MPOrPaMMHBIE CPEJICTBA CETEBOM
WHPPACTPYKTYPHIL.

1.2. Ilnanupyemsie pe3yabTaTsl ocBoeHus MK

B pesynbprare 0CBOCHUS MEXAUCIUTUIMHAPHOTO Kypca 00YJarONUiics JOKEH:
HMeTh MPAKTHYECKHUI ONBIT:
00CITy’)KMBaTh CETEBYIO HHPPACTPYKTYPY, BOCCTAaHABINBATH PAOOTOCIIOCOOHOCTH CETH TMOCIEe OO0,
yIaJeHHO aMHUHUCTPUPOBATH U BOCCTAHABIMBATH PAOOTOCTIOCOOHOCTH Ce- TeBOW HH(PPACTPYKTYPHI;
MMoAACPIKUBATD OJIL30BaTeNIe CCTHU, HACTpauBaAThH allllapaTHOC U IIPO- I'paMMHOTIO obecrieueHust
ceTeBoi HH(MPACTPYKTYPHI.
yMeThb:
BBITMIOJTHATH MOHUTOPUHT U aHAIHU3 PaOOTHI JIOKATHHOW CETH C MOMOIIBI0 MPOTrPAMMHO-alapaTHBIX
CPE/CTB;
OCYIIECTBIISATh AUATHOCTUKY U TIOMCK HEUCITPABHOCTEH BCEX KOMIIOHEHTOB CETH;
BBIIIOJIHATH IEUCTBUS IO YCTPAHEHUIO HEUCIIPABHOCTEN.
3HATh:
APXUTCEKTYPY U (I)YHKI_H/II/I CHUCTEM YIIPABJICHUA CCTAMHU, CTAHAAPTHEI CUCTEM YIIPABJICHUSA
CpEICTBAa MOHUTOPUHTA U aHAIH3a JIOKATBHBIX CETeH;
METOJbI YCTPAHCHUA HeI/ICHpaBHOCTeﬁ B TCXHUYCCKHUX CPCACTBAX.

1.3. Mecto MJ/IK B cTpyKTYype 00pa3oBaTe/ibHOI MPOrpaMMbl

MexXIUCUMIUIMHAPHBIA Kype «be30macHOCTh KOMITBIOTEPHBIX CETeH» OTHOCHTCA K MOJYIIO
[IM.03 «Okcmnyaranusi OOBEKTOB CETEBOW HHQPPACTPYKTYPHI» OCHOBHOM MNpOQecCHOHATbHON
00pa3oBaTeNbHON POTrPAMMBI.



2. CTPYKTYPA U COAEPKAHUE MK
2.1. O0bEM yueOHOI MeKTMCHUTIMHAPHOT0 Kypca U BH/IbI Y4eOHOIi padoThl

O6mas Tpynoémkocts MJIK coctaBnsier 110 wacoB. Mx pacnpeznenenue mo BumaMm padoT
NPECTaBICHO B TaOIUIIE:

Buanbl yueOHbIX 3aHATHH U padoThI 00yYaI0IIHXCSH TpynoemkocTh, 4yac
OO0u1asi TPy10€eMKOCTb TMCUMILIUHBI 110
O0bem padoThI 00YYAOIIMXCSI BO B3aUMOAEHCTBHH € 84
npenojaBaresieM N0 BUIaM YUeOHbIX 3aHATHIH (Bcero), B T.4.:
JEKLHNH 34
1a0opaTOpHbIE pabOThI 22
MIPAKTUYECKHE 3aHATHS 26
KypCOBOE MPOEKTUPOBAHUE (KOHCYIJIbTAINH)
CamocrosiTeibHas padora 26
KoHTpoJIb (4achl HA DK3aMeH, 3a4eT, KOHTPOJIbHYI0 PagoTy) 2
KouncyabTanus nepea 3xk3aMeHOM
IIpoMeKyTOYHASE ATTECTAIMS AWM pepeHMpoBARHLIIL 3aveT




2.2. Conep:xanne MJIK, ctpykTypupoBanHoe 1o Temam, 1t cryaenros OYHOM ®OPMbI OBYYEHUSI
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6 cemecTp
OK.01-OK.04, Tema 1. Be30nacHOCTh KOMIBIOTEPHBIX CeTel 34 Tecmuposanue
OK.09, OK.10, CoieprKaHue TEMBIL:
IK.3.1-T1K.3.6

1. dyngameHTAIbHBIC IPHHIUIIBI 0€30N1ACHOM ceTH

CoBpeMeHHBIE YTPO3bl CeTeBOI Oe30macHOCTH. BUpyCHI, uepBU U TpOSHCKUE KOHU. MeToIbI aTak.
2. bBezonacuoctb CerteBbix yerpoiictB OSI

bezonacHslif noctyn k ycrpoiictBaM. HazHaueHrne aAMUHUCTPATUBHBIX poJjiell. MOHUTOPHUHT U
ynpasieHue ycrpoiictBamu. Mcronb3oBanue GpyHKINS aBTOMAaTH3NPOBAHHON HACTPOHKH
0e30macHOCTH.

3. ABTopu3auus, ayreHTuukanus u yder gocryna (AAA)

CaoiictBa AAA. JlokanbHas AAA ayrentudukanus. Server-based AAA

4. Peaauszaums TexHos0ruii panamayspa

ACL. Texnonorus 6panamayaspa. KonrekctHslit koHTpois goctyna (CBAC). [Tomutuxu
OpaHIMayIpa OCHOBAaH-HBIC HA 30HAX.

5. Peanu3anumsi TEXHOJIOTUi NPeAOTBPALlleHUS] BTOP:KEHHSA

IPS texnonoruu. IPS curnarypsr. Peammzamus IPS. [Iposepka u monutopusr IPS

6. Be30nacHOCTD JI0KATBHOM CeTH

ObecrnieueHne 0€30MaCHOCTH MOJIH30BATEIbCKUX KOMIBbIOTEPOB. CooOpaxeHus 1o 6€301acHOCTH
BToporo ypoBHs (Layer-2). Kondurypauus 6e3onacHocTy BToporo ypoBHsi. besonacHocTs
6ecripoBoHEIX ceteld, VoIP u SAN

7. Kpunrorpaguyeckne cucTeMbl

Kpunrorpaduueckue cepsuckl. basoBast 11enocTHOCT U ayTeHTHYHOCTH. KOHGUIEHINATBHOCTS.
Kpunrorpadus OTKpPBITHIX KITIOYEH.

8 Peamuzamnus rexnonoruit VPN VPN. GRE VPN. Kommnonents! u pynknuonuposanue [PSec
VPN. Peamuzanus Site-to-site IPSec VPN ¢ ncnonbs-30Bannem CLI. Peanmszanusa Site-to-site IPSec
VPN c ucnonezoBannem CCP. Peanmsanust Remote-access VPN

9. YnpaBiieHue 0€30MAaCHOIi CeThbI0

[MpuHuMIE! 6e30MacHOCTH CETEBOro au3aiiHa. besonacHas apxuTekrypa. YipasieHue MpoueccaMu
n Ge3onacHocTh. TecTupoBaHue ceTn Ha ysa3BuMocTd. HenpepsIBHOCTE On3HECa, IIIaHUPOBaHUE
BOCCTAaHOBJICHUS aBapUi-HBIX CUTYyalMid. JKM3HEHHbIH IIUKII CeTH U IuIaHupoBaHue. PazpaboTka
pEeriaMeHTOB KOMIIAHUH U MOJMTHUK 0€3-0IacHOCTH.




Koap!
KOMIIeTeH N,
¢opmMupoBanuio
KOTOPBIX
cIoco0CTBYeT
3J1eMEHT
NPOrpaMMbI

HaumeHnoBanue pas3aejaoB, TeEM

Bujabl yueoHo# padoThl

Pa6ora Bo
B3aMMO/IEliCTBHH C
npenoaaBaTeyieM

CamocTosiTeJIbHASK

Jlexuuu, yac
JlaGopaTopHbie
paboThI, Yac
I[IpakTH4eckue
3aHATHS, YaC

padora, yac

®DopMBbI TEKYHIEro KOHTPOJISI
(HauMeHOBaHHe OLICHOYHOI' 0
cpeacTBa)

OK.01-OK.04,
OK.09, OK.10,
I1K.3.1-TIK.36

10. Cisco ASA

Beenenne B AnantuBHOe ycTporicTBO O6e3omacHocTH ASA. Kordurypanus dampsona Ha 6a3e ASA
¢ ucrons30BaHueM rpadudeckoro naTepdeirica ASDM. Kondurypanus VPN nHa 6aze ASA ¢
HCTOJNB30BaHUEM Ipadudeckoro narepdeiica ASDM.

JlabopaTopnas pabota Ne 1 ConmansHasi HHKESHEpHS

HpaKTqucxoe sanstue Ne 1 I/ICCHCI[OBEIHI/IG CCTCBLIX aTaK U UHCTPYMCHTOB IIPOBCPKU 3aLIUTHI
CCTHU

JlabopaTopuas pabota Ne 2 Hactpoiika 6€301macHOro 10CTyna K MapiipyTU3aTopy

Ipaktudeckoe 3anstue Ne 2 ObecnieueHne aIMUHUCTPATUBHOTO AocTyna AAA u cepsepa Radius

JlabopaTopnas pabora Ne 3 Hactpoiika moJMTHKH 0€30MaCHOCTH OpaHaMayIpoB

Ipaktuueckoe 3anstue Ne 3 Hactpoiika cuctemsl npeaoTBpaiieHus Bropskeruit (IPS)

JlabopaTopnas pab6ota Ne 4 Hactpoiixa 6e3011acHOCTH Ha BTOPOM YPOBHE HA KOMMYTaTOPax

[Tpaktuyeckoe 3ausitue Ne 4 ViceienoBanne MeTo10B MK pOBaHUs

Jlaboparopnas pabora Ne 5 Hacrpoiika Site-t0-SiteVPN ucnonb3yst nHTEpQeiic KOMaHIHOH CTPOKU

[Ipaktudeckoe 3anatue Ne 5 bazoBas HacTpoiika 1mo3a 6e3onacHOCTH ASA 1 HacTpoiika
OpaHaMayd pOB UCTIONB3YS MHTEp(hEHc KOMaHIHON CTPOKH

JlabopaTopuas pabota Ne 6 Ba3oBas HacTpoiika mnuto3a 6e3onacHocTH ASA u HacTpoiika
OpaHaMayd’poB uctonb3zyst ASDM

Ipakruueckoe 3anstue Ne 6 Hacrpoiika Site-t0-Site VPN ¢ 0HOM CTOPOHBI Ha MapIIpyTH3aTOPE
UCTONB3Ysl HHTEP(EHC KOMaHIHOW CTPOKH U C IPYTrOi CTOPOHBI UCIIOB3YS MUTI03 0€30TTaCHOCTH
ASA nocpencteom ASDM

JlaGoparopnas pabota Ne 7 HactpoiikaClientless Remote Access SSL VPNs ucnons3yst ASDM

ITpaktuaeckoe 3ansarue Ne 7 Hactpoiika AnyConnect Remote Access SSL VPN ucnons3ys ASDM

JlabopaTopuas pabora Ne 8 ®duHampHast KOMIUIEKCHAs Jab0opaTopHas paboTa 1mo 6e30MacHOCTH

CaMocTosTesbHas paboTa 06yHaroIuXcs |

1. Cuctematuueckas mpopaboTKa KOHCIIEKTOB 3aHATHH, yUeOHOM U CIeNUAIbHOW TEXHHYCCKOU
JUTEPaTyPHL.

2. KoHcriektupoBaHue TeKcTa, paboTa co CIIOBApSMH U CIPABOYHUKAMU, O3HAKOMIICHHE C
HOPMATHBHBIMHU JIOKyMEHTaMH, Y4eOHO-UCCIIeI0BaTeIbCKas paboTa IPU CaMOM IIHPOKOM
ucnons3oBanun UuTepHera u apyrux I'T-rexHomoruii.

3. IIpoektHbIE POPMBI PabOTHI, ITOATOTOBKA COOOIICHHI K BHICTYIIIICHUIO HA CEMUHApax U
KOH(DEpEeHIHIX; MOATOTOBKA pedepaToB, TOKIAIOB.

26

3awuma nabopamopmwix u
NPpAKmMuyecKux pabom
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OK.01-OK.04, 4. IloaroroBka K 1aG0OpaTOPHEIM H MIPAKTHYECKUM padOTaM ¢ UCIOIb30BaHHEM METOANYCCKUX
OK.09, OK.10, peKoMeHaLuii npenoaaparens, ohopMieHde 1a60paTOPHO-IPAKTHUECKUX PabOT, OTYETOB U
TIK.3.1-TIK.3.6 HOJrOTOBKA K UX 3aIlUTE.
HUTOTI'O 3a 6 cemecTp 34 22 26 26

2.3. ®opMBbI H KPUTEPHH TEKYIEr0 KOHTPOJIS YCIIeBaeMOCTH (TEXHOJIOTMYECKAsi KapTa /1J1s CTY/IEHTOB 04HOH (pOpMBI 00yUYeHNs )

@opMbI TEKYIIEr0 KOHTPOJIsI KonnyecTBo KOHTPOIBHBIX | KosimyecTBO 0a/1/10B 32 1 KOHTP. TOUKY Makc. B0O3M. K0JI-BO 0aJJI0B
TOYCK

OTuer 1o npakTuieckon padore 7 4 28

Ortuer o nabopaTopHoii padoTte 8 4 32

TectupoBanue 1 30 30

TBopueckuil peHTHHT (3a04HO€E ydacTue B KOHPEPEHLUAX, HayuHbIe 1 10 10

CTaThH U T.I1.)

HToro no cemectpy 100 6ass10B
2.4. llIkana oueHKH Pe3yJbTATOB OCBOECHU THCIHHUILIUHBI, C()OPMUPOBAHHOCTH Pe3yJIbTATOB 00yUeHH S
®opma NpoBeIeHNs YciaoBus gomycka IIIxanbl OeHKH YPOBHS
MPOMEKYTOYHOM c¢(hOpMHPOBAHHOCTH Pe3yJILTATOB IIkana oleHKH YPOBHS O0CBOCHUSI JMCIUIIIHHBI
aTrTecTalumu 00yuyeHust
VYpoBHeBas mikana 100 GanpHas mkana, | 100 GanpHas mkana, 5-6amnpHas mKana, Henud GepeHIpoBaHHA
OIICHKH KOMITETECHIIH % % Jqud bepeHIpoBaHHas OLleHKa/6at s1 OIICHKA
oughpepenyuposanmbvlii JOMYCKaIOTCS BCE JIOTIOPOTOBBIN H1ke 61 HIKe 61 «HEYIOBIETBOPUTEIHHOY / 2 HE 3a4TEHO
3auem (no pesynomamam CTYJICHTBI MTOPOTOBBI 61-85,9 61-69,9 «YJIOBJICTBOPUTEIILHOY / 3 3a4TEHO
Haxonumenbroeo 70-85,9 «xoporoy / 4 3aUTEHO
etimunea uny 6 popme >

p op TTOBBIIICHHBIN 86-100 86-100 «OTIUYHO» / 5 3a4TCHO
KOMNbIOMEPHO20
mecmuposanus)




3. METOAUYECKHUE YKA3AHUA JJISA OBYYAIOIIUXCS 11O OCBOEHUIO MK

3.1. O6mue MeToauyeckue pexoMenaanuu mno ocBoeHnw MJIK, oOpa3oBartesibHbIE
TEXHOJIOTHH

MJIK peanusyeTcsi TOCPEICTBOM MPOBEACHUS KOHTAKTHOW paboThl ¢ 00yYaromuMHcs
(BKJIIOUAs IPOBEJICHHE TEKYILEr0 KOHTPOJISl YCIIEBAEMOCTH ), CAMOCTOSITEIbHON pabOThl 00yUYaromuXCst
Y IIPOMEKYTOUHOM aTTECTAIUH.

KonraktHass pabotra MOXeT OBITh ayAMTOPHOW, BHEAYAMTOPHOW, a TaKXKe MPOBOJUTHCSA B
3JICKTPOHHOM HMH(pOPMAIIMOHHO-00pazoBarenbHOl cpene yHuBepcutera (nmaiee - OMOC). B cinydae
IPOBEICHUS YaCTH KOHTAKTHOH paboTel mo aucuuiuimHe B DMMOC (B COOTBETCTBHH C PacHHCAHUEM
y4eOHBIX 3aHATUH ), TPYAOEMKOCTh KOHTaKTHOU padoTta B DMMOC sKkBUBaJIeHTHA ayIUTOPHOM padoTe.

[Ipu mnpoBeneHMM Y4eOHBIX 3aHATHH 1O JUCHUIUIMHE OOECHeyuBaeTcs pa3BUTHE Y
00y4aromuxcsi HaBbIKOB KOMaHAHON pabOThl, MEKIMYHOCTHOW KOMMYHUKAIMH, IPUHATHS PEIICHUH,
JUAEPCKUX KAauecTB (BKJIIOUAs IPOBEJACHUE NHTEPAKTUBHBIX JIEKIUH, IPYIIIOBBIX TUCKYCCHH, POJIEBBIX
UTp, TPEHUHI'OB, aHAJIW3 CUTYalluil U UMHUTALMOHHBIX MOJIEJIeH, MpernojaBaHyue IUCHUIUIMHEI B (hopme
Kypca, COCTaBJIEHHOTO Ha OCHOBE pE3yJIbTaTOB HAay4HbIX HCCIIEJOBAHUM, IPOBOJUMBIX
VHUBEPCUTETOM, B TOM 4YHCJIE€ C YYE€TOM pPETrHOHAIbHBIX OCOOEHHOCTEH mpodecCHOoHaTbHON
JIeSATEeTLHOCTH BBIITYCKHUKOB U MOTPEOHOCTEHN paboTomaTesneil).

[IpenogaBanue AUCHUILIMHBI BEACTCA C MPUMEHEHHEM CIEIYIOIIUX BHIOB 00pa30BaTEIbHBIX
TEXHOJIOT U

- 0ATbHO-PEHUTHHIOBas] TEXHOJIOTHS OILICHUBAHMS,

- 3JIEKTPOHHOE 00Y4EHHUE.

Jlis OLeHKH 3HAaHUM, YMEHWH, HAaBBIKOB M YPOBHS C(HOPMHUPOBAHHOCTH KOMIIETEHIMH IO
JTUCHUTUTMHE TPUMEHsIeTCs OauTbHO-PEUTHHTOBAasl CHUCTEMa KOHTPOJS W OLEHKM YCIEeBAaeMOCTH
CTYIEHTOB. B OCHOBY OalibHO-pEHTHHIOBOM CHUCTEMBI IMOJIOKEHBI MPUHLHUIBI, B COOTBETCTBUU C
KOTOpBIMH ()OPMHUPOBAHHWE PEUTHHTA CTYIEHTa OCYIIECTBISIETCS B XOJI€ TEKYIIET0 KOHTPOJIS
ycrneBaeMoCTH. MakcuMalibHOe Koln4ecTBo 6amioB B cemectpe — 100.

[lo wutoram Tekymeil yclieBaéMOCTH CTYAEHTY MOXET ObITh BBICTaBJII€HA OIIEHKA IIO
IPOMEXYTOUYHOW aTTecTallud B COOTBETCTBMM 3a HaOpaHHBIMU 3a ceMmecTp Oamnamu. CTyneHTaM,
HaOpaBIIMM B XOJ€ TEKyIlero KoHTpois ycmeBaemoctu nmo MJK or 61 mo 100 GamioB u
BBIIMOJIHUBIIMM BCE 00s3aTelbHbIE BUIbl 3aIUIAHUPOBAHHBIX YYEOHBIX 3aHATHH, IO PpEIICHUIO
npenogaBarenss 0e3 MPOXOXKAECHUS IPOMEXKYTOUHOM aTTecTaly BBICTABISIETCS OLEHKAa B
COOTBETCTBHUH CO IIKAJION OLEHKU pe3ynbTaToB ocBoeHnsa M/IK.

Pesyabrar 00ydyeHuss cuuraercs cGOpPMHPOBAHHBIM (NOBBILIEHHbIH YPOBEHb), €CIHU
TEOPETUYECKOE COJIEp’KaHHE Kypca OCBOEHO IOJHOCTBIO; MPU YCTHBIX COOECEIOBaHUSX CTYAEHT
MCYEpIBIBAIOIE, IOCIEI0BAaTENIbHO, YETKO M JIOTUYECKH CTPOWHO H3J1araeT ydeOHBIM MaTepual;
CBOOOJTHO CHpaBJsIeTCs C 3ajladyaMd, BONpPOCAMHU M JPYTMMH BHJAMHU 3a/laHuil, TpeOyrommx
NPUMEHEHUs 3HAHUM, UCIOJb3YeT B OTBETE JOMOJIHMUTEIbHBIM MaTepual; BCe IMPEeAyCMOTPEHHbBIE
paboueil ydeOHONH mporpaMMoi 3aJaHHsl BBIIOJIHEHBI B COOTBETCTBUM C YCTAHOBJIEHHBIMHU
TpeOOBaHUSIMHU, CTYAEHT CHOCOOEH AaHaJU3UPOBATh IOJYYEHHbIE PE3YJbTaThl; IPOSIBIISIET
CaMOCTOSITENIbHOCTh TIPU BBIMOJIHEHUH 33/1aHUH, KAUeCTBO UX BBIIIOJHEHUS OLIEHEHO YHCIIOM 0alioB
or 86 g0 100, 9TO COOTBETCTBYET MOBBLIIIEHHOMY YPOBHIO C(HOPMUPOBAHHOCTH pPE3YJIbTATOB
o0yueHusl.

Pesyabrar o00yueHuss cuyuraercsi cGOpMHPOBAHHBIM (IIOPOrOBBIii YPOBEHBb), €CIU
TEOPETUYECKOEe COJIep’KaHHE Kypca OCBOEHO MOJHOCTBIO; MPHU YCTHBIX COOECETOBAHUAX CTYACHT
MOCJIEI0BATENbHO, YETKO W JIOTUYECKHM CTPOWHO H3JlaraeT y4eOHBI Marepual; CIpaBisieTcs ¢
3aJayaMy, BONpPOCAaMH W JIPYTMMH BHJAaMHM 3aJaHUi, TpeOYIOIIMX TNPUMEHEHUs 3HaHUM; Bce
MpEeayCMOTpEeHHBIE pabodeil y4eOHOW TporpaMMoON 3aJaHusi BBITIOJHEHBI B COOTBETCTBUU C
YCTQHOBJICHHBIMH TPEOOBAHUSAMH, CTYICHT CIHOCOOEH aHAIW3MPOBATH TOJIYYEHHBIE PEe3yJIbTaThl;
MPOSIBIISIET CAaMOCTOSITENIBHOCTh TPU BBHIMOJHEHUM 3a/aHUN, KayeCTBO WX BBINOJIHEHHUS OLEHEHO
yuciaoM OamioB or 61 go 85,9, 4TO COOTBETCTBYET MOPOrOBOMY YpPOBHIO C(HOPMHPOBAHHOCTU
PE3YyNBTATOB O0yUCHHUS.

PesynbraTr 00yueHHMsi cuuTaercsi Hec()OPMHMPOBAHHBIM, €CJIM CTYIEHT NPU BBINOJIHEHUH
3aJaHUNl HE JEMOHCTPUPYET 3HaHWM y4eOHOro Mmarepuaia, JONMYCKaeT OMIMOKH, HEYyBEpEHHO, C



OONBIIMMU 3aTPYIHEHUSMHU BBIMOJHSAET 3aJaHUSA, HE JIEMOHCTPUPYET HEOOXOAMMBIX YMEHHI,
KaueCTBO BBITIOJHEHHBIX 3aJaHW HE COOTBETCTBYET YCTAHOBJICHHBIM TPEOOBAHHSIM, KadueCTBO HX
BBITIOJTHEHUSI OLIEHEHO YHCIIOM 0alioB HUKE 61, 4TO COOTBETCTBYET JOMOPOIOBOMY YPOBHIO.

3.2. MeToanyecKkue yKa3aHusi 0 CAMOCTOSITeJIbHOM padoTe 00y4yaromuxcs

CamocrosTenbHas paboTa obecrieunBaeT NOArOTOBKY 00yYaroIerocst K ay JMTOPHBIM 3aHSITUIM
U MEpONPUATUSAM TEKYLLEro KOHTPOJII U MPOMEKYTOYHOW aTTECTALlUU IO M3Y4aeMOH IUCLUIUIMHE.
Pe3ynbrarhl 3TON MOArOTOBKH MPOSBISIOTCS B aKTUBHOCTH OOYYAIOLIETroCs Ha 3aHATHSIX U B Ka4ecTBE
BBINOJIHEHHBIX MTPAKTUYECKUX 3aIaHUH U APYTHX POPM TEKYIIETO KOHTPOJIS.

[Ipy BBINIOJIHEHUW 3aJaHU 711 CAMOCTOSATENIbHOM paboThl pPEKOMEHIyeTcs MpopaboTka
MaTepHaJIOB JIEKLIHUN 10 KaXKI0M MPONJIECHHON TeMe, a TaK)Ke U3y4eHUE PEKOMEHIYEMOH JINTEepaTyphl,
npejacraBieHHol B Pa3nene 4.

B 1mpouecce camocToATENbHOW pPA0OTHI MpPU M3YYEHUM JUCUUIUIMHBI CTYJIEHTBl MOTYT
UCIOJIb30BaTh B CIEUUAIU3UPOBAHHBIX AyIUTOPHUSAX ISl CAMOCTOSITEIbHOM pabOThl KOMITBIOTEPHI,
o0OecreunBarOIeMy JOCTYIl K TPOrpaMMHOMY OOECHEYCHHI0, HEOOXOIUMOMY ISl HM3ydeHUs
JTUCIUILIMHBL, @ TaKXKe JOCTYI uepe3 HHPOPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHYIO ceTh «HTepHeT» K
AIIEKTPOHHON WH(pOpMAIMOHHO-00pa3zoBarenbHOll cpene yHuBepcutera (DMOC) u 3reKTpoHHOM
oubnuoreynoit cucreme (OBC), rme B 3MEKTPOHHOM BHJAE pacloyiaraloTcsi ydeOHble U y4deOHO-
METOAMYECKHE MaTepHaJIbl, KOTOPBIE MOTYT OBITh MCIIOJIb30BaHBI JJISi CAMOCTOSITEILHON pabOThl IpH
nzyyenuun MJIK.

Jis  oOywaromuxcss 1O 3a04HOM (opMe OOydYeHHS CaMOCTOSITEIbHAS padoTa SBISICTCS
OCHOBHBIM BHJIOM Y4€OHOI 1eATeIbHOCTH.

3.3. MeToanueckue yKkazaHus J1Jisl BbINOJHEHUsS] KYPCOBOT0O POeKTa / paboThl

BrimonHeHue KypcoBOro nMpoekTa/ padoThl YISOHBIM IIIIAHOM HE MPEAYCMOTPEHO.
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4. YYEBHO-METOJUYECKOE 1 UTH®OOPMALIMOHHOE OBECIIEYEHUE MK

4.1. IlepeyeHb OCHOBHOM M JONMOJHHUTEJIbHOUH Y4yeOHOU JUTEPATypPbl, HEOOXOAUMOM IJIs1
ocsoenust M/IK

OcHoBHas1 JiuTEepaTypa:

1. bapanoga, E. K. OcHOBBI HHpOpMAITMOHHOM Oe30macHOCTH [DNeKTpOHHBIN pecypce] : yueOnuk / E.
K. bapanoga, A. B. ba6am. - Jlokyment Bookread2. - M. : Puop [u ap.], 2019. - 202 c. - Pexxum
nocryma: http://znanium.com/bookread2.php?book=1014830.

2. BacunbkoB, A. B. be3omacHocTh M ympaBieHHE OOCTYNOM B HH(POPMAIMOHHBIX CHCTEMax
[DnmexkTpoHHEIH pecypce] : yue0. mocodue must cpea. npod. obpasosanus / A. B. Bacunwskos, U. A.
Bacunbkos. - [lokyment Bookread2. - M. : ®OPYM [u nap.], 2017. - 367 c. - Pexum nmocryma:
http://znanium.com/bookread2.php?book=537054.

3. Hazapos, A. B. Dkcmnyaraius 00beKTOB CETEBOM HMHPPACTPYKTYPHI [DNEKTPOHHBIA pecypc] :
yue0. s mpod. oopazosart. opr. no cnenuanbHocT 09.02.02 "Kommnsrotep. cetu" / A. B. Hazapos,
A. H. Enransrues, B. I1. Menbankos. - Jlokyment Bookread2. - M. : Kypc [u gp.], 2017. - 360 c. -
Pexxum noctyna: http://znanium.com/bookread2.php?book=635086.

4, lllanerun, B. ®. NUHpopmanmnonHas O€30MacHOCTh KOMIBIOTEPHBIX CHCTEM U CeTeH
[DnexkTpoHHEI pecype] : yueb. mocodue s cpen. mpod. oOpa3oBaHUs MO TPYIIIE CICIHATFHOCTEH
"Nndopmaruka u Berauci. texauka" / B. @. lllanerun. - Jlokyment Bookread2. - M. : ®OPYM [u
ap.], 2018. - 416 c. : un. - Pexxum nocryna: http://znanium.com/bookread2.php?book=945331.

JlonmoJIHUTEIbHAS JIUTEpaTypa:

5. I'munckasg, E. B. Madopmanmonnas 6e3omacHocTh KOHCTpYKUUd OBM u cucrem [DneKTpOHHBIHM
pecypc] : yae6. mocobue /i By30B 1o HanpasieHusM moAroT. 09.03.03 "Ipuknan. nadopmaruka" u
10.03.01 "Uudopm. 6ezonacHocts" / E. B. I'muuckas, H. B. UnuBapus. - Jlokyment Bookread2. - M.
: UTH®PA-M, 2018. - 117 c. - Pexxum moctyna: http://znanium.com/bookread2.php?book=925825.

6. IIpoxopoBa, O. B. HudbopmannonHas Oe3omacHOCTh W 3amuTa WHQOpMANHUH [DIESKTPOHHBIHA
pecypc] : yuebnuk / O. B. IIpoxoposa. - U3n. 2-e, uctp. - Jlokyment Reader. - CII6. : Jlanb, 2020. -
124 c. - Pexxum nocryna: https://e.lanbook.com/reader/book/133924/#1.

4.2. TlpogeccuoHaibHble 0a3bl [JAHHBIX, HH(OPMALMOHHO-CIPABOYHbIE CHCTEMBb,
HHTEPHET-PecypcChl

1. Koncynberantllmoc [OnektponHsiii pecypc]: CmpaBouHas mpaBoBas cHCTeMa. - Pexum
noctyna: http://www.consultant.ru/.

2. DnexTpoHHas OuOmmoTreyHas cucremMa [IOBOIDKCKOTO TOCYIapCTBEHHOTO YHUBEPCHUTETA
cepBuca [DnekTponHsIi pecype]. — Pexxum mocryma: http://elib.tolgas.ru./ - 3arn. ¢ sxpana.

3. DnekTpoHHO-OMOMMoTeuHass cucrtemMa Znanium.com [DnekTpoHHBIH pecypc]. - Pexum
nocrtyna: http://znanium.com/. — 3ar. ¢ skpaHa.

4. 3OnextpoHHO-OMOMMoTeuHas cuctema «M3natenbcrBo Jlanp» [DnekTpoHHbIN pecypce]. - Pexum
nocryna: https://e.lanbook.com/. — 3ar. ¢ skpaHa.

5. Hayunas »nsnektponnass Oubmmoreka eLIBRARY.RU [Onekrponnsiii pecypc]. - Pexum
nocryna: http://elibrary.ru/defaultx.asp. - 3arn ¢ axpana.

4.3. [IporpaMmmHoe obecneyeHue

HNudopmannonHoe obecrieueHue ydeOHOro mpolecca MO AUCHUIUIMHE OCYIIECTBISIETCS C
HCIIOJIb30BAaHUEM  CJIEYIOIIEr0 MPOrpaMMHOTO oOecnedeHus (JIMIIEH3MOHHOTO U CBOOOIHO
pacIpoCTpaHsIeMOro), B TOM YHCII€ OTEYECTBEHHOIO MPOU3BO/ICTBA:

Ne HanmeHoBanue YciaoBus gocryna
n/n
1 Microsoft Windows U3 BHYTPEHHEN CETH YHUBEPCHTETA (JIMLIEH3HOHHBIN OTOBOP)
2 Microsoft Office 13 BHYTPEHHEH CEeTH yHUBEpCcHTETa (JIMIICH3UOHHBIN TOTOBOP)
3 KOHcyHLTaHTHJHOC 13 BHYTPEHHEH CETH YHUBEpCHUTETA (JIMIIEH3NOHHBIN JTOTOBOD)
4 C10 MOODLE U3 JIE000H TOYKH, B KOTOPOM HMEETCsI IOCTYI K ceTd MHTepHeT
(JIMLIEH3MOHHBIN J1I0TOBOP)



http://www.ecorussia.info/ru
http://znanium.com/
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5. ONUCAHUE MATEPHAJIbHO-TEXHUYECKO BA3bl, HEOBXOIUMOI JJIs1
OCYUECTBJIEHUS OBPA30BATEJBHOI'O MMPOLECCA MO JUCHUILIMHE (MJIK)

CrenpanbpHble MOMEUICHUS NPEACTABISIIOT COOOW y4yeOHBIE ayAWTOPUHM Ui TPOBEICHHS
3aHSATHI BCEX BHIOB, MPEAYCMOTPEHHBIX 00pa30BaTEIbHON MPOrpaMMOii, B TOM YHUCIIC TPYIIIOBBIX U
WH/IMBUYAIbHBIX KOHCYJIBTALUH, TEKYIIET0 KOHTPOJISI M IPOMEKYTOUYHOW AaTTeCTallid, a TaKkKe
MOMEIICHUSI JIUISl  CaMOCTOATENBbHOM  paboThl, MacTepckue U J1TabOpaTOpHH, OCHAIICHHBIC
000OpyIOBaHUEM, TEXHHYECKMMHU CpPEACTBaMH OOY4YeHHs U MaTepHajaMy, YYUTHIBAIOIIUMHU
TpeOOBaHUS MEKITYHAPOIHBIX CTAHIAPTOB.

3aHATHSA JIEKIIMOHHOTO THMA. Y4YeOHbIC AayJAUTOPUHM JUIS 3aHSITUH JIGKIIMOHHOTO THIIA
YKOMIUIEKTOBAaHBI MEOENIBIO U TEXHUYECKUMHU CPEICTBAMH O0YUEHHUSI, CITY KAlTUMHU IJ1s1 TIPEACTABICHUS
yueOHOI nHpOopMaIiK (CTallMOHAPHBIC WM NIEPEHOCHBIE HAOOPHI IEMOHCTPAIIHOHHOTO 000PYI0BaHUS
(mpoeKTop, 3KpaH, KOMITBIOTEP/HOYTOYK), y4eOHO-HArjsiiHble MOcoOMs (IPe3eHTAlMd IO TeMaM
JICKIHiA), OOCECIICYMBAIOIINE TEMAaTUYECKUE WILTIOCTPAIlMK, COOTBETCTBYIONIME TAaHHON NporpaMme
JUCITUTUIAHBI.

3aHATHSA CEMUHAPCKOI0 THNA (Npu HAIUYuu 6 yuebHoM niane). Y4eOHbIE ayIUTOPHH IS
3aHATUI CEMHUHAPCKOTO THIIA YKOMIUIEKTOBAHBI MEOENbI0 U TEXHUYECKHMHU CpPEACTBaMHU OOYYCHHS,
CIIy’KalllUMU JIJISL TIPEJICTABJICHUST Y4eOHOW WH(pOpPMANUU (CTallMOHAPHBIC WU IEPSHOCHBIC HA0OPHI
JEMOHCTPAIIMOHHOTO 000PYI0BaHUsI (ITPOSKTOP, IKPaH, KOMITLIOTEP/HOYTOYK).

JlaGopaTopHble padoThl (npu Hamuyuu 6 yuyeOHOM niawe). Jns mpoBeaeHUs 1a00PaTOPHBIX
pabor wmcmone3yercs ydeOHas ayautopusi «JlabopaTopus dKCIUTyaTallii OOBEKTOB CETEBOM
UHPPACTPYKTYPbI», OCHAIIIEHHAS CIICAYIONIMM 000pyI0BaHHEM:

* 12-15 xommbloTepoB oOydaronmxcs 1 | KOMObIOTEp TpenojaBarels (ammapaTHoe oOecreyeHne: He MeHee 2 CeTEeBBIX
IaT, npoueccop He Hike Core i3, oneparuBHas naMaTe o0bemMoM He MeHee 8 1'0; HD 500 Gb mnm Gombie mporpaMmMHOE
obecnieuenne: onepanuonHbie cucteMbl Windows, UNIX, makeT opucHbix nporpamm, maket CAIIP);

* TunoBo# cocTaB AJsl MOHTa)Ka M HaJIaJKH KOMITBIOTEPHON CETH: KaOenu pa3IWYHOro THIA, 00KMMHON MHCTPYMEHT,
KOHHEKTOpHI RJ-45, TecTeps! ams xabenst, Kpocc-HOXKHU, KpOocC-TIaHeTIH;

¢ IIpumep NpOEKTHON NOKYMEHTALUH;
* Heobxonumoe IHUIICH3MOHHOE IPOrpaMMHOE oOOecredeHne Jid aJAMUHHCTPUPOBAaHUS ceTed U oOecmeueHHus ee
6e3omacHoCTH

* Cepsep B JlabopaTopuH (anmapaTHoe oOecredeHre: He MeHee 2 CeTeBBIX AT, 8-X SAEPHBIM MPOIECCOp C YacCTOTON HE
menee 3 I'Tu, onmepatuBHas mamsTh o0bemMoM He MeHee 16 I'6, kecTkue aucku oOmuM oObemoMm He meHee 2 TO,
nporpammHoe obecrnieuenne: Windows Server 2012 uiu 6osiee HOBast BepcHsl, JIMIIEH3UOHHbBIE aHTUBUPYCHBIE MPOrPaMMBbl,
JUIIEH3UOHHBIC TIPOTPaMMBI BOCCTAHOBJICHUS JaHHBIX, JIMIICH3UOHHBIN MPOTpaMMBI TI0 BUPTYaTH3aIHH. )

* TexHuueckue cpencTsa 00yUeHUS:

® KOMHBIOTepLI C JIMLICH3WOHHBIM NPOTrPAMMHBIM obecreueHrneM
M I/IHTepaKTI/IBHaFI JOCKa

* IlpoekTop

IIpome:xxyToyHnast arrecraums. J[nf mnpoBeneHUs NPOMEKYTOUYHOM aTTECTallMH IO
JUCLUIUINHE HCIIOJIB3YIOTCS KOMIIBIOTEPHBIE KJIACChl, OCHAILEHHBIE KOMIIBIOTEPHOM TEXHUKOH C
BO3MOXKHOCTBIO TMOJKIIOYEHHUs] K ceTH VHTepHeT M oOecriedeHHeM JO0CTyna B 3JIEKTPOHHYIO
UH(POPMALIMOHHO-00pa30BaTENbHYI0  CpeAdy  YHHUBEpCHTeTa  W/WiuM  y4yeOHble  ayIUTOPHH,
YKOMILIEKTOBaHHbIE MEOEIIbIO U TEXHUUECKUMHU CPEICTBAMHU O0yUEHHUS.

CamocrosiTeibHasi pa0ora. IlomemeHuss Uit caMOCTOATENBHOM pabOThl  OCHAIIEHBI
KOMITBIOTEPHOW TEXHHMKOM C BO3MOXKHOCTBIO MOAKIIOUEHUS K ceTH «JIHTepeHeT» M NOCTYNoM K
ANIEKTPOHHOM  WMH(OpPMAIMOHHO-00pa30BaTENbHOM  Ccpele  yHHBepcuTeTa. Jlns  opraHuzaruu
CaMOCTOSITENIbHOW PaboThl 00YUAIOIIMXCS UCTIONB3YIOTCS:

KOMITBIOTEPHBIE KJIACChl YHUBEPCUTETA;

6ubnuoTteka (Meauasai), UMEoIas MecTa JUIsi 00yJaroInXcsl, OCHAIIEHHbIE KOMITbIOTEPaMH C
JIOCTYTIOM K 0a3aM JaHHBIX U ceTH VIHTepHeT.

JJIeKTpOHHasi MH(pOpManMOHHO-00pa3oBaTeqbHass cpeaa yHuBepcurera (JQUOC).
Kaxnaplii oOywaromuiics B TeE4YeHHE BCEro Imepuoaa oO0ydeHHs oOecnedyeH WHIMBUIYaIbHbIM
HEOTPaHMYEHHBIM JOCTYIIOM K 3JI€KTPOHHOM MH(OpMAIIMOHHO-00pa30BaTeIbHON Cpeie YHUBEPCUTETa
(OUOC) http://sdo.tolgas.ru/ u3 nr00OOW TOYKH, B KOTOPOH HMeeTcss JOCTyN K HH(OPMAIUOHHO-
TEJIEKOMMYHUKalMOHHOM ceTH "MHTepHeT", Kak Ha TEppUTOPUN YHUBEPCUTETA, TaK U BHE €€.
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6. OCOBEHHOCTH OPI'AHMU3ALINN OBYYEHUA  JIA JIMIQ C
OT'PAHUYEHHBIMHU BO3MOKHOCTAMMU 31I0POBbs 1 UHBAJINIOB

[lpu HeoOxomumocTH pabouasi HporpamMma IUCHUIUIMHBI MOKET OBITh aJanTHpPOBAaHA IS
obecrnieueHrss 00pa30BaTEILHOTO MPOIECCa MHBAIHMIOB M JIMI C OTPAaHUYCHHBIMH BO3MOXHOCTSMU
3JI0POBbSI, B TOM YHUCIIC ISl JUCTAHIIMOHHOTO oOy4yeHus. [t 3TOoro tpedyeTcs 3asBiICHHUE CTYICHTA
(ero 3aKOHHOTO TIPEJICTABUTENSI) W 3aKIIOUEHUE TICHXOJIOTO-MEINKO-TIEAAroTn4ecKO KOMHUCCUU
(TIMIIK).

B cnyuae HEOOXOAMMOCTH, OOYJAIOIIMMCS U3 YMCIIA JIUI] C OTPAaHUYCHHBIMH BO3MOYKHOCTSIMH
3M0pOBbs (1O 3asBICHHIO OOyd4aromierocsi) a Juiss WHBAJIWAOB TakKKE B COOTBETCTBUH C
WH/IMBUIYaJIbHOW MTPOrpaMMOil peaObuInTaluy HHBAIHUIA, MOTYT MPEAIaraThCsl CIeIyIOIUe BapUaHThI
BOCIIPHSTHS YU4eOHOH HHMDOPMAITMH C YYETOM UX WHAMBHIYATBHBIX ICUXO(PH3MUECKUX OCOOCHHOCTEH,
B TOM YHUCJIC C TPUMCHCHUCM SJICKTPOHHOI'O O6y‘-I€HI/ISI 1 AUCTAHIIMOHHBIX TEXHOJIOTUH:

- JUIS JIAIl C HApYIICHWSIMH 3PCHHS: B NEYaTHOH (GopMe yBelIHueHHBIM mpudTom; B dopme
AJIEKTPOHHOTO JIOKYMEHTa; B (hopme aynuodaiina (mepeBoj; yaieOHbIX MaTepHalioB B ayauodopmar); B
nedyaTHod Qopme Ha s3blke bpaiig; WHIMBUAYalbHBIE KOHCYJIBTAlMM C  TMPHUBJICYCHUEM
TH(l)JIOCYpIIOHGpeBOI[LH/IKa; HHAWBHUAYAJIbHBIC 3aaHW U KOHCYJIbTallhuU.

- JUIS JIMI] C HapyIICHHSMH CllyxXa: B NeyaTHOH (opme; B (opMe AIIEKTPOHHOTO JTIOKYMEHTA;
BHUACOMATCpHAJIbI C CY6TI/ITpaMI/I; HHIUWBUIYAJIbHBIC KOHCYJIbTalun C IMPUBJICYHCHUCM
CYPJIOTIEPEBOTYMKA; WHIUBUYAIbHBIC 3a]JAaHHUS U KOHCYJIbTAIIHH.

- JUISL UL C HApYIICHHSIMH OIOPHO-ABUTaTEeNLHOTO ammapara: B IedaTHoil ¢opme; B dopme
AJIEKTPOHHOTO JOKYMEHTA; B popme ayauodaiiia; MHIMBUAYaTIbHbIC 33/I1aHUsI U KOHCYJIBTAIUH.
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7. OOEHOYHBIE MATEPHAJIbBI (®POHA OLEHOYHBIX CPEIACTB) JJIA
TEKYIEI'O KOHTPOJIA YCIIEBAEMOCTHU U ITPOMEXYTOYHOU ATTECTALIUN

7.1. TunoBble KOHTPOJIbHBIE 32IaHUSI WJIH HHbIE MAaTepHaJibl, He00X0IMMBbIE JIJIsl OLEHKHU
3HAHMIi, yMEHUI1, HABBIKOB U (WJIH) ONBITA B X0/1€ TEKYIero KOHTPOJIsl YCIIeBAeMOCTH

TunoBble 3aJaHNS K NPAKTHYECKUM (CEMHMHAPCKNM) 3aHATHAM

[pakTrueckoe 3anstue Ne 1. MccrnenoBanue ceTeBbIX aTak M HHCTPYMEHTOB IIPOBEPKH 3aIIUTHI CETH.
3anaHue.

* V3yueHne METOAMKH MCCICAOBAaHNS CETEBBIX aTaK U MHCTPYMEHTOB IIPOBEPKH 3aIUTHI CETH;

* BeimonHeHne nccne0BaHus CETEBBIX aTaK M MHCTPYMEHTOB IIPOBEPKHU 3aIIUTHI CETH;

* OT4eT 0 mpoIeIaHHOM padoTe.

[TpakTraeckoe 3austue Ne 2. Obecnieuenue aiMUHUCTPATUBHOTO AocTyna AAA u cepsepa Radius.
3amanue.

* I3yueHne METOAMKYU OOeCTICUeHUs a/IMUHUCTPAaTHBHOTO noctyma AAA u cepBepa Radius;

* BrinonHeHue paboThl Mo o0ecneueHnto aqMUHUCTpaTuBHOrO noctyna AAA u cepepa Radius;

» Otyer o0 npojenaHHoH padoTe.

[TpakTnueckoe 3anstue Ne 3. Hactpoiika cuctemsl mpenoTBpatieHus Bropakenuit (IPS).
3anaHue.

* I3yueHne METOAMKY HACTPOUKH CUCTEMBI IpeoTBpaleHus Bropxkenuit (IPS);

* BoinosnHeHnue HacTpoiiky;

» Otyer 0 npojenaHHOH padoTe.

[Tpaktuyeckoe 3ansitue Ne 4. HMccnenoBanue MeTonoB mu(pOBaHUS
3anaHue.

N3yuuTh BO3MOKHOCTH METOJIOB IIU(PPOBAHHS 3aMEHOM:

1 omodonnueckum mudpom;

2 1o tabmuie Buxkenepa.

3. CocraBuTh TabIUILy OMO(OHUYECKOTO HIH(pa

4. 3ammdposats 3ameHoi cBon ®.MN.0. omoponnyeckum mudpom.
5. CocraBuTth Tabnuiy Brxunepa.

6. 3ammmdponars 3amenoi ceou ®.1.0. no Tabnuie Brkenepa.

[Tpaktuueckoe 3anstue Ne 5. ba3oBas HacTpoiika muTr03a 6e3onacHocT ASA U HacTpoka
OpaHIMayd pOB UCIONB3Ys HHTEp(Deiic KOMaHIHON CTPOKH.

3aganue.

* N3yuenune MeToanKu 6a30BOM HACTPOMKH MITI03a Oe30macHOCTH ASA 1 HACTPOMKHU OpaHAMAay>pOB
UCIOJIB3YS UHTEep(elc KOMaHIHOM CTPOKH;

* BeIllosIHEHHE HACTPOWKY;

» Otyer o mpojenaHHoH padoTe.

[TpaxTuueckoe 3anstue Ne 6. Hactpotika Site-t0-SiteVPN ¢ ogHO# CTOpOHBI Ha MapIIpyTH3aTOPE
UCTIONB3YS MHTep]eric KOMaHIHON CTPOKU U C APYroi CTOPOHBI UCIIONIB3YS UTI03 O6e3onmacHocTd ASA
nocpencteoM ASDM.

3agaHue.

* U3yuenne metoauku HacTpoitku Site-10-Site VPN ¢ ogHOI cTOPOHBI HAa MapIIPyTU3ATOPE UCTIONTH3YSI
uHTEepdeiic KOMaHTHON CTPOKH U C JPYroi CTOPOHBI UCTONB3YS 1UTI03 6e30macHocTH ASA
nocpeactsoM ASDM;

* BeIlloIHEHHE HACTPOWKY;

» OtyeT o mpojenaHHoH padoTe.

ITpakTuueckoe 3ansatue Ne 7. Hactpoiika AnyConnect Remote Access SSL VPN ncnonb3ys ASDM.
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3amanue.

* N3yuenune meroauku Hactpoliku AnyConnect Remote Access SSL VPN ucnonssys ASDM;
* BhIlloJTHEHHE HACTPOMKHY;

* OT4eT 0 IpoIeIaHHOM padoTe.

Tunossble 3a1aHusA 115 J1a00PATOPHBIX padoT

JlabopaTtopnas padota Ne 1. CounasibHast HH)KEHEpUS.

3amanue

1. Caenatp npe3eHTalKi0 TEPMUHOB, YKa3aHHBIX B 33JaHUU

2. BeImOMHUTH aHaMU3 00bEKTa 3alUThl HHPOPMALIUH 110 TPEATIOKEHHBIM BBIIIE ITYHKTaM:

A) Onucarh aBTOMAaTU3UPOBAHHYIO HH(DOPMALIMOHHYIO CUCTEMY ISl IPEAJIOKEHHOTO
Iperno/iaBaTeseM BUPTYaIbHOTO MPEeANpusATHs (yKa3aTh COCTaBIIAIONINE aBTOMAaTU3UPOBAHHON
CUCTEMBbI, UX OCHOBHBIE XapaKTEPUCTUKHU U T.1.)

b) IIpenmosnoxxuth yrpo3sl U yI3BUMOCTHU Il STOW CUCTEMBI

B) Ykazarp TeXHOJIOTHH, CPEICTBA 1 HHCTPYMEHTBI, KOTOPbIE MOKHO IPUMEHUTH JJIS 3alIUThI
UH(POPMALIMU B aBTOMATU3UPOBAHHON CHCTEME YKa3aHHOTO OOBEKTA.

') [Ipeanonoxuth BO3MOXKHBIE IEHCTBUS HAPYIIUTEICH MPH YCIOBUU BBITIOTHEHUS 3aIIUThHI
uH(pOpMalUu B COOTBETCTBHH C II. B)

3. Pa3paborats nokymeHnT «Ilonutuka 6e3omacunoctn», ykazatb CIIMCOK nokymeHTOB, KOTOpBIE
He00X0IuMO pa3paldoTaTh Ui peal3aluy MOJUTUKN O€301IaCHOCTH Ha IPEAIPUITHH.

4. CocTtaBuTh TeCT (WK KPOCCBOPI), BKIIOYarOIIUiA He MeHee 10 TepMUHOB (M1 OCHOBHBIX MOHSITHIA)
Kypca (TecT JOJKEH CO/IepKaTh He MEHee 3-X BApUAHTOB OTBETA).

5. Pe3ynbratel paboTel 0(hOpMUTH B BUJIE OTUYETa (TEKCTOBBIN (aiin, ¢aiin - npesenrtanus). Otuet
noskeH copepkats ®HO crynenTa, HOMEp IPYIIIbI, OTBETHI HA MIOCTAaBIICHHBIE BONPOckl. HazBanue
ManKy JOHKHO COAEpkKaTh (PaMIIMIO U TPYIITY CTYACHTA.

JlaGopatopHas pabota Ne 2. Hactpoiika 6e30macHOro ocTyna K MapipyTH3aTopy.
3aganue

* V3ydyeHue METOIMKN HACTPOMKHU HAaCTpoiika 6€30MacHOro JOCTyMNa K MapupyTu3aropy;
* BeInosHEHnEe HaCTPOMKY;

* OT4eT 0 NpoIeaHHoM padorTe.

JlaGopatopHas pabota Ne 3. HacTpoiika nonutiku 6e30macHocTH OpaHIMays3poB.
3aganue

* V3ydyeHue METOIMKN HACTPOMKHU MOJTUTUKU 0€30IacHOCTH OpaH/IMay’3pOB;

* BeInosHEHNEe HaCTPOMKY;

* OT4eT 0 NpoIeaHHoM padorTe.

JlaboparopHas padota Ne 4. Hactpoiika 6e30macHOCTH Ha BTOPOM YpOBHE Ha KOMMYTaTOpax.
3agaHue.

* MI3yueHune METOAMKN HACTPOUKH HACTPOMKH O€30MaCHOCTH Ha BTOPOM YPOBHE Ha KOMMYTaTOpax;
* BBINOJIHEHNE HACTPOUKY;

» Otyer o mpojenaHHoH padoTe.

JlaGopatopHas pabota Ne 5. Hactpoiika Site-t0-SiteVPN ucnons3yst untepdeiic KoMaHAHOM CTPOKH.
3amanue

* U3yuenue merouku HacTpoiiku Site-t0-Site VPN ucnonb3ys uarepderic KoMaHIHON CTPOKH;

* BeInosHeHne HaCTPOMKY;

* OT4eT 0 Ipo/IeNaHHOM padoTe.
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JlaGopaTtopHnas pabota Ne 6. ba3zoBas HacTpoiika nutro3a 6e3omnacHocTd ASA 1 HacTpoiika
OpannmMayaspoB ucnonb3yst ASDM.

3amanue

* M3yuenune MeToauKu 6a30BOM HACTPOUMKH MITI03a Oe30macHOCTH ASA 1 HACTPOWKHU OpaHAMay3pOB
ucnoib3yst ASDM;

* BhINOJIHEHNE HACTPOMKY;

* OT4eT 0 MpoJEITaHHOM padoTe.

Jlaboparopnas padorta Ne 7. HactpoiikaClientless Remote Access SSL VPNS ucnois3ys ASDM.
3amanue

* Usyuenue meronuku Hactpoiiku Clientless Remote Access SSL VPNS ucnonb3ys ASDM;

* BeinosHeHne HaCTPOMKY;

* OT4eT 0 IpoIeTaHHOM padoTe.

JlabopaTtopHnas padota Ne 8

duHabHAS KOMILIEKCHAs JJabopaTopHas paboTa 1o 0€301acHOCTH
3amanue

* M3y4eHune MEeTOIMKN KOMIUJICKCHOM OIICHKH 0€3011aCHOCTH;

» KomriekcHast orieHKa 0€301acHOCTH;

* OtueT o mpojenaHHo paboTe.

7.2. TunoBble KOHTPOJILHbIE 32 IaHNUSI HJIH HHbIE MaTePHAJIbI, HE00OX0IMMBIE J1JIsl OLIEHKH
3HAHUI, YMEHHH, HABBIKOB U (MJIM) ONIbITA B X0/1€ MPOMEKYTOYHOM aTTeCTALMU
dopma npoBeaeHHs TpoMexxyTouHoi arrectanuu o MJK: ouggepenyuposannviii 3auem (no
Pe3VIbmamam HakoOnUmenibHo20 petimuned il 8 (hopme KOMNbIOMePHO20 MeCMUpoB8aHusl).
Yemuo-nucomennas ¢popma no sK3amMeHayuUOHHbIM Oulemam npeonoadzaemcs, KaxK npasuio,
0751 COaUU aAKAOeMUYECKOU 3A00JIHCEHHOCTIU.

Ilepeuenn BonpocoB U 3aaHui /151 NOATOTOBKH K AU depeHuMpPOBAaHHOMY 3a4eTy
OK 01, OK 02, OK 03, OK 04, OK 09, OK 10, IIK 3.1, I1K 3.2, TIK 3.3, [IK 3.4, IIK 3.5, IIK 3.6:
1. Kto B P® ocymectBiser OOmee pykoBOACTBO CHCTEMON HH(OpMalnoOHHONW Oe30macHOCTH
OCYIIECTBIISIOT
2. B kakom roay Obul mpuHAT 3akoH P® «O6 mHpopManuu, MHPOPMAIIMOHHBIX TEXHOJOTHUSX U O
3aluTe UHPOPMALIUN
3. Ayrertudukanusi cyobekra — 3TO
4. Kak kimaccu(uuupyroTcs yrpo3bl 6€301MacHOCTH HH()OPMAIIMOHHBIM CHCTEMaM
5. Ilonutuka 6€301acCHOCTH - 3TO
6. Anroputmsl Kpunrorpaduyeckoro npeodpa3oBaHus HH(HOPMAIUH - 3TO
7. locTyn k nH(MOpMALIUK PAa3IUYaAIOT
8. CaHKIIMOHUPOBAHHBIHN JOCTYI K HHPOPMALIUU — 3TO
9. HecaHKIIMOHUPOBAHHBIHN TOCTYIT K MHPOPMAIINN XapaKTePHU3yeTCs
10. Yrpo3sl 6e3omacHoctu VIC 1o npupoie BOSHUKHOBEHHSI OBIBAIOT
11.0npenenars npu3HaKky MPUCYTCTBUS HA KOMITBIOTEPE BPEIOHOCHBIX IPOIPAMM
12. YcranoBuTh U NIpeiBapuUTENbHO HaCTpouTh AHTHBUpYCca Kacnepckoro
13. Hauats paboty ¢ AnTHBUpycoM Kacmepckoro
14. BeimonHATh 1uarnoctuky AntuBupyca Kacnepckoro
15. BeIimosiHUTh OOHOBJICHUE aHTUBUPYCHBIX 0a3.
16. BomoHUTE MpOBEpKY HOCUTEINS HHPOPMAaILUK ¢ MOMOIbio AHTHBUpYca Kacniepckoro
17. Beimmonuuts OGHOBIIEHNE aHTUBUPYCHBIX 0a3 mporpammel Kacnepckoro.

IIpuMepHBIH TeCT 1JIA UTOTOBOI0 TECTHPOBAHMS
OK 01, OK 02, OK 03, OK 04, OK 09, OK 10, IIK 3.1, IIK 3.2, IIK 3.3, IIK 3.4, IIK 3.5, IIK 3.6:
1. 3ammra uapopManuu 3To
-: KOMIUIEKC MEpPOTIPUATHI HalpaBJIEHHBIX Ha o0OecrieueHne MH(GopMamoHHONH 6e30acHOCTH
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-: CHHTE3 CBEICHUN
-1 aHAJIU3 U CKPBITHE
- MOJICTTUPOBAHKE TIOTOKOB HH(OPMAITUH

2. 3akoH P® «O06 undopmanmu, “HPOPMAITMOHHBIX TEXHOJOTHUSIX U O 3aIUTe HHPOPMALIHH
TIPUHSIT:

: 2006 rony

: 2003 rony

: 2004 rony

: 2005 rony

3. K BHJY 3aIUThl HHPOPMAIIMA OTHOCHUTCS:
-: IpaBoOBas 3aIuTa UH(HOpMAITUU

-: MaTepuasibHas 3aIuTa HHPOPMaIN

: OUIT 3amuTa nadopmariu

: TOCT 26632-85

4. K BUY 3alIUTHI UHPOPMAIIMK OTHOCUTCS:
-: OpraHM3alMOHHAs 3alluTa HH(pOpMaLUU
-: MacITabbl 3anmTa HHPOPMALUU

-: QJIEKTPOMArHuTHas 3aluTa HHPOpPMALUU
-: IUrBUHUCTUYECKAs 3aluTa HH(OpMaluu

5. K BHJy 3alIUThHI HHOOPMALIUU OTHOCUTCS:

-: MEDKEHEPHO-TEXHUYECKas 3aluTa HHPOpMaIuu
-1 COMPOBOXKJICHUE 3aIUTHI HH(OPMAITUU

-: YKpPBITHE 3alIUTHl HHPOPMAITUU

-: IPUKJIQ/HAs 3aluTa HHPOPMAIHH

6. Unentuduxanus cyobekra — 3T0

-: IpOLIeAypa pacro3HaBaHUs CyObeKTa
: IMHUA Tiepeiadu nHpopMalun

: pabouas cpena nHpopMauu

: YeJIOBEK-TEXHUKA

7. Ayrtentudukanus cyobekra — 3TO
-: IpOBEpKa MOJIMHHOCTU CYyOBeKTa
- QyHKIMH U TPOLEAYPBI

: B3aUMoOJIelicTBHE 00BEKTA

-: KOBOJI

8. CyObekT noctymna K HHGpOpMaIum — 3TO

-! YUACTHHK MPABOOTHOIIIEHUH B MH(POPMAIIMOHHBIX TPOIIeccax
: B3aUMoOJIefiCTBHE 00BEKTa

: HeIOCTYITHOCTb

- KIIIOY

9. ATtaka Ha KOMITBIOTEPHYIO CHCTEMY — 3TO

- TIOUCK W/WJIM UCTIOJIb30BaHUE 3TTOYMBIIUICHHUKOM TOW WUJIM MHOM YS3BUMOCTH CHUCTEMBI
-: IPOJBIKEHUE BHpYyCa

: mokanm3anus DI

: pusnueckoe yHHUTOKEHUE pabovei CTaHITNHI

10. 3amummieHHas cucreMa — 3TO
-1 CHCTEeMa CO CPEACTBAMU 3AIIUTHI YCIIeNTHO B 3P PEKTHBHO MPOTUBOCTOUT YTPO3aM O€301TaCHOCTH
-1 CHCTEMBI IOJT AJIEKTPOMATrUTHBIM H3JTy9CHUEM
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- CHCTEMa C amnmnapaTypoi
-: cHcTeMa C BHICOHAOIIOIeHUEM

11. Tlo npupoje BO3SHUKHOBEHHS YIPO3bl 0€30MACHOCTH HHPOPMAIIMOHHBIM CUCTEMAaM
KJIACCU(PUITUPYIOT:

-1 €CTECTBEHHBIC U UCKYCCTBCHHBIE

-: 00IIETI0Ib30BATENILCKUE U WHAUBUYAIbHBIC

-1 HE TIPaBWJIBHOTO OTBETA

-: BCE TPABWJIbHBIC OTBETHI

12. TlonutHka 6€30MacHOCTH - 3TO

-: COBOKYITHOCTH HOPM, IPaBUJI, PEKOMEH/IAIIUI periiaMeHTHPYIOIIMX PabOTy CPECTB 3aIUThI
-1 IS CITy>KeOHOTO OOTIeHUs

-: HHCTPYKIIHS ITOBEACHHS 00BEKTa

. HCT HpaBI/IJIbHLIX OTBETOB

13. anroputmbl Kpunrorpaguieckoro npeodpa3zoBaHus HHPOPMAILIUH - ITO
-2 BCE MTPABUJIbHBIC OTBETHI

-: IPOCTas 3aMeHa

- TaMMUPOBaHHUE

-: TAMMHUPOBaHHUE C 00OPaTHOU CBSI3bIO

14. HudopmanmoHHas cUCTEMa — 3TO

-1 COBOKYITHOCTh COJIeprKalieiica B 6a3ax NaHHBIX HHGOpMAIMU U 00eCTIeYnBaIONINX ee 00padoTKy
MH()OPMAIMOHHBIX TEXHOJIOTHH U TEXHHYECKUX CPEICTB

-: QyHKIMU U IPOLEAYPHI

-: B3aMMOJICHCTBUE 00BhEKTa

-: KOBOJI 3amuTel

15. loctyn k uH(popMaIuu — 3T0

- TIOJTyYeHHe CyOBhEKTOM BO3MOXKHOCTH O3HAKOMJICHUS C WH(pOpMaImen
-: B3aMMO/IeHiCTBHE 00BEKTa

-! HEJIOCTYITHOCTb

- KJIFOY K MH(pOopMaIuu

16. [octyn Kk mHGpOPMAIUHU pa3TUIAOT:

- CAHKIIMOHMPOBAHHBIM U HECAHKIIMOHUPOBAHHBIN
-2 TOJIBKO CaHKIIMOHMPOBAHHBIN

-: nokanuzanusa LTI

-1 TOJIKO CBOOO/IHBIN B CETH

17. CaHKUMOHMPOBAHHBIN 10CTYI K HH(POPMAIIMUA — 3TO
-: IOCTYTI HE HAPYIIAIONINA YCTaHOBJICHHBIE MTPaBHIIa

: IOCTYI MO/ IEKTPOMAruTHBIM H3JTy4eHUEM

-: goctyn noj kKoutpojeM ®Ch

: IOCTYI C BUJICOHAOIIOACHUEM

18. HecaHKIMOHUPOBAHHBIN JOCTYI K HHPOPMAITUH XapaKTePU3YETC:
- HapyILLIEHUEM YCTAHOBJICHHBIX MPABUJI pa3rpaHUUYCHUS JOCTYIIA

-1 00IIENOIb30BATENLCKUN U MHIUBUIYATBHBIA OOIIECTBEHHBINA JOCTYII
-: HET MPAaBWJILHOTO OTBETA

-: BCE MPABUJIbLHBIE OTBETHI

19. OrtBeTcTBEHHBIM 3a 3aIIUTY KOMITBIOTEPHOW CUCTEMBI OT HECAaHKIIMOHHUPOBAHHOTO JTOCTYIA K
nH(pOpMaIUU SBISETCS:
- aAMUHHUCTPATOP 3aLUThI
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-: IUPEKTOP 3aALUTHI
-: YOPABJISIOIIMNHI 3aIHUTHI
-: HET MPaBWJIbHBIX OTBETOB

20. 3akoHHBIM (JIETATBHBIM) CYyOBEKTOM SIBIISICTCS:
-: IMEIOIINN 3apEeTUCTPUPOBAHHBINA UACHTH(PHUKATOP
- UMEIOIUN MTPOIMYCK

- UMEIOLUY raMMUPOBaHue

- UIMEIOIIMH TaMMHUPOBAaHKE C OOPATHOM CBSI3bIO

21. yrpossl 6e3onacHocTH MIC 1o npupo/ie BOSHUKHOBEHHUS OBIBAIOT:
-: €CTECTBEHHBIC U HICKYCCTBEHHBIC

-: IPUPOJTHBIC

-: TEXHOT€HHBIC

-: [NI00abHbIE

22. obHapyxeHue BTOPKEHHN — 3TO
-2 IPOLIECC MOHUTOPHUHTA COOBITUI

-: B3aMMOJICHCTBHE JBYX U 00Jiee 00BEKTOB
-: 00HapyKEeHUE HEIOCTYITHOCTH

-: io0anbHas pa3Belka

23. Cucrema oOHapy>KE€HUS BTOPKEHHH - 3TO

-: IPOrPaMMHBIH WJIH anmnapaTHBI KOMIUIEKC

-: IPOABIKEHHE BUPYCa

-1 JIOKaju3anus 00beKTa

-: pusndeckoe BUICOHAOIOICHNE paboUeii CTaHIINN

24. (OOmiee pyKOBOJCTBO CUCTEMOW MH(DOPMAIIMOHHON OE30ITaCHOCTH OCYIIECTRIISIFOT:

-: IIpesunent u IIpaBurensctBo Poccuiickoit denepanuu
: ®CB U Ilpe3uneHt

: Ayma u IIpesunent

: COBET (penepanuu

25. B PO kakas cylecTByeT OTBETCTBEHHOCTh 3@ HEIIPABOMEPHBI 10CTYN K KOMIBIOTEPHON

nHpopManuu

-: CYILIECTBYET YrOJIOBHAs OTBETCTBEHHOCTh

-: 0011leCTBEHHAs, YIIpaBJIeHUECKask U MHAUBUIyallbHAs

-: HE CYILIECTBYET

-1 CYILIECTBYET TOJIBKO a]MUHUCTPATUBHAs OTBETCTBEHHOCTD

26. Cratbs 272 YronoBHOro kojgekca P® ycranaBiMBaeT OTBETCTBEHHOCTb 3a!

-: HETIPaBOMEPHBIN JOCTYT K KOMIBbIOTEPHOI HH(pOpMaLuu
: pacnpoCcTpaHEHUE BPEJOHOCHBIX Iporpamm aius O9BM

: TIOPSJIKA W ITPaBUJI IOBEICHUS

: 3a HapylLIeHHe NpaBuII dKcIuTyarauu O9BM

27. Cratbs 273 YronoBHOro kojekca P® ycraHaBIuBaeT OTBETCTBEHHOCTD 3a:

-: pacpoCTpaHEHUE BPEIOHOCHBIX IIporpamm ains 9BM
-1 TIOpsiIKa U MPaBUJI TOBEICHUS

: 32 HapyILIEHUEe MpaBui dKcIuTyaTanuu OBM

: HET IPaBUJIbHBIX OTBETOB

28. Cratbs 274 YronoBHOro kojgekca P® ycranaBiuBaeT OTBETCTBEHHOCTb 3a!

-1 32 HapyUIEHHUE MPaBUJI IKCIuTyatanuu 9BM
-: HapyleHue QyHKIMH U mpoueaypsl skcruryatanuu [10
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: B3AaMMOJICMCTBUE MHOCTPAHHOM areHTypou
: paboTa Ha MHOCTPAHHYIO Pa3BEIKY

29. K anmapaTHBIM CpeJICTBaM 3alIUThl HHOOPMAIIMH OTHOCSTCS:

: BIIEKTPOHHBIE U 3JIEKTPOHHO-MEXaHUYECKHE YCTPOICTBa
: 3aIBUKKU

: 3aIIOpHbBIE YCTPONCTBA

: HET MPaBUJIbHBIX OTBETOB

30. TIlox mporpaMMHBIMU CpEICTBAMH 3AIIUTHI HHPOPMAIIMK TOHUMAOT:

! CIIELIMaJIbHBIE IIPOrPaMMBbI

: MPOABMKEHUE BUPYyCa

: mokanm3anus DI

: IOJITPOrpaMMBbI paboueil CTaHITUN

31. K OCHOBHBIM MPOTrPaMMHBIM CPEICTBAM 3aIUTHl HHPOPMALIUU OTHOCSATCS:

: IPOrpaMMBbl HICHTU(DUKALIUY U ayTeHTHU(PUKATUU
: MPOTPAMMBI JIEKTPOMATHUTHOTO U3JTY4CHUS

: IPOTrPaMMBI M CUCTEMBI C ammnapaTypoiu

: HET MPaBUJIbHBIX OTBETOB

32. K OCHOBHBIM MPOTPAMMHBIM CPEACTBAM 3aIUTHI HH(POPMALIMH OTHOCSATCS:

: IPOrpaMMBbl pa3rpaHUUYEHUS JOCTYIIA MOJIb30BaTeNIEH

: 00111eT10J1b30BaTENbCKUE U UHANBUIYaAJIbHBIE IPOTPAMMBI
: IPOrPaMMbl PaCKOAUPOBAHUS

: BCE MPaBWIbHbIE OTBETHI

33. K OCHOBHBIM MPOTrPaMMHBIM CPEACTBAM 3aIlUThl HH(POPMALIMH OTHOCSATCS:

: IporpamMMbl UpPOBaHKS UH(GOPMAITHH

: IPOTPaMMBI 7S cly>ke0HOoro obmeHus ¢ 9BM
: IPOTPaMMBbI HHIMKATOPBI COOOIIEHHI

: HET NMPaBUJIbHBIX OTBETOB

34. K OCHOBHBIM IPOTPaMMHBIM CPEICTBAM 3aIIUTHl HHPOPMAIIUU OTHOCSITCS:

: IPOrpaMMBbl 3alIUThl HHPOPMALIMOHHBIX PECYPCOB

: IPOTpaMMa UCIBITaHUS 3aMEHBI

: IOAIIporpaMmma raMMUpPOBAaHHUE

: KOJ IpOTrpaMMbl TaMMHPOBAHUS C 0OpaTHOU CBA3BIO

35. Kpunrorpadus — 310

: HayKa, U3yJarouias MeTo/ibl Ipeodpa3zoBaHus HHPOPMALIUU
: ”BMEHEHMSI PYHKIIMU U TIPOLIETYPbI

: B3aMOJICHCTBHAE CUMBOJIOB

: ICTIOJIb30BaHUE U(POBOTO 0003HAUECHUS

36. Kakoit pazgen BKIIrO4aeT B ce0s COBpeMeHHast KpUnTorpadus

: CHMMETPHUYHBIE KPUIITOCHCTEMBI
: B3aUMO/IEHCTBUE 00bEKTa KpUIITOTpapuu
: HEIOCTYITHOCTb KpUNTOrpapuu

. HCT IpaBUJIBHBIX OTBETOB

37. Kakoit pazaen BKIIO4aeT B ceOs COBpeMEeHHast KpUnTorpadus

. KPUIITOCUCTEMBI C OTKPBITBIM KIIFOYOM

: IPOJIBMKEHHUE KPUTITOTpapuu

: TOKaJu3anusi Kpunrorpapuu

: pusMHecKkoe YHUITOKEHUE KPUTITOTpaduu
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38. Kakoii pazaen BKIIO4aeT B ceOs COBpeMeHHast KpUnTorpadus
-! CHCTEMBI JIEKTPOHHOH MOAIIICH

-! CHCTEMBI 10]] 3JICKTPOMArUTHBIM H3JIy4CHUEM

-: CHCTeMa C ammapaTypoin

-: CUCTE€Ma C BUJCOHAOIIOACHUEM

39. Kakoii pa3aen BKiIro4yaeT B ce0si COBpeMeHHasi KpunTorpadus
- yIpaBJIeHUE KIIOYaMH

-: 00IIETI0Ib30BaTENILCKUE W WHANBHYAIbHBIC KPUIITOTpapHH

-: HET PAaBWJILHOTO OTBETA

-: BCE TIPAaBWJIbHBIC OTBETHI

40. Tlox mmdpoBaHuEM MOHUMACTCS:

- Iporecc 3amu(poBaHUs I pacn(poBaHUS
-2 TSl CITY>K€OHOTO MPOCTYITUBAHUS OOIICHHUS

-: MHCTPYKIMS NOBeCHHUs 00beKTa HH(OPMALIUH
-: HET PaBUWIbHBIX OTBETOB

41. CymiecTByeT I 3aKOH 00 3JEKTPOHHO-IIU(PPOBOI MOATIHCH
- CyIIIECTBYET

-: HE CYIIECTBYET

-: 9T0 yKa3 [lymbl

-1 3TO UHCTPYKIIHUS

PeriiameHT npoBeieHNs IPOMEKYTOYHOI aTTecTAMU B (hOpMe KOMNBIOTEPHOT0 TECTHPOBAHUS

Koi-Bo 3amanmii B 0aHKE BOIIPOCOB Kon-Bo 3amanuii, npeapsaBiIsieMbIX
CTYHCHTY

Bpewms Ha TecTupoBaHKE, MUH.

ne menee 100
UMY YKA3bI6ACTNCA KOHKDEMHOEe 30
KOJIUYecmeo mecmosuix 3a0anutl

30

[TonHblii (OH OIEHOYHBIX CPEICTB JJISi MPOBEACHUS MPOMEKYTOYHOM aTTecTaluu B ¢Gopme
KOMIIBIOTEPHOT'O TECTUPOBAHUS pa3MelleH B OaHKe BOMPOCOB JAaHHOTO Kypca auciuruiiabl B OUOC

yauBepcuteta http://sdo.tolgas.ru/.

B Xxome nHOAroTOBKM K NPOMEXYTOYHOW aTTeCTallud OO0YYaloUUMCsS IPeJoCTaBiIsIeTCs
BO3MOXXHOCTh TPOWTH TECT CaMOMPOBEpPKH. TecT i caMONpPOBEPKH IO JUCIHILIMHE pa3MelleH B
OUOC ynusepcureta http://sdo.tolgas.ru/ B cBOO0OAHOM JUIsI CTYZEHTOB JIOCTYIIE.
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AHHOTALUA
M/K.03.02 «be3onmacHOCTh KOMIIBIOTEPHBIX CeTeH»

MexaucuuIuimHapHbiii Kype «be30macHOCTh KOMITBIOTEPHBIX CETEeH» OTHOCHUTCS K MOJYJIIO
[IM.03 «Dkcmnyarans OOBEKTOB CETEBOW HHMPACTPYKTYpPhD» OCHOBHOW MpodecCHOHATBLHOM
00pa3oBaTebHON POTPAMMBI.

Llenpi0 OCBOCHHS MEXKAMCLUUIUIMHAPHOTO Kypca sBisieTcs (OPMHUpPOBAHHE Y OOYYarOLIUXCS
CJIEIYIOIINX KOMIIETCHLUN:

Kox HaumenoBanue KOMIETEHIMH

KOMIICTCHIIMHA

OK 01 BeiOupate  cmocoOwl  pemieHuss  3amad  IpPOo(EeCCHOHANBHON  ACSTEIBHOCTH,
IIPUMEHMUTEIBHO K Pa3JIMUHbIM KOHTEKCTaM

OK 02 Ocy1iecTBIATh MOKMCK, aHAJIN3 U WHTepHpeTanuo HH(opMau, HeoOXOAUMOMN s
BBINOJIHEHUS 3a/1a4 IPO(HECCHOHATILHOMN 1A TEIbHOCTH

OK 03 [ImanupoBaTh M peaym30BBIBATH COOCTBEHHOE MPO(ECCHOHAIBFHOE W JMYHOCTHOE
pa3BUTHE.

OK 04 Paboratp B KOJUIeKTHMBE U KOMaHe, 3()(PEeKTUBHO B3aMMOIEHCTBOBATh C KOJIJIETAMH,
PYKOBOJICTBOM, KJIIMEHTAMHU.

OK 09 Vcnonp30BaTh MHPOPMAITMOHHBIE TEXHOJIOTHH B IPOPECCHOHATBHON ESTETbHOCTH

OK 10 [Tonb3oBaTtbes mpodecCHOHANBbHOW JOKYMEHTAllMe Ha TOCYJAapCTBEHHOM U
MHOCTPAHHOM SI3bIKAX.

IK 3.1 VYcranaBiMBaTh, HacTpaMBaTh, HKCIUIyaTUPOBaTh M OOCITY)KMBAaTh TEXHUYECKHUE U
IIPOrpaMMHO-AIIAPATHbIE CPEJCTBA KOMIIBIOTEPHBIX CETEH.

[IK 3.2 [TpoBomuTh mMpodmnakTnyeckue padoThl HA 0OBEKTaX CETEBOW HMH(PACTPYKTYpPHI U
pabouux CTaHLHUSAX.

I1K 3.3 YcranaBnuBaTh, HACTpaWBaTh, OKCIUIyaTHPOBAaTh M OOCIYXHBAaTh CETEBBIC
KOH(UTypauu

[IK 3.4 VYyacTBOBaTh B pa3pabOTKE  CXEMBbl  IIOCICaBAPUHHOTO  BOCCTAHOBIICHUS
paboTOCIIOCOOHOCTH KOMITBIOTEPHOM CETH, BBITIOIHATH BOCCTAHOBIICHUE U PE3EPBHOE
KOMMPOBaHWE WH(POpMAITUH.

IK 3.5 OpraHu3oBbIBaTh WHBEHTapU3aL1Io TEXHUUYECKUX CPEICTB CeTeBOU
MH(QPaACTPYKTYpPBl, OCYIIECTBISATH KOHTPOJIb 000PYI0BaHNUs NIOCIIE €70 PEMOHTA.

I1IK 3.6 BbIMONHATE 3aMeHY pPACXOIHBIX MaTepHAOB M MEJIKHH pPEMOHT mnepudepuitHoro
o0opynoBaHus, ONpPENENATh yCcTapeBllee 000pyJOBaHUE U MPOTrpaMMHbBIE CPEACTBa
CeTeBOI HH(PACTPYKTYPHI.

B pe3ynbrare 0CBOGHUS MEXAUCIUIUIMHAPHOTO Kypca 00yJaroLuiics JOKeH:
HMeTh NPAKTUYECKU ONbIT:
00CITy’)KUBaTh CETEBYIO HH(PPACTPYKTYPY, BOCCTAHABINBATh Pa0OTOCIIOCOOHOCTH CETH ocie cOos;
yaJeHHO aAMUHUCTPUPOBATh U BOCCTAHABINBATh PA0OTOCIIOCOOHOCTD Ce- TEBOW MH(PACTPYKTYPHI;
MOJIIEP>)KUBATh TOJB30BaTENed CeTH, HACTpauBaTh almapaTHOE MU IMPO- T'PAMMHOIO OOeCIeYeHHs
ceTeBol HH(MPACTPYKTYPHI.
yMeThb:
BBITMOJIHATH MOHUTOPUHT M aHaJU3 padOThl JOKAIBHON CETH C MOMOUIbI0 MPOrpaMMHO-aIapaTHBIX
CPEICTB;
OCYIIECTBIISITh AMATHOCTUKY M MIOMCK HEMCIIPABHOCTEH BCEX KOMIIOHEHTOB CETH;
BBITOJIHATH IEHCTBUS 110 YCTPAaHEHUIO HEUCIIPABHOCTEN.
3HATh:
ApPXUTEKTYpy U (GYHKIIUU CUCTEM YIPABJICHUS CETSIMHU, CTAaHAAPThI CUCTEM YIIPaBICHUS;
CpEJICTBA MOHUTOPUHTA U aHAJIN3a JIOKAIbHBIX CETEeHl;
METO/Ibl YCTPAHEHUSI HEMCIIPABHOCTEN B TEXHUUYECKUX CPEICTBAX.



